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Tunisia is a member of the Mitld East and North Africa Financial Action Task Force for combating Money
Laundering and Terrorist Financing (MENAFATF). This evaluation was conducted by the World Bank and the Mutua
Evaluation Report was discussed and adopted by the Plenary of the MBENARAT April 2016.

This report presenta summary of the antmoney laundering (AML) / countéerrorist financing (ET) measures in
place in Tunisia as at the date of the-site visit (6-26 February2015). The report analyses the level of compliance
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recommendations on how the system could be strengthened.
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Executive Summary

1 This assessment is basen the 2012 FATF Recommendations and was prepesiadthe 2013
Methodology It is based on information provided by the Tunisian authorities and data collected by the
assessment teahuiring its stay in Tunisia from February 16 to 26, 20IBe reporiassesses the degree of
compliance with the FATF (Financial Action Task Force) Forty Recommendations and the effectiveness
of the AML/CFT measuref Tunisia and issuegcommendations to strengthengameasures

A. GeneralFinding

2. After the fall of the potical regimeof former President Ben Ali, Tunisia wagtnessto a revolution

in 2011and a succession of provisional governmendsitil the most recent presidential and legislative
elections, held in late 2014, the Tunisian authorities gave priority &tablishing new democratic
institutions, restoring the rule of law, and preparing the new constituioring this period the AMF/CF
arrangements, which had until then been fairly ineffective, began to operate more effectively, as shown by
the increasé the number of suspicious transaction reports and the number of cases referred to the courts.
However, numerous shortcomings remain in the area of technical compliance, and the effectiveness of the
AML/CFT system remain®w or moderate.

B. Risks andGenenl Situation

3. The most serious threats (proceeds of corruption, terrorist finaanmgmuggling and currency
trafficking) have been identifiednd understoody the Tunisian authorities buhe analysis of the
weaknesses and vulnerabilities of the AMLICEystem in the context @ National Risk Assessment
(NRA) has yet to bénalized

4, Currently , the main threat to Tunisia has become terrorism and its financing Since 2012, a
number of terrorist attacks have been perpetrated on TaisisilZ includingthree in 2015 for which the
Islamic State took credifThe rising terrorist threat in Tunisia is also related to two radical moventéets
group Ansar aBhari@ain Tunisia(AAS-T) and the group Katiba Okba ItNafaa, which has merged with

Al Qaedain the Islamic Maghreb (AQIM)Tuni si a6és vulnerability also re
borders, which facilitates trafficking in arms, drugs and contraband in transit from Libya or Algeria
Finally, many jihadist fighters wishing to support or jt8iS aregoingto Libya, on the southwest border
with Tunisia, an extremely sensitive area from a security standjbivet.authorities estimate tHagtween
2011and 2014 several thousand Tunisians have gone to fight in Iraqg, Libya and Syria as pageof th
terrorist organizations, particularly ISIS and Al Nos&everal hundred of these fighters havevreturned

to Tunisia Money transfersystems are used to finance this travel and, occasionally, th®-day
expenses of the families of these fighteAs one source of financing for this trayelccording to the
authoritiesjs charitable associations financed abrdhdy have taken specific measures to prosecute some
of these associations and suspend their activities.

5. Corruption 0 alegacy ofthe authoritarian regimed remains a major risk. The captureof a
significant percentage of the Tunisian economy by a clan close to those in power prior to 2011 has been

1 See Part 3 Legal Systenand Operational Issues

2 The attak on the United States Embassy on September 14, 2012, the clashes between the Tunisian army and armed
groups atJebel ech Chamtiand the surrouting area in the summer of 2013, the assassination of two political
opposition leadersChokri Belaid and Mohamed Brahmi, in 2013, and the suicide attagkourist area in 2013.

3 Centre Francais de Recherche sur le Renseigneient, e d 6 Moc ¥5u a fQAIdla®u Maghreb islamique a
l a croi s®e des cheminso [ Al Qaeda in the I slamic Maghr



described in a study by tienti-CorruptionCommissionestablished by the new authoritigs World Bank
Report,All in the Family establishedhat 20 percent of private sector fi®weremisused in this way

The change in regime has eliminated systematic capturesioglaclan, and the assets of its members in
Tunisiahave beemonfiscatedand are being managed by the State pending their liquidation or public sale
The many criminal cases launchate also indicative of @ommitment to deter and penalize grand
corruption Nonetheless, political connivance, extraction of rents and préslegggulatoryabuseand
crossborder smuggling, which reached exceptional heights under the Ben Ali regime, have not
disappeared, as shown, for example, by the prosecution of a case of suspected money lafinidering
proceeds ofthe corruption of goolitically exposed persowho served during the 202014 period
Moreover, sources such as Transparency Internatoahe World Bank have indicated a contidirgh

risk of corruption since 2011This analysis is corroborated by thee a mtér@ews wvith the chair of the
Anti-CorruptionCommssion In this context, efforts must be stepped up to identify the beneficial owners
of assets, transactions, comparéadlegal arrangements.

6. The financial sector essentially consists of the banking system, sifering the limited
development of the financial markets and insurance sectorMoreover,giventhe lack (until now) of
exchange bureaus and nonbanéney transfesystems, the banks play a major role in monitohigg-
risk operationssuch as transfers funds andcash foreign exchange operatiomdoreover, the informal
share of the Tunisian econofmgsults in tax losses amountingdd..2billion (US$600million) each year,
including D 500million (US$250million) in customs duties, and promotes ttieculation of foreign
banknotes and coins.

C. Key findings
C.1 Effectiveness ofF prosecutions and preventive measures

7. Tunisia must addressthe growth of the activities of several terrorist organizations (Ansaal-
Shari@a, ISIS) on its territory. Investigations under way have identified typology elements related to the
financing of theseterrorist activities offenses involving postal transfers or transfers to the families of
persons whavedied in combat and the provision of financial suppotringcombatantso war zones

For example, in 2014, the Natior@bunterTerrorism Unit (UNECT) placed ten people in police custody
in the context of a case involving an association suspected of dealings with a tergaistzation
Moreover, UNECThasreferred several cases to tléfice of the Public Prosecutdor the financing of
travel expenses for combatants headed to Syria.

8. However, although criminal prosecutions are under way, the Tunisian authorities have not
yet had any convictions for acts describd as terrorist financing. The length of the investigations and
judicial procedures, the lack of resources forltdve enforcemenauthorities and thdeficiencies in the
legal regime in terms of special investigative techniques seem to be obstaclpfl tanch efficient
prosecutions

9. The preventive measuregontinue to suffer fromtechnical shortcomings and implementation
problems continue The mechanism currently in effdar the implementation of Resolution 12@&guires
entitiessubject to the AML/ET provisionsto consult lists accessible on the Ministry of Finanedsite
and to freeze the assetslisted persons However, it does not, as required by the resolutiveatea
general prohibition applicable to all natui@id legal persons omhe povision of funds or economic
resources to the persons included on list 128@reover, the implementation and consultatiothef U.N

4 https://www.transparency.org/country/#TUN

5 By definition difficult to estimateand amounting to around 38 percent of GDP and 53.5 percent of labor in 2010,
according to World Bank estimattsat year


https://www.transparency.org/country/#TUN

lists seem insufficient in the case of some banks and nonexistent fdraménfinancial institutions and
DNFBPs UnderResolution 1373, the freezing tife assets adesignated persons or implementation of
freezing measures adopted by other countries involves the issuance of an ordinance at the request of the
Chief Justiceof the Court of First Instance of Turiis turn at the request of thBrosecutor Generalor

which a judicial proceedingnustbe opened This system does natstablisha general prohibition on
providing economic resources to designated persons as required by the resolution and does not allow for
immedate freezing Moreover no provisionfor the prevention of the financing of the proliferation of
weapons of mass destructibas been introduced

10. Use of associationsfor the financing of terrorism is a major concern for the Tunisian
authorities and has ld them to take measures to suspend the activities of 157 associdtiwmnkaw has

also introduced transparency measures to identify the persons in charge of the administration and
management of associations and to ensure the integrity of incoming againgutunds through the
publication of their financial statementslowever, theveak number of officials in charge of monitoring

the sectorimpedesadequate oversight of the activities of associations

C.2 Use of financial information and role of tHenisian Financial Analysi€ommssion(the CTAFR

11 Since 2011the CTAF has been themain entity for implementation of the national AML/CFT
system and the recovery of assets stolen by the former regimét provideshigh-quality financial
analysis based on spicious transaction reports (STR&joweverthe CTAF sffectiveness ihampered

by the insufficient number of analysts and the lack obmprehensivanalysis of the risks, weaknesses
and vulnerabilities of the systemAn increasing number of suspicis transaction reports sentthgbanks

are still being reviewed owing to this lack of analydtkreover, in a legal coakt in which there is no list

of the professiongoveredby the AML/CFT law, training initiatives would seem to be necessary to
enmuragedesignated nonfinancial businesses and profesdidMBEP9 to reportsuspicious transactions.

12, Moreover, CTAF 6decisiorrmaking body includes representatives of various ministries who
continue to perform their primary functions in their original departments. This situation has not
prevented th€TAF from producing highguality financial analysis, contributing actively to fireparation
of risk analyses, and, since 2011, referring all cemmemmended for prosecutitmthe courts However
the sitiationis not optimal to the extent thttie CTAFdoes not benefit from the diversity of technical
competencies of its members on a-futie basis (since they continue to work in tlegiginal departmenjs

C.3 Effectiveness afioney launderingrosecuions and confiscations

13. The Judicial Financial Unit (P6le judiciaire financiel created in 2012 does not yet have the
legal means and resources to operate effectivelyThis unit includes 10investigathg judgesand 5
deputies to th€ublic Prosecutomwhohandle the procedures for the Ihdney launderingases referred
to them by thd?ublic Prosecutasind theChief Justiceof the Court of Tunis However, there is no specific
law or regulation covering it or organizing its activitiest the same time, thu n i invéstigatng judges
continue to handle regular caskat wereeferred to them before they were assigned to the Finasaitl
Moreover, theyare not supported bgssistats specializing in financial mattersTo date 22 money
launderingcase have been finalized by thevestigatng judges 14 have been sent to thalictments
Chamberof the appeal courgnd 8 have resulted in the dismissal of char@edy one case resulted in a
final judgmentAs well, 18 terrorist financing cases wereaetd to théJnit, 2 of which weresentto the
Indictments Chambeof the appeal court

14. The use of special investigative techniques is developing, but remains limitethe absencer
lack of clarity d legal provisionscovering or organizing the use ofede techniques, (particularly
wiretapping, joint investigations, infiltration or contiexd deliveries) or their lack of clarity where they



exist, posesegal problems that a nelll under discussioby Parliament isupposedo eliminate As a
result,the legal basis fohe surveillance of communications in the case of smuggling or terrorism offenses
is a telecommunicationtaw and general laws giving thavestigatng judge the authority to order the
necessary measuresdstablisithe truth

15. Administrative confiscation of ill-gotten cains related to the former regime has led to the
recovery of substantial assets in Tunisie, while criminal confiscation remains extremely rare The

lack of funding, logistical resourcasdlegal provisiongjoverningspecial investigative techniques and the
organization of the Financidlnit have tended to weaken the effectiveness of the investigations and
prosecutions Fewmoney launderingnvestigations have been initiated on the basis of predicate offenses
Moreover the length of the procedures has meant that until now there have not been a sufficient number of
convictions and thus criminal confiscations

C.4 Effectiveness of preventive measures

16. In the financial sector, the banks met do not fully understand the AMULCFT risks to which
they are exposedparticularly the risks related tash foreign exchange operatipn$he other financial
institutions (leasing companiesecurities broker and insurance companigshich play a limited role,
seem to also have a ygpoor understanding This situationwhich isin part related to the fact that the
NRA has not been completets an obstacle to the establishment of interawadl sectoral policies
proportionate to the risks.

17. The implementation of customer due diligencdCDD) measuresis limited in the banking
sector and veryinadequatein the case of the DNFBB. The legal and regulatory framework in this area
does nothet meet international standardssome banks have only a limited understanding of the due
diligence rguirements, particularly the specific requirements for beneficial owners and politically exposed
persons (PEPs) The difficulties in the identification of beneficial ownease combined withthe
deficienciesn the application of targeted financial sanag specific to terrorist financingrhe enhanced

due diligence measures in cases deemed to be high risk are insufficientlfr beddgislative framework
does not specifically designate which DNFBPs @reeredby the AML/CFT preventivemeasures and
same professions hesitate to consider themselves covered (particularly accountamgshe DNFBPs do

not implement or scarcely implement the requirements of the AML/CFT law and their AML/CFT
vulnerabilities are poorly understood by the supervisory aititeand selregulatory bodies

18. The banking sector therefore originates most of the suspicious transaction reports (STRS)
submitted to the CTAF. In contrast, very few reports are submitted by real estate agents, lawyers,
accountants and notarieblo regportshave beersubmitted by notaries or real estate agemtyy one was
submitted in 2011 by accountangsd two were submitted in 2014 by lawyers.

C.5 Effectiveness of supervision

19 The supervisory authorities in the financial sector, including the bankig system, have not
fully identified and understood the AML/CFT risks in thesesectors The lack of an NRA makes it
impossible to implement supervision based on national rSkssidethe banking sectothe establishment
of AML/CFT supervisiorhas beeslow. In 2014, he Central Bank of Tunisia launched consultations with
the banking sectdn the formof an AML/CFT questionnaireith a view tothe scheduling of priority audit

5 The legal mechanism establishing administrative confiscation measures ettyrecided(subject to appeaby
the Tunisian administrativeourts



missions This questionnaires simplyan analysis tool and cannot supplaitie lack of a comprehensive
national approacto risks The effectiveness of supervisiatso suffers frona lack of human resources.

20. No DNFBP is subject to a supervisory arrangement that effectively guarantees its respect of

its AML/CFT obligations. The DNFBP supervisory and segulatory authorities have a limited
understanding of the AML/CFT risks to which these categories of professionals are eXpogedeem

to have little knowledge of th&ML/CFT law, and an AML/CFT supervisory mechanism hdseen
developed only for casinos and dealers in precious stones and precious Aigalsghthe CTAFhas
organized some awarenasssing activities, only the casinos and dealers in precious stones and precious
metals have developed an appreciationtha@ risks in their respective sector®©verall the level of
understanding of AML/CFT issues seems rudimentary in the nonfinancial sectors.

D. Priority measures

21, Based on the findingduringthe onsite mission the Tunisian authorities are urged to implement
the following recommendations

1 The Tunisian authorities, with the assistance of the supervisory authorities for the financial and
nonfinancial sectors, shouliihalize a comprehensivecoherent analysis of the risks and
establish a national strategy thautd serve as a basis fimcreasingthe legal, institutional,
human and financial resources for combating terrorsrd its financing, corruption and
smuggling This NRA should also serve as a basis for the development oflzaisskl approach
in the financial sector and in the DNFBPs

1 To tacklethe financing of terrorism, the Tunisian authorities should (1) establish legal
mechanisms generally prohibiting the provision of any economic resources to the persons
includedon the 1267 lists and ensure that ¢ése mechanisms are respected; (2) ensure the
immediate freezing of assets held by persons designated by the 1267Uistigdesolution
1373; (3)increasethe legal, administrative, human and financial resources of the police
services and judicial authites handling cases involving terrorism and its financing; and (4)
increase the resources of tmg@tsresponsible for theupervisiorof associationsFinally, the
Tunisian authorities should establish legal and administrative mechanisms for tHi atimti
of individuals or entities that Tunisia could propdse additionto the U.N. lists and the
designation of persons and entities in Tunisia in application of Resolution 1373

1 The effectiveness afriminal investigations angrosecutionshould bamprovedthroughthe
adoption and implementation of the necessary legislation for the operation of the Fidaiicial
and the development of special investigative techniqiésreover,the staff with financial
expertise assigned the police, gendarmerignd courts (judges and prosecutors) should be
increased The public prosecution officeshould be encouraged to give priority to cases
relating to terrorist financing and the laundering of the proceeds of corruption and smuggling
The Ministry of Justie should draft and implement a criminal polizydancegiving thepublic
prosecution officeslear objectives in terms of the effective use of criminal confiscatind
requiring the systematic opening of financial investigations based on cases otiaojrup
smuggling or trafficking of migrants

T The CATFés human and physical resources shol
growing number of suspicious transaction reports, and the makeup of its detidimy body
should be changed to ensure titmmembers can perform their functions on afintie basis



1 The effectiveness dhe prevention measures should érghancedy means of legislative or
regulatory provisions requiring a riddased approackor the identification of beneficial
owners, thextension of the obligatioroncerningoreign politically exposed persons (PEPS)
to national PEPs, and tleaforcement of theustomeidue diligence requirements financial
institutions other than bankd-or the DNFBPs, regulatory measures shoulddepted and
implemented to fill the gaps in the AML/CFT lapreciselyidentify the professions concer,
and encourage the vulnerable sectors, including lawyers, notaries, real estate agents and
accountants, to implemerdustomerdue diligence requiremén and submit suspicious
transaction reports

1 The supervisory, oversight and regulatory authorities should systematically orgaisite on
and oftsite AML/CFT examinations and inspectioits the most vulnerable sectorén the
financial sector, the Cerr Bank, the Financial Marké8oard and the Generahsurance
Committeeshould use the identification and documented analysis of sectoral risks established
in the context of the NRA to develop audit and work procedures, particularly concerning the
financing of terrorism, sanctions against designated persons and the identification of beneficial
owners and politically exposed persoiitie scheduling of esiteinspectionshould be based
on the frequencyperimeter scope and relevance of the risks and tiadf sledicated to
AML/CFT supervision should be increased

Effectiveness and compliance scores
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Tunisia Mutual Evaluation Report

1. This report presents the antioney laundering and terrorist financing (AML/CFT) measures in

effect in Tunisia at the time of the -site mission It analyzes the level of compliance withAH F6s 4 0
Recommendati ons and t he ef Bystenandmekeserecemmentationsifori si a 6
strengthening thatystem

2. This assessmens based on thEATF Recommendations adopted in 2012 ara conducted in
accordance witthe 2013 Methodolgy. It has been prepared on the basis of information provided by the
Tunisianauthorities and information obtained by thgsessment teaduring its visit to Tunisia from
February 16 to 26, 2015

3. The assessmenwas conducted by a team consisting deanPierre Brun \World Bank Team
leader andegal/law enforcement egg), Colonel Ziad Jazzarc(iminal investigatiorexpert Lebano,
Marilyne GoncalvesWorld Bank, legal expext MahaEl Khayat U and financial/supervisioaxpert
Lebanon, Hicham ElHaoudi (Banque Al Maghreleputy Legal Directgr Mathilde Lavaud \(Vorld
Bank, consultant Sofiane MarouaneMENAFATF, observey and Laurent GonnetWorld BankTunis,
financial expert) The report was reviewed byr. Chady Adel EI KhounnandMr. Arz El Murr (IMF),
Franceco PositanoHATF), Gael RaballandWorld Bank, Bob Rijkers (World Bank and Abdenour
Hibouche Chairman of th&€ TRF). The peer review meeting was conducted at the World Bank on October
2, 2015.The report was adopted at the MENAFATEmhry on April 27,2016.

4, A FATF mutual evaluatioaspreviously prepared for Tunisia in 2Q0 the basis of the 2004
methodology The 2006 evaluation was published and is available at the following address
http://www.menafatf.org/images/UploadFilessMENAFATF.7.07.E.P5R2%20 with%20response_.pdf
Forthe sake of brevityon subjects wherdhere werano significant changes in Tunigissituation or in tle
requirements of the FATF recommendations, #iisessmertoes not repeat the analysis of the previous
evaluation, but it rather includes a reference to the detailed analyiséd i@port.

5. The 2006 mutual evaluatidmadconcluded that Tunisia wasmplant with 9 recommendations,

largely compliant with 13 recommendations, sl compliant with 17 recommendations and
noncompliant with 9 recommendationsuni si a achi eved a | evel of fAcomp
7 of the 16 essential or keya@mmendations When the 2006 mutual evaluation report was adopted on

April 3, 2007, Tunisia was placed under a regular follgmprocess in light of the p&lly compliant and
noncompliant ratings for certain of the essential recommendations

6. Following the Sixth FollowUp Report prepared by Tunisia in June 2014, the P@tharyof the

Middle East and North Africa Financial Action Task Force (MENAFATEemedthat it had taken
adequate measuresaddressts weaknesses and consequently withdrew Tunisia the regular follow

up processTunisia was deemed largely compliant with all of the essential and key recommendations, with
the exception of Recommendation 6 on the freezing and confiscation of terrorist Radarding the

latter, a lack of claritpn the implementation of the mechanisms for freezing funds proposed by Resolutions
1267 and 1373 did not allow Tunisia to obtain a rating higherghgrally compliant
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1. MONEY LAUNDERING AND TERRORIST FINANCING RISKS AND CONTEXT

7. Tunisia is a countryni North Africathat measure162155 km2with a lengthy 1,300 km coastline
on the Mediterranean, aid€,982754inhabitants’Ilts GDP was estimated at US$46iBion in 2013 The
Tunisian economy is dominated by the services sectopdfEntof GDP), with the industrial and
agricultural sectorsepresenting 30.gercentand 8.6percentof GDP, respectivel§.Tourism, which was
severely affected by the 2011 revoltsais importantsector for Tunisia Tunisia is also an exporting
country, with textileselectronics and chemicals amadtggexport productsThe country dependslatively
little on its natural resourcépetroleum, phosphates, iron ore, lead, zinc anil salt

8. Tunisia borders on Libya, which has suffered from chronic instability since 20@1Algeria,
which itself facesevereterrorist threats This geographic location seriously affects the security situation
in the country and is a very significant risk factor given the importance of regional trafficking in drugs,
arms, human beings ardntraband It is also major risk factor for terrorist financing

0. Politically, following the authoritarian regime headed by former President BerwAich was
characterizethy a high level of corruption and repression of any opposition, a revothtidmegan ire011

ledto a succession of provisional governments untifgioentpresidential and legislative elections held in
late 2014 The TunisianGovernment and the Assembly elected after the revolution have given priority to
creating the conditionseeded for the establishment of new democratic institutions, the restoration of the
rule of law and the completion of the new constitutidhe rapid succession of seven governments did not
promotecontinuity of economic and social policies and many AMEIGeforms could not be submitted

to Parliament Account must be taken of this legal and political coritegtaluatinghe AML/CFT policies
implemented The significant period to be analyzed is therefore 22014, during which Tunisia
developed dynami policiesthat contrastedavith the inaction, or even obstruction, during the previous
period, particularly in terms of detection, investigation, international cooperati@niamdal prosecutions

1.1 ML/TF Risks

10. Corruption, a legacy of the authoritarian regme, is still perceived as a major risk Before
2011, the administrative authorizat®onequired to start up economic activities deemed profitable were
systematically granted to individuals or companies associated with the clan in pogegricrdunderthe
table paymentsThe change of regime eliminated this systematic capture for the beneftrgflaclan,
whose assets in Tunisia, confiscated and now managed Biathere pending liquidation gublicsale
Moreover, gstematiccriminal prosections areindicative ofa willingness to deter and penalize grand
corruption Nevertheless, political connivandlg extraction of rents and privileges, regulatabuseand
crossborder smuggling, which reached an exceptional level under the Ben iAlesdtave not completely
disappeared as shown, for example, by the referral to the prosecutocask involving suspected
laundering of the proceeds of corruption by a politically exposed pérsaoffice during the 2012014
period® Moreover, sourcesush as Transparency Internatioaaldthe World Bank describe a continued
high level of risk of corruption since 2011, although it is difficult to quanfifiaus, in 2014 Tunisia was
ranked 79 out of 175 countries on th€orruption Perception Index ebtshed by Transparency
Internation&? ° Corruption still affects the publiand private sectar, and a portion of the Tunisian
economic fabric remains organized in the form of groups of private companies and family busifesses

72014 census conducted by the National Statistics Institute.
8 Source: World Bank

9Source CTAF.

I thttps://www.transparency.org/country/#TUN.
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risks of extractions ofents or privileged access to resources and public contracts remains high owing to
the restricted access to the markets and the lack of transparency.

11 Smuggling, which was already widespread prior to 201 has increased and is a major source

of criminal pro ceeds Smuggling primarily involves regional trade with Algeria and Libya and prohibited
or highly taed products such as arms, cigaretteard liquor raw materials (fuel, construction steel,
copper), food products, household appliararedstolen vehites?! Although some of these activities still
exist in Tunisia, the difficulties that followed the 2011 Revolution and the war in Libya exacerbated the
situation Theauthorities have seized arms since 2011, but little information is available on thadina
networks related to this traffickingn parallel tothis smuggling, the Tunisian authorities have identified
the circulation of foreign currency cash, particularly across the Algerian and Libyan boid@sscash
doesnot always return to the famcial system, which representslearrisk in terms of ML/TF.

12 Tunisia is seriously threatened by terrorism It has been subject to several terrorist attacks on
its territory since 2011 2The terrorist attack on March 18, 2015 at the Bardo Musthergtack on a hotel

in Sousseon June 26, 2015and the November 24, 2015 attack targetifmgis carrying theresidential
guard were all claimed by the Islamic Staftese attacks underscore the resurgence of the risk of terrorism
and terrorist financing This increase itierroristpressure in Tunisia results primarily from two Tunisian
radical movementAnsaralSh ar i 6 a (AAS-T)Tawgroupshatarose soon after the 2011 uprisings
and Katiba Okba Ibn Nafaa, which merged wMhQaedain the Islam¢ Maghreb (AQIM) andfrom the
presence of the Islamid&e in Libya.

13. AnsaralShari 6a in Tunisia was f ounltdsditkeditoAlQ2@al 1 by
in the Islamic Maghreb and implicated in attacks on the Tunisian security forcesssth&sination of
Tunisian political figures and an attempted bombing of a tourist.Hot8leptember 2012AnsaralSh ar i 6 a
in Tunisiaparticipated in an attack on the Embassy of the United States and the American Community
School in Tunis In Februanand July 2013, two Tunisian politicians, Chokri Belaid and Mohamed Brahmi,
were assassinated by members of the AA®N October 30, 2013, thimmegroup attemptedato suicide

attacks against two Tunisian tourist sites, one in Sousse and the otherastiv&inally, AAS-T is known

by the Tunisian authorities as an organizer or facilitator for the recruitment in Tunisia of young fighters for
the Syrian theaters of operatib#.

14. Tunisiabds vulnerability al so. The preséntesof sbmemim t he
these armed groups has beletectecht Tuni si ads bor de.rTenisiwvhas ecodag er i a
country of transit for jihadist fighters who wish to join the IslaBt&te, for which training often takes place

in Libya. Many of these fighters are established in Liloy@ a r T southiwestera bosder, an extremely
sensitive security zone

15. Given its potential consequences, terrorist financing is a major risk for Tunisia The risk of
terrorist financing is identified by the #orities and particularly involvesssociationswhich havebeen
liberalized since 2011In 2014, the activities of 157 associations were suspended by administrative order
on suspicion of links with terrorism (financing received from abroad to finarnisgias or the families of

! International Crisis Group, Middle East/North Africa Report No.T48,n i s i a 0 dhadiso andl Eantsaband,
November 28, 2013.

1 2The September 14, 2012 attack on the United States Embassiashes between the Tunisian army and armed
groups atJebel ech Chamtiand the surrounding area in the summer of 2013, thessisstion of two political
opposition leadersChokri Belaid and Mohamed Brahmi, in 2013, and the suicide attack in a tourist area.in 2013

1 3State Department, Country Reports on Terrorism 20bisia http:/tunisia.usembassy.gov/countsportson-
terrorism2013tunisia.html
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foreign fighters, in particular)The financing of terrorism is aldacilitatedby the porousnessdfu ni si ad s
borders, which facilitates traffickinigy arms, drugs or, more generalgmugglingto and fromLibya or
Algeria.

16. Finally, Tunisia is also affected by trafficking of migrarsd human beings, for which it is a
source, destination andansitcountry. As well, arms and drug smuggling are two new concerns for the
Tunisian authorities given their recent increase

1.2 Materiality

17. The Tunisian financial system is dominated by the banking sectoil he banking sector accounts

for almost 70.4percentfinancial assets, followed by the financial market (¥88cen}, collective
investment schemgS.6 percen} and the insuranceder (3.1percen). Thephysiognomyof the financial

sector has not been changed by the period of instability that followed the popular uprisings in late 2010 and
early 2011 Its most significant impact has been an acute decline in bank liquidity, ot wWie BCT has
respondedvith anaccommodative monetary policy standeunisia has 22 resident banks (including two
investment banks and two Islamic banks) andffshore bank$.The investment bankare financial
establishment and not banks within theamag of Article 54 ofLaw 200165. Their role is limited to
consulting and assistance in asset management, financial management, financial engineering and, in general
all services intended to facilitate the creation, development and restructurcagngénies Foreign
exchange anthoney transferactivities have until now been handled by bank&n informal exchange

sector has apparently developed alongside the banks.

18. According to the Tunisian Professional Association of Banks and Financial Instit{lehBEF),

there were 12,207,762 accounts (including postal accounts) as of September 30, 2014, or 1.12 accounts per
inhabitant At the same timg26.8perceniof the populatiompparently does not have a bank accoiihie

Tunis Stock Exchange, which isder the control of théinancial Market Boardincludes only 77
companies and the transaction volumedase

19 There is a microfinance sector but it is not very developedThis sector, which was established
in 1997, focuses essentially onmicrocredit which is providedprimarily of the Banque Tunisienne de
Solidarité and the NGO Enda Interarbe.

20. The activities of designated nonfinancial businesses and professions (DNFBRg)eaxésed by
professional associations or organizatiortee Tunisian Bar Assdation, theNational Association of
Tunisian Notariesthe National Association of &al Estate Agencies and th&unisian Association of
Accountants and Auditors Tunisian casinos, which are reserved exclusively for nonresidents, are
supervised by staff ofhe Ministriesof Finance and the InterioiT he risks in this area are low according to
the Tunisian authorities owing to the limited number of licenses issued (three) and thendelilgduled
inspections to which the casinos are subjddie Ministryof Finance is also responsible for supervising
dealers in precious stones and precious mebadsgnificant riskexistsin the real estate sector, with several
casegeferredby the CTAFto thepublic prosecution officéndicating that the purchase opeoperty has
been a vehicle for the laundering of illicit profitEhe real estate sector, which is certainly limited in terms
of volume and prices, is developing in a context marked by the almost nonexistence of suspicious
transaction reports from thegdessions involved in the transactions, particularly lawyers, notaries and real

1 4The oftshore banks are banks established in Tunisia and governed by Tunisian law. The customers of these banks
are primarily nonresidd exporting companies.
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estate agentsThe accounting profession, which is involved in the creation and management of companies,
also submits very few suspicious transaction reports.

21. The abusive useof legal persons for ML/FT purposes is a risk according to the authorities

The most common form of commercial company in Tunisia is the limited liability compacie(é a
responsabilité limité& SARLD. All companies established in Tunisia are subjexttiansparency
requirements The information provided by companies on their operations and sharehsldEsrded in

the CommercialRegisterand available on the Internet (see Chapter ©ther legal persons include
nonprofit organizations in the formf associations Since 2011, there has been freedom to establish
associatiosonthe basis of the principle ehandatorydeclaration, thus eliminating any licensing or prior
authorization proceduresThe risks of the use of legal persons for criminalppses involve primarily
companies operating in international trade and services, as well as associations that can be used for terrorist
financing purposes.

1.3 Structural Elements

22. A number ofestimatediave been made of the informal sector in the Tunisianoeegywhich the
World Bankestimated at 3percentof GDP and 53.percenbf labor in 2010. 3Whateveliits exactsize it
creates a systdmvulnerability to the threat of money laundering and terrorist financiftge informal
sector mainly involves smadind microenterprisesAccording to World Bank estimates, Tunisia records
D 1.2 billion (US$600million) in tax loses each year, including 500million (US$250million) in
customs duties, owing toahnformal economy, which includgesmuggling The infamal economy is
concentrated in construction, industry, trade, transportation and ageculthe authorities believe that
the development of &informal sector is related in part to the predominant role of the public sector in the
economy and the nunmrs regulatory obstacles that existstitutional procedures for the establishment
of companies, the administrative cost of compliance, the red tapawrall taxes, anthe rigidity of labor
legislation tend to encourage the creation of companiepanadlel system To stem the development of
the parallel market,aw 201454 provides for the possibilifgr natural personseeting specific conditions
to establistexchange bureausAs well, Law 201459 on the 2015 budget lawtreamlines cash payment
operatiornby introducing a ftercenduty (tax) on all payment operations exceeding a thresh@d @000,

to be reduced t®5,000 as of January 1, 2016.

23. In terms of the application of AML/FT laws and regulations,the Tunisian legal framewoffr
money laindering/terrorist financing and predicate offenses cotleesactivities at risk However
implementation of the legislation is difficult, as shown by the limited number of prosecutions and, in
particular, criminal convictions for money launderiagd the complete lackof convictions for terrorist
financing Before 2011, fewsuspicioudransaction reports were submitted and financial information was
scarcely usebly the relevant authoritiesSince 2011, banks have submitted a larger number of suspicious
transaction reports, allowirthe CTAFand the investigative authorities to carry out investigations

24, In 2011, few judges had the necessary training and experience for conducting the numerous
procedures relating to the corruption and money launderingeiptmer regimeGiven the length of time
involved, the complexity and the international ramifications, these tesesinvolvedand continue to
involve the most experienced judgesThe effectiveness of the work of the financial magistrates is,
moreove, limited by their incomplete specializatiomsthey have had to continue to handle their regular
cases along with the new financial casemally, these judges do not have ftithe financial experts or

1 Yvorld Bank, Middle East and North Africa Region Public Sector and GovernancdiEstitnating Informal Trade
across Tuni siodécembér20i2i Bor der s,
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assistantat their disposahnd their legal mews are limitedparticularly in terms of special investigagi
techniques (wiretapping, searches, cotgcbdeliveries, etc.)

25, The definition of the offense ahoney launderingomplies with the standard, but in practice it
requiresevidenceof a link betveen the predicate offense and the laundered assets, without specifying that
this evidencamaybecircumstantiabasedin particular, on the behavior of the defendaiitsis possibility

is generally provided for in the Tunisian criminal coaletheevidencein criminal matters maycludeany

means likely to persuade the couttiowever, as the case law of the Appeals Court has not formally
indicatedhow thisprinciple is to be applieth the area ofmoney launderingtheinvestigathg judgesand
prosectors hesitate to pursue tlggalification in the absence diear evidencef a link between an offense

and the financial transactionsA law on the financing of terrorism, which also contains provisions
applicable tanoney launderingspecial investigate techniques, wiretapping, etc.), was under discussion
at the time of writing of this report and was adopted by Parliament in July 20181 was also being
prepared to specify that the accused is responsible for proving the lawful origin of theréaliadsets
when circumstances (complexity of financial arrangements, lack of economic justification consistent with
the transactions, etddad toa presumption of the existence of tiegal operations

26. The Tunisian authorities have noffinalized a risk-based approachn the establishment of their
AML/CFT system A National Risk Assessmei#t currently underwayHowever, the lack od complete
national analysis and a general lack of statistics on these isamgsersthe allocation of resources to
priority sectors Pending a comprehensive analysis, the BCT is endeavoriag tbe foundationor a
risk-based approach in the banking sec@uiflance201315), which represents more than8frcentof
the financing of the economy

27. The BCT thus identiis ML/FT risks using an approaébcusing onthe proportionality of the
customemue diligencaneasures

1 General ongoingustomedue diligencds mandatory throughout the business relationshiims
due diligences simplified for some entities subjec &n audit authority or thosa which the
Governmenhas a stake dt least 50 percent;

1 Enhanceddue diligencefor some business relationships (e.g., political parties, association, etc.)
andsome transactions, particularly unusual transactions;

1 Closedue diligenceor business relationships with foreign PEPs requiring the authorization of the
board of directors or management or any individual responsiblpuicuingsuch a business
relationship with such a person;

91 Due diligencecalibrated on the basi$ the risk profile based orthe discretionary authority tfie
credit institutions, in the context of an analysis based on detdictits (profiling, filtering).

1.4 Background andOther Contextual Factors

28. The implementation of the AML/CFT mechanism is reldively recent theTunisian Financial
Analysis Commssion(CTAF) was created i2003 Given the political circumstancese CTAFwas not

fully operational until 2011 Over the past three years, it has endeavored to implement and promote the
AML/CFT medanism with its institutiongbartners Nonethelessmplementation is incomplete owing to
insufficient awarenessf all those covered by thAML/CFT provisions limited mobilization of the
supervisory authorities, and judicidecializatiorthat is toaecent taasyethavehad results Among those
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subject tothe AML/CFT provisions only banks regularly submit suspicious transaction reporteeto
CTAF.

29. Finally, thelaw enforcementauthorities do not have the human and physical resources and
necessary »@erience to exercise their ML/FT functionshich is deterringthe opening of financial
components of current investigation imeedicateexpenses

1.5 Scoping ofHigher-Risk Issues

30. Prior to the orsite mission the assessoidentifiedthe highestrisks inTunisia These risks were
discussed in depth during the visit

31 The emphasis was thus placed on timeslicateoffenses that generate significant illicit proceeds
in Tunisia

1 Financing of terrorism i This was identified as the main risk by thesessorsnd the
Tunisian authoritiesThe activity of terrorist groups in Libybapthon the borders with Tunisia
and on Tunisian sqilconstitutes a major risk The problem of fighters abroad and the
financing of their travel as well as the dayday expensesfaheir families in Tursia
(including viamoney transfeservicessmuggling of foreign currency, trafficking in arms or
stolen goods, etc.) is a major concern

9 Corruption T Existing at the highest levels of government, it had resulted in substardigal illi
profits laundered in Tunisia and abrodthe regulatory environment in a highly administered
economy can maké difficult to effectively combat corruption The problemswith the
implementation of investigation procedures and, more generally, attiecorruption
legislative framework, were therefore analyzed by the assessors.

1 Smuggling of subsidized and taxed products This smuggling was analyzed asignificant
source of finanimg for terrorist networks active in the aredhe porousness of Tunisid s
borders with Algeria and Libyparticulaty promotethis kind ofparallel trade The assessors
therefore sought to better understand how the authorities coordinated their efforts to combat
this problem in cooperation with the border coiasifAlgeriaand Liby3.

32 Moreover, in the context of tressessmenparticular attention was paid to the following areas

Threats

i The circulation of cash and the risks related to the informal economy Very large
amounts of cash, often introduced by currency snarggindvia transfers or resulting from
trafficking in arms or other goods, are likely to facilitate the commission of terrorist financing
offenses

9 Abusive use of associations for the financing of terrarism
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Vulnerabilities

1 The implementation of AML/CFT measures by financial institutions and DNFBP$ The
small numberor in some instancdstal lack, of suspicious transaction reports from DNFBPs
since 2011standsin contrast tahe flow of reports from banksAlthough the mission does
not have spedif data to estimate the overall importance of the role of the professions in money
laundering operations, the functions performed by real estate agents, lawyers, accountants and
notaries in real estate or commercial transactions make this a vulnerabte sect

1 The implementation of AML/CFT measures by thelaw enforcement authorities 1
AML/CFT tools are used by the Tunisian authorities to combat corruption bustilire
insufficiently used to counteract the more current threats (terrorism and its financing,
smuggling) Few freezing and seizurdecisionsare made which is detrimental to the
effectiveness of the mechanism
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2. NATIONAL AML/CFT POLICIES AND COORDINATION

KeyFindings

1 The analysis of the risks of corruption, smuggling and terrorism has ksettwal measures
showing an understanding of the main thréaiishas to be finalized to better take into acco
vulnerabilities in the DNFBPs and financial sectors.

1 The riskbased approach vgell advanced but not fully operationalational policies are ngyet
based oran overallconsistenassessmerdf the risks and a wetlefined strategy

1 Operational cooperation among those concerned with combating money laundering
informal and ad hac

1 The lack of formalized procedures and implementation oreasis an obstacle to ti
effectiveness athe cooperation

2.1 Background
(a) Presentation of the AML/CFT strategy

33 Law 200375 of December 10, 2003 dhe international efforts to combat terrorism and money
laundering (AML/CFT law) made th&unisian Financial Aalysis Comnssion (CTAF) the main
organization responsible for cooperation and coordination at the nationaltdedefine the general
approach of th&ML mechanism Numerous gaps in the Tunisian legislation anthe implementation

of the AML/CFT mechanism were identified in the 2006 mutual evaluation report and Tunisia has
endeavored to remedyadse deficiencies since that time.

34. Tunisia has thusade an efforto take account alhe recommendations issued following the 2006
mutual evaluation Law 2003-75 of December 10, 2003 a@he international efforts to combat terrorism

and money laundering (AML/CFT law) was amended and supplementedlasy 200965 of
August12,2009 As the 2006 evaluation specifically revealed issues concerning the autonongy of th
Tunisian Financial Analysis Comasion(CTAF), the new Article 79 of the AML/CFT law provides that

its members perform their functions in complete independence of their original departinght same

line of thinking, the TunisiarGovernment amende®ecree 2004865 of August 11, 2004n the
organization and operatj conditions forthe CTAFand Decree 2014162 of February 3, 2011vhich
established the principle of a twhirds majority for decisions to refer cases to the courts, while eliminating

the priority previously given to the vote of the Chairm@oyernor of theCentralBank Article 80 of the

law also provides thahe CTAFis responsible for establishing genegaidelinesapplicable topersons

subject to theAML/CFT provisions for the degction and reporting of suspicious operations and
transactions It must also ensure representation of the various departments and organizations concerned at
the national and international level and communications between theemsame articlestatestha the
CTAFii s responsible for coll aborating in the stud
financial channels and the financing of terrorism and money laundering, ensuring representation of the
various departments and organizations conceatdtie nationabndinternational levelnd facilitating
communications between them. o

35. More broadly, the amendment of the AML/CFT law clarified tthwstomerdue diligence
requirements for financial institutioreand the measures for the freezing of theeds<f individuals or
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organizations in connection with terrorist crimes, as established by the United N&mrerthelessthe
2009additions and amendments are not sufficient to speak of a complete and effective AML/CFT. strategy
A newnbill is currenly under discussion in Parliament

(b) Institutional framework
36. The institutionsnvolved in AML/CFT activities in Tunisia are

a. The CTAF is the pillar of the AML/CFTsystemin Tunisia It is responsible for receiving and
analyzing suspicious transaction regdrompersonssubject to the AML/CFT provisions and
other reports anfbr referringthe results of its analyses to thablic Prosecution OfficeThe
CTAF can order the provisional freezing thie fundscovered bythe suspicious transaction
report

b. The Ministry of Justice prepares the draft criminal laws submitted to Parliament; it is
responsible for developing criminal policy in the AML/CFT area

c. The Public Prosecutorand his deputies are responsible for prosecutions and the application
of penalties, awell asfor responding to requests for mutual legal assistance and extraditions
Although full specialization has not yet been achieved, economic and financial matters are
centralized in the Public Prosecutordés Offic

d. The Tunisian National Police investgates crimes andnisdemeanots It includes a
Economic andFinancial InvestigationsDirectorate which handles financial, economic and
smuggling cases.

e. The General Directorate of Customss responsible for controlling crog®rder flows of cash
and all oher traffic Some of its officials are criminal investigation officers

f.  The Ministry of Foreign Affairs handles communications regarding mutual legal assistance
and extraditions and the disseminationh&fUnited NationsTF lists.

g. The Ministry of Finance is primarily responsible for monitoring and applying Security
CouncilResolution 1267

h. The National Anti-Corruption Agency (INLCC) is authorized to investigate corruption
offenses committed by natural or legal persons for purposefeofingthe cassto the judicial
authorities

i. The Judicial Financial Pole is responsible for prosecuting money laundering and terrorist
financing offenses

j.  Therole of the Anti-Terrorism and Organized Crime Unit, created in December 2014,
exclusivelyto provideinformation on and assefise threat Once it is fully operational, it will
be involved in the development of the natiomati-terrorismstrategy

k. The Judicial Anti-Terrorism Unit, created in December 2014, is not yet operational but will
be responsible for invégating terrorism cases

I.  The Confiscation Commissionwhich was created in 2011 and which was dissolved in late
2015, was responsible for implementing confiscation procedures for all assets and real and
personal property belonging to former president Binhis spouse angersonsonnectedo
them.

m. The National Committee for the Recovery of IlGotten Gains Held Abroad was created
by a decredaw in 2011 to coordinate and manage procedures for the recovery of goods
illegally transferred, purchased, habd controlled abroad by Ben Ali and his family and
persons connected them that hd damaged or could damage the financial interests of the
Government

n. The National Commission for thdanagement of Assets and Funds Subject to Confiscation or
Recoverycreated in 2011, manages the confiscated assets and real and personal. property
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0. The National Counter-Terrorism Unit (UNECT), created in June 2014, is responsible for
conducting investigations of terrorist crimes and ensuring liaison with the judicial sygtem b
referring cases to the Public Prosecutor.

(© Coordination and cooperation provisions

37. A Steering Committeereated bya meeting of thaministerial @uncil onJune 18, 2014which

includes the Ministries of Justice and the Interior ah@ CTAF is responsild for identifying national

money laundering and terrorist financing risks and implementing the policy and stideggpedo these

risks An overall study of these risks is under way using a questionnaire that has been finalized and sent to
the departmets and individualg€oncerned The members of this committee have participated in training

on t he F A A(F Recomnmendations and Methodology organized by MENAFAG#
January26-30,2014 in Jordan and on théational Risk Assessmenbrganized by MENAFATF on
September 223, 2014 in LebananThe creation of tis Steering Committeessporis to the new FATF
requirements, specifically Recommendations 1 and 2.

38. In addition, the CATFSteeringCommittee which ischaired by the Governor of the Central Bank

of Tunisia or his deputy, brings together a judge and experts from the Minidgtthe Interior Justice and
Finance, thé&inancial Market Boardhe Generahsurance Committe¢he NationaPost Office Customs

and an expert in combating financial offens@he responsibilities of this committee include studying
programs to combat illicit financial channels and deal with terrorist financing and money laundering and
preparinggeneralguidelineson the detection and reporting sfispicious operations and risactions
applicableto personsubject to the AML/CFT provisionsThe Committee is also responsible for studying
programs to combat illicit financial channels and the financing of terroridmare is no representative of

the DNFBPs on th8teeringCommitee

39. An Anti-TerrorismandOrganized Crimé>olewas created in late 2014 to analyze information on
terrorist acts and the financing of terrorism, assess the threats, conduct studies and develop the necessary
strategies to combat terrorisrihis unit incudes representatives and officials of the Ministries of Foreign
Affairs, Finance, the Interior, Defense and Justltdoes not participate on the 8F SteeringCommittee

or theSteering Committeszsponsible for identifying national risks.

40. At the sameie, in practice there is also informal cooperation among the various regulators, i.e.,
the Central Bank of Tunisia, thEinancial Market Boardand the Generalnsurance Committee
(BCT/CMF/CGA). TheFinancial Market Boards represented on the decisiorgking bodies of the other
regulators (BCT/CGA).

41, A national commission was created to combat smuggling and parallelanade develop a
national antismuggling strategy It includes representatives of the Ministries of the Interior, Justice,
Finance, Trele and Industry, andddense

42, Finally, in accordance with Article 81 of the AML/CFT lathe CTAFmay in carrying out its
missions call for assistanéem law enforcement authoritiesThis article constitutes the legal basis for
the sharingof information betweerthe CTAFand thdaw enforcemenauthorities

(d) Countryrisk assessment
43, The National Risk Assessment (NRA) is currently undley. The green light was given on

Junel8, 2014, when thimterministerial ouncil decided that a study should be conédcit the national
level to identify and assess AML/CFT risk3o this end it appointed &teering Committeenade up of
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representatives of the Ministry of Justice, the Ministry of the Interior andithisian Financial Analysis
Commssion(CTAF) for coodination and implementation of the study.

44, In inventorying the threats and vulnerabilities, tB&ering Committeereated an operaitj
committeé fesponsible for preparing questionnairest@AML/CFT risks, disseminating them to all the
stakeholders, clacting the responses ameéntralizing the responses in thgational Risk Assessment
database

45, The following organization chart summariztéee organization of the ML/FT National Risk
Assessment:

Fig.1: Organization of the ML/TF National Risk Assessment
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46. After several meetings of ¢hSteering Committee (specifically on December 25, 2014,
March5, 2015 and April 14, 2015) it was decided that the NRA would take a-pinoegjed approachan

Ai nterr ogatas vegads thepppevadirg csituatioan empirical approach and an academic
approach, the latter consisting of targetedtoral studies

1- Al nt er r o g a tas regards tha prevailingesituaition means of
V A study conducted by the Steering Committeentifying the threats and vulnerabilities on the

basis of the predicate offensethe committee finalize this study on predicate offenses using
Customs and Ministry of Interior datdt was able tadentify an increas in thenumber of cases

1 6This Operating Committee consists of: (1) the CTAF Steering Comnittel,made up of representatives of all

of the agencies concerned (Justice, Interior, Finance, Customs, CMF, CGA, Post Office); (2) a representative of the
BCTdéds Gener al Directorate of Banking Super vomputeron ; and
technician).

The committee is subdivided into three subcommittees: (@) Financial Institutions Subcommittee (made up of
representatives of the BCT, CMF, CGA, Post Office and the CTAF); (b) Nonfinancial Professions Subcommittee
(made up of represeaattves of the Ministry of Finance and the CTAF); and (¢) Law Enforcement Authorities
Subcommittee (made up of representatives of the Ministries of the Interior and Justice, Customs and the CTAF).
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involving smuggling} 7 corruption? @ trafficking in human beindgs and arms trafficking.®
Nonetheless, these results have not yet been consolidakedform of annventory of threats and
vulnerabilities among private sector participants.

V The inventory of threats dnvulnerabilities using specific questionnafréprepared by the
subcommittees

V The strategic analysis of the STRs handletheyCTAFandreferredo the Public Prosecutor from
2010 to 2015 This analysis of the 80 cases referred (concerning 260 STRI® inpossible to
identify the predicate offenses and instruments useke various phases afoney laundering
and providedyeographic statisticslt appeared that the most important predicate offenses were
corruption (concerning 22asesout of 80, or27.5percen), terrorism (16casesout of 80 or
20percen), fraud (14 casesout of 80 or 17percent and smuggling (1&asesout of 80 or
12.5perceny? 2

V Targeted sectoral studies were conducted on the basis of terms of refdrbacectoral studies
allow the Steering Committee to identify three risk sectonsternational trade, services and
associations.

47. The tabulating and processing phase has now bégwn information and data collecteshd
centralized in thstudydatabase wilbe processed bymojectspecific software that will generate results
on the risks for each sector by compiling threats, vulnerabilities and consequEmeesks thus identified
will be adjusted accordingly The process directly involves the stakeholdrrkject toa risk analysis
Several questionnairémve been preparddat are adapted to tipartiesin question, i.e banks securities
brokess, insuers nonfinancial professions (jewelers, lawyers, restlate agents and accountantise
CTAF,; supervisors (BCTCMF and CGA)andthelaw enforcemenauthorities (Ministry of the Interior,
Ministry of Justice, Customs)The tabulation of the responses is unday.

2- AEmpi r i c a:ltheaigkpinvavadirtie crodmrder transport dbreign currencycash

48, This vast national survey on the transporfarkeign currencycash, baptized Operation Hannibal,
was conducted from June 20, 2014 to August 20, 201théCTAFand involvedthe Ministry of the
Interior, Customs and the local banks in Tunifie objective othis operation was to detect trends in the
import and smuggling dbreign currencythe methods usexhdthe final destination of this cash.

49, For two months, this enhanced surveillance of the physical transgoreigh currencyacrosshe
Tunisian tertiory was conducted on the basisfafeign currencyimport declarations ahe borders and

17Smuggling: 2,992 cases handled by the Ministry of therilmitin 2014 as against 1,653 in 2013, 1,049 in 2012 and
567 in 2011.

1 &Corruption: 266 cases handled by the Ministry of the Interior in 2014 as against 159 in 2013, 99 in 2012, and 42 in
2011.

1 9Trafficking in human beings: 55 cases handled by thaisity of the Interior in 2014 as against 50 in 2013, 84 in
2012 and 58 in 2011.

2 %arms trafficking: 84 cases handled by the Ministry of the Interior in 2014 as against 65 in 2013, 21 in 2012 and 35
in 2011.

2 Iseveral guestionnaires were prepaiteat wee adapted to the parties in question, i.e., banks, securities brokers,
insurers, nonfinancial professions (jewelers, lawyers, real estate agents and accountants), the CTAF, supervisors
(BCT, CMF and CGA), and the law enforcement authorities (Ministryefrterior, Ministry of Justice, Customs).

2 Bearing in mind that one case can include more than one STR.
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their reconciliation with deposits surrenders tthe banking system (requiring presentation of the second
copy of the declaration)This system made it possiltie estimate the total value of thareign currency

that wasimported but not regularized in accordance with the exchange regulations in eifiect,
approximately half ofthe imports More specifically, 42ercent of the total amount imported

(D 325million) seems to have been used for unknown purposes (parallel exchange market or fafancing
smuggling and criminal activitied)} The summary of the conclusions of the stwbre being prepared
during the orsite visit The purpose of Operation Hannibaasvto identify the origin of the funds in
guestion and the identities of the titular submitters of the customs declaraiomsvestigation is under
way in this regard.

50. In terms of theidentification of vulnerabilities and threats in connection with thieysical
transportation of funds, the study came to the following conclusions

U The overall risk related to the transportation of cash is.hibtoreover, Operation Hannibal
examined the inherent risks in the geopolitical environment of the countriesmetcEhe source
and destination countries for the funds: atébya, Algeria, Germany, France, Saudi Arabia, the
United Arab Emirates, Qatar, Turkey and China.

U To reduce the overatisk from high toaverage, the Operation Hannibal report recommends that
the authorities conceedimplement a strategy based on:

1) a permanent mechanisthat includesthe datasharing tool devised in Operation Hannital
enhance the effectiveness of cooperation between thenacement authoritieen the one hand
and te banks and the Central Bank of Tunisiathe other;

2) development oftheanalysis capadés ofthe participantdy increasing training and reviewing the
programs of thgustice, police, customs and banking professiaimingcolleges;

3) the introdwetion of more dissuasive sanctions for offenses related to the physical transportation of
funds

4) revision of the customs declaration forms to allow for a refinement of the analysis

5) taxation ofoneway financial flows not related to economic or firtdal transactions in Tunisia
and the obligation to usaoney transfecompanies or consignment in exchange bureaus or banks

51 In response to Operation Hannibal, an order of the Ministry of Finance of October 17, 2014
published in OfficialGazetteNo. 86 of October 24, 2014 lowered the threshold for custdewarations

from D25,000 toD10,000 The BCT foreign exchangelepartment also made the surrendefoogign
exchangmbtainedn the form of aravel allowanceubject to the submission atustoms dedration As

2 30ver the two months, Operation Hannibal determined that:
1 the equivalent of D77illion entered Tunisia;
1 14,983 customs declarations were made didtBer posts;
1 D375million, or 48 percent of the funds introduced, simply transited Tunisiafexpert to other countries;
1

D66 million, or 9 percent of the total, was deposited into bank accounts; a significant proportion of this
amount was transferred other destinations;

1 only 1 percent of the total or around D#llion was involved in cash foreign exchange operations.
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well, Law 201459 on the 2015 budget law authodzble creation of exchange bureausbyural persons
meeting specific conditionand introducech 1 percentduty (tax) on cash payment operations exceeding

the threshold oD10,000 This threshold will be reducel to D5,000 as of January 1, 201®espite these

initial measures, the NRA is still at the data collection stage; there has as yet been no consolidation or
prioritizedrisk analysis The conclusions are thereémnly partial and progional

3 "MAcademi co approach

52 The academic approach adopieeblved the use aiin academic documentary databesgtaining
research and field studies conducted by national and international bodies, including nongovernmental
organizations and civil socigton issues relating to the areas concerned by the risks covered in the national
study This databasencludesthe following studies:

A Report on the trafficking of persons in Tunisia, 2013

A Report on petty corruption prepared by the Tunisian Aaton d Public Auditors, 2015;
A Study on associations in Tunisia condddby the ILEF Observatory, 2013;
A Study on informal trade in Tunisia by the World Bank, 2013

53. Apart fromOperation Hannibal, little quantifiethta were provided by the authorities on thelev
ofillicit profits resultingparticularlysince2011, from illegal activities identified as major risks (corruption,
smuggling, etc.)

2.3 Effectiveness ImmediateOutcome 1 Risk, policy andcoordination)

54 The Steering Committee has not yet finalizedNlagonal Risk Assessmeriut, failing a national
assessment based on a full multisectoral analysis that includes the DNRBRsrk under waypas
provided a better understanding of the most significant risks (corruption, financing of terrorism linked to
smuggling, informal economy)These risks have been identified by the Tunisian authoritiesvever,

they do not appear to have been fully understood from an ML/FT standpanting the finalization of

the work begun by the Steering Committee forXi®A, the national policies have been adjusted to take
account of the most significant risksut without the benefit of a comprehensive analysis.

Corruption risk

55. A report identifying the procedures used by the clan in power prior to 2011 to organiizstits

enrichment was drafted by tAati-CorruptionCommission established by the Tunisian authorities in 2011

On this basisaWorld Bank studyc onf i r med t hat a veritable Acapture
close to Ben Ali and his wife hagken systematically organized for a number of years, to the point that the
businessscontrolled by this clan represented approximatelp@tenbof the profits of the entire Tunisian

private sectarIn particular, on the basis specifically of cases ifiedtin the report of thénti-Corruption

Commission it appeared that the systematic use of legislative and regulatory pamgisdividual
administrative decisionsad restricted competition to allow the clan to control the most profitable
businessesThe illegal operations ofténvolvedtheconstruction and abuse of the legal and administrative

2/iAll in the Family, State Capture in Tunisia.o
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framework governingeconomic activity rather than formal violations of the .lawhe recovery of a
significant portion of thellicit profits throughtraditional criminal investigations into money laundering,
while not impossiblgeis greatlycomplicatedas a result

56. The Tunisian authorities, who quickly conductbd samestrategicanalysis in 2011, launched a
policy for the recovery of iotten @ins using administrative confiscatia(DecreeLaw 132011 of
March 14, 2011) and the creation of a Confiscation Commisdibis commission haus far confiscad
536 buildings, 674ompaniesand 42,739 items of personal property belonging togetdonsn the Ben

Ali clan (identified inalist). They were also able to recover sevdrahdredmillions dollars in assets
(around US$60@illion in 2012, equivalent to5 to 6percent of the government budgetand
US$225million in 2013)through the sale of the confetedassetdy a second commission responsible for
managing the confiscated assets.

57. Concurrently Tunisia created a national commission to investigate corruption and
misappropriations of funds, which subsequeriiscame the National Ar@orruption Commission,
responsible in particular for examining and analyzing complaints or denunciations and referring them to
the courts.

58. At the same time, in Marc2011, a National Committee for the Recovery of@otten Gins Held

Abroad chaired by the Governor diie Central Bank and made up of the Minister of Justice (or his
representative), the Minister of Finance, a representative of the Ministry of Foreign Affairs and the General
Counsel of th&sovernment, was created\ JudicialFinancial Unit was subsequentlyeated to manage
cases of corruption and serious financi@nes.

59. In this context,the CTAF encouragé the banks to closely monitor suspicious operations or
situations Moreover, in terms of the supervision of the financial sectioe, BCT guidance of
November7,2014 required banks to implemectistomerdue diligence measures for the opening of
accounts and to monitor the transactions of politically exposed pewduethier domestic or foreign, clients
residing in countries considered by FATF to be-nooperative countries, as well as operations conducted
using new technologies

60. This is resultechot onlyin numerous suspicious transaction reports for transactions prior to 2011,
but alsoSTRsfor transactions conducted by politically exposed personsthéiaevolution One of these
reports relates to the laundering of the proceeds of corrupfiarpolitically exposed person with the help

of foreign companies Thus the risk of money laundering related to corruptiomdsv better taken into
account bythe financial system and the competent authorities, although this is not yet sufficiently
widespreadIn particular, the necessity to pay more attention to the identification of beneficial owners
should be more systematically emphasized by authoritiesstore improved implementation by fimgal
institutions and designatguiofessions.

Financing of terrorism

61 The risk related to terrorism and its financing is considered the most significant risk, both by the
Tunisian authorities and by the authoritiésoTu ni si a 0 s . filace 20hleTunis@a bag suffered e s
several attacks involving the assassination of police or military officers and political fi@ersfiting in

particular from the support of Ansar@lh ar i 6a i n Tuni sungTunistaes\have leftifor t h o u s
Syria or Iraq to fight with terrorist organizationsd@0 according to estimates by the authorities in 2014)
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and several hundred have since returned to Tuh¥sbecording to the Tunisian authorities, 6Bé&rsons
were arreste between 2011 and 2014 in the context of departures for Syria.

62. To take account of this major risk, tbeminal investigatiorunits concerned have been grouped
into the National CounteFerrorism Unit (UNECT), the General Directorate of Special Serviasdken
mobilized and arantiterrorismunit has been created@his unit is to bring together several dozdficials
(from the Ministries of Foreign Affairs, Defense and the Interior) responsible for researctosg
referencingandanalyzing informabn on groups and individuals involved in terrorist activities.

63. The inclusion of Ansaa | Shar i 6adits leadednuhe listof 1267 sanctions in late 2014
is the first ste@ albeitinsufficienti in the identification of thgersongnvolved and the application of
sanctions However the United Nations lists are not disseminated to financial and nonfinancial institutions

64. The Tunisian authorities have also taken account of the daridentifiedin the supervision of
association$ of the useof these organizatiofor illicit purposes, including the financing of the activities
of foreign combatantsThe proliferation of associations following the enimjo effectof the decredaw

of September 24, 2011, which replaced the authorization resment estabished in the law of
November7, 1959 witha declarationregime is notunusual but it has changethe parameters for the
supervision of the sectoFollowing this liberalization, 250associations were created between 2011 and
2014, bringirg their number to 17,000Consideration of the risks related to this situation is enhanced by
three series of measures:

9 the creation within the General Secretariat of Bmernment of a General Directorate of
Associations (Decree 204573 of November &013) to monitor nonprofit legal persons;

9 the decision to suspend the activities of 157 suspessociations based on information
collected by the Ministry of the Interior and launch investigationsito those suspected of
facilitating the departurefgoung Tunisians wishing to fight in Syria or Iraq for extremist and
terrorist organizations;

9 the central banguidanceof November 7, 2013, requiring nonresident credit institutions and
banksto implement enhancemistomeidue diligence measures for thppening of accounts on
behalf ofassociatios and monitor their operations

Smugglingand the informal economy

65. The economy and the financial sector are affected by the existence of a high proportion of informal
transactions (in casdnd inforeign curreny) identified by the Tunisian authoritigsotablyin the context
of Operation Hannibal (see above).

66. This informal economy is particularly connected with trade between Tunisia and Libya and.Algeria
The goods involved in this informal trade are extreng@hgrse oil products, food products, electronics,
textiles, arms, etc A World Bank study using data provided by the Tunisian authorities showed that
particularlyin the border city of Ben &danewholesale and serwholesale imposdrs order goods from
China or Turkey to be delivered Libya and then shipped Wunisiavia the RasAjdir border post or via

2 5Press conference of the Tunisian Minister of the Intetiotfi Ben Jeddouon dine 24, 2014; report available at:
https://www.hrw.org/news/2014/06/25/tunisiangplicatedirag-war-crimes

2Wor 1l d Bank Working PapercroBBstTumati m@ds|! hfaomdm®Blor Teade
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unmonitoredroutes In the opposite direction, some food products are smugated.ibya. The loss of

tax and customs revenuedated to the infamal e@nomy with Algeria and Libya hdseen assessed by the
World Bank at approximatel 1.2 billion (including around 500million in customs duty losses alone,

or a sixth of Tunisiabs tot al customs revenues)

67. The Tunisian authorities have takeoteof these findings A plan to combat this was announced

in July 2013 and a National AfEmuggling Commission was createfome initial measures have been
takenin this contextby the Tunisian authoritiesthe threshold for mandatory customs declarativas
reduced fronD25,000 toD10,000 and the surrender of foreign exchange ofxddor travel is subject to
presentation of the customs declaratidinese measures show that the Tunisian authorities are aware of
the risk represented by this massive fldWiquidity andforeign currencyapparently linked in part to the
activities of several hundred thousand natiofrals Libya(i.e.,from a countryin a state o€ivil war).

68. Enhanced monitoring, increased physical resources for Cusadmilitary patrok in the border
region with Libya seem to have reddaamuggling in this region, with smuggled petroleum products now
arriving more from Algeria than from Libya’ Customseizures, which are also increasing, nonetheless
seem tacoveronly a small proportio of trafficked goodgD48 million in 2012, or less than fercentof

the estimated informal trade).

69. The mobilization of the Tunisian authorities and their coordination eftarisalso be seen the
processing and referral to the courts of a case thagd@s the basis for the creation of a typology on the
use of nonresident companieksThetypologyestablishedy the CTAFrelatesin particular to the creation

of a nonresidengxportingcompany (telecommunications, caéinter) that opened accountseurosand
convertible dinars in Tunisialhe company then received funds from the personal account of the manager
and the accounts of legal persons in Europe.

70. The funds were then transferrbedy way o f i z a k agifts to the acdountpiofaam s t a x
association established in Europe émgersonsestablished in Africa After verification with the foreign

authorities, it appeared that thesociation receiving the funds in Europe was subject to a freezing decision

for links to natural personsonsicered to beterrorists and its manager had been previously convicted of
commercial fraud The Tunisian financiabpacehad thus been used for money laundering and terrorist
financing purposes detected by comparing financial filamdtheir origin and destiation with the purpose

of the company

71. The major risks (corruption, terrorism, smuggling) and their interaction with money laundering
have thus been identifiedndpriority measurefave been taketo enhancéhe prevention and@dombaing

of these offenseand the laundering of their proceedgstematic opening of investigationgo suspicions

of corruption (relatingo pre and pos2011 activities), studies byustoms andhe CTAFto quantify
movements of foreign currency, which resulted in the rgisihthe declaration threshold, and, finally,
measures to suspend the activities of associations suspected of assisting teft@smmeasurexre
indicative ofincreased awareness and the implementation of preventive measures

72 Conversely, simplified ientification measures are planned for custommibject to strict
regulationggoverning theiestablishment and activity (licensing, publication of information on the structure
of their capital and operations, auditing)rticle 5 of the BCTguidanceof November 7, 2013 provides

2Worl d Bank Working Paper: AEsti mating I nformal Trade
2830urce: CTAF.
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t h ahe customedue diligence measurest out inthe guidancearesimplified when the customer is one
of the entities |isted in Annex 2.0

73. These entities are(1) companies listed on the Tunis Securities Exchange; (2) cretiutions;

(3) insurance and reinsurance companiesclective investment scheme®) securities broker and
portfolio managemerdompanies(6) wholly governmenbwnedcompanies; (7) companies owned by the
Government, local governments, public eisiments; (8) companiexf which 50percentof the capital

or more is wholly owned by th&overnment,individually or jointly;? °(9) noradministrative public
establishments, the list of which is established by Decree -2006 of October 2, 2006; and
(10) microfinance companies licensed under Detrae 2011117.

74. Finally, the Steering Committee analgzéiree risk sectorsinternational trade, associations and
services The private sector has not yet been able to contribute to the work of the comimitee¢he
guestionnaires are still being finalize@he completion of the sectoral studies should provide additional
clarifications for the conclusions of the NRAn particular, the high proportion of unoccupied housing in

the Tunisarearaises the qudsi as towhether this risk is sufficiently analyzed and taken into account, in

a context in which real estate transactions in cash remain possible and/or almost no suspicious transaction
reports are submitted by lawyers, notadaedreal estate agents.

75. Nonetheless, a comprehensive overall strategy coordinated among the various national
stakeholders had not yet befaralized as of the date of thessessmenttedns v i si t

National cooperation

76. National cooperation has beemhancegignificanty since the rmisterial working session devoted

to the assessment of the national AML/C§yBtem Chaired by the Nhister to theHead ofGovernment

for coordination and monitoring of economic affairs, the June 18, 2014 ministerial working session was
devoted to assesg the national AML/CFTsystem The session recommended the establishment of a
working group under the coordination ihfe CTAFto follow up on this assessmenThe cooperation
mechanisms described below are supplemented by measures that structimatcmort the operational

level, particularly agreements betwethre CTAF and othergovernment departmenty the judicial
authorities specifying the terms and conditiongrfié@rmationsharing All the authorities represented on

the CTAFmay thus coopate to share informatiom he following tablewhich isbased oICTAF statistics,
presents the volume afformationsharing recorded in 2013

National Organizations Requests received Request sent
Confiscation Commission 1 -
General Directorate of Plib Accouning and - 2
Recoveries
General Directorate of Customs 1 2
BCT 3 -
Ministry of Foreign Affairs 1 -
Criminal Investigation Department 4 13
Ministry of Justice 3 2
ProsecutotGeneral tahe Court of Appeal 1 -
Investigatng judges 2 1
Credit institutions - 20

2 Companies of which more than 50 percent of the capital is wholly owned by the Government individually or jointly
are sibject to controls and audits of the type conducted in the public sector by the competent inspection bodies.
Moreover, in the pos2011 context, which ended the systematic capture of the state and economy for the benefit of a
single clan, the risk thatélse companies will use their accounts for corruption is low.
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77. The main statistics on this cooperation for the years 2012 through 2014 are described in the tables
and paragraphs below

CTAFpolice cooperation

78. In Tunisia, the Criminal Investigation Departmentollaborates withthe CTAF to share
information The CTAFis consulted by the investigative services,anttler its genergdowers provides
analyses of cases submitted tolihe police departments state that they are very satisfied with the analyses
provided bythe CTAFE These exchages increased significantly in 2014

Requests Sent tthe CTAF  Requests Received fronthe CTAF

2012 2 44
2013 4 13
2014 24 18

Source Criminal investigation servicestatistics
CTAFCustoms cooperation

79. Customs is a majosectorin the monitoring of flows of foreign currencyand goods and was
specifically involved in Operation Hannibal, which was launchethbyCTAFin 2014 to analyze imports

of foreign banknotesThis operation led to close cooperation between Customthar@TAFE Customs
issted only one suspicious transaction reporthim CTAFin 2012, as the complex cases discovered by
Customs are generally referred to the police and t@tidic ProsecutorThe CTAFhas direct access to
the database of incoming or outgoifareign curreng declarationsnaintained by Customsithough this
database does not mention incidents (false declarafahsges to declareetc.), whichis a deficiency to
the extent that the suspicious transaction reports submitted by Customs, which are notyhandatve

In 2013, suspicious transaction reports from Customs receivibe I6yT AFtotaled as follows

Year Number of STRs
2010 1
2011 1
2012 2
2013 1

Cooperation betweetihhe CTAFand the judicial authorities

80. After analysis of the suspiciodisansaction reports, thEunisian Financial Analysis Comassion
forwards cases to tHeublic Prosecutan Tunis along with its conclusions and any documents useful for
determinationof the followup to be given The Prosecutor in the Financial Unit aiie investigatng
judgeshave indicated that the analyses forwardethbyCTAFare generally relevant ameell-arguedand

that they can, if necessamgonsistentlyobtain additionalinformation fromthe CTAFwithin reasonable
time frames Theinformationsharingcan also take place in the other direction, hih CT AFasking for
information from the judicial authorities he judicial authorities also depend on the expertitesoCTAF

for financial analysisn cases not arising from an STR
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Cooperaton between the police and the judicial authorities

81 There is formakooperation and coordination between the prosecutors and the police, including
special investigation urgtsuch as the Sudirectorate for Economic and Financial Investigatjdnsthe

conext of the supervision of investigations conducted byRklic Prosecutor However, the lack o&
criminal policy guidancedisseminated by the Ministry of Justice to the pupliesecution officeand to

the criminal investigation servicas an obstaé to coordinated processing of casesnohey laundering

or financial offenses to the extent that an overall policy, based on national priorities and applied in all public
prosecution offices, is not beipgomotedand coordinated at the ministerial lev&here are no assurances

of theconsistency of the criminal AML/CFT policy in the various judiguaisdictions.

Police/Customs cooperation

82 In the area of smuggling and for the seizure of large amounts imported illegally, cooperation is
necessary to presute theperpetrators and Customs refers cases that could be subjectianal
prosecutiorio the police, including cases of false declaratiofaiture to declardoreign currency

Conclusion

83. Overall, efforts by the Tunisian authorities since 20le led to the identificatioand the
understandingf the major risks related to predicate offenses and the implementasippropriatesectoral
measures (1.1) An overall analysis supportinga national strategyindependent of sectoradolicies
(currency smuggling, corruption, terrorisnf)as yet to be finalized, but significant progress was achieved

in understanding money laundering and terrorist finan¢hmgats and systemic vulnerabiliti€s.2).
Decisions have already been taken to deal withrthr risksas well as vulnerabilities, arappropriate
sectorameasures have beapplied {1.3). The mechanisms to ensure consistency between these measures
and the national policieshould be reinforced by the adoption diralizedanalysis and a tianal strategy

(1.4).

84. At the operational levelthedevelopnent ofinteragencyooperation is under wao fightthe main

risks, including grand corruption, terrorist financing and smugglingtiodal cooperation has been
enhancedsignificanty since theministerial working session devoted to the assessment of the national
AML/CFT system. The framework for this cooperation i®weverinsufficiently formalizedn some areas,
includingthe provision ofpolicy guidanceo the public prosecution officedNo coordination mechanism

for combating thdinancing of the proliferation of weapons of mass destruction has been introduced (1.5)
Thefinalization of the overall risk analysiss necessary to boost the implementation of the risk approach
by financialinstitutions andlesignated profession§l.6).

85. Finally, the identification and the understanding of the main risks accompanied by the
adoption of a first set ofappropriate measuresare significantachievements, buthey donot justify a
substantial lewvel of effectivenesgjiven shortcomings related topoints 1.2, 1.5 and 1.6 which show

3 05pecifically, the 2015 budget law, which limits cash payments; the BCT guidance aimed at drying up the supply of
foreign currency to the parallel market; the creation of antarirism unit;and the suspension of the activities of
associations suspected of being used for the financing of terrorism. Moreover, tiehotism and Extremism
Commission created by decision of the Supreme Council for Security (chaired by the President ptithie)Ref

which the CTAF is a member, is endeavoring to prepare a nationaéaotism and extremism strategy.
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that major improvements are neededTunisia has thus achieved anoderate level of effectivenesgor
Immediate Outcomel.

2.4 Recommendations on national AML/CFT policies amtordination

9 Tunisian authorities, with the assistance of the supervisory authorities for the nonfinancial sector,
should finalizeheoverallrisk analysis with a view to establishing a national strategy that could be
applied in the priority sectors.

1 Theanalysis othe major risks already identified (corruption, smuggling, financing of terrorism,
including foreigncombatantsmust beurtherdisseminated to the various sectors concesodtiat
a targeted preventive approacdm be establishdd the firancial institutions and in thigigh-risk
professions

1 The risks of money laundering and the financing of terrorism irfdretgn exchangemoney
transferand real estate sectors and in operations carried out with politically exposed persons or
with legalpersons (including associations) should be subject to a systematic approach implemented
by the Steering Committee

1 The riskbased approach should more systematically include the need and obligation to identify the
beneficial owners of transactions carriedt by or on behalf of legal persons or other legal
arrangements

1 The sectoral measures to combat corruptsom,gglingand the financing of terrorism should be
included in an overall strateqy ensurehe allocation of necessary resources to the prigeityors

1 Cooperation between the various authorities concerned by money laundering and the financing of

terrorism should be enhanced, particularly through the dissemination of goaiidgnce and
guidancs interpreting the laws and regulations by theidig of Justice
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3. LEGAL SYSTEM AND OPERATIONAL ISSUES

Key findings

1 The financial intelligence uniHU) provideshigh-quality strategic analysidts reports contair
the information needed to open AML/CFT investigations

1 The CTAFcontributes activelyin coordination with its institutional partners, to the developn
of a risk analysis antheidentification of vulnerable sectors

1 The increasing number ofhprocesseguspicious transaction reports is explained bysta#
shortagesn the CTAE

1 The independence dhe CTAR® s d ensakirgg banlynshould be enhanced in the context

discussioronthe appointment and powers of its members.

Thelaw enforcemenauthorities have natufficienly definedoverall AML/CFT strateigs.

Fewmoney launderingnvestigations are initiated on the basis of predicate offesamept in

grand corruption cases.

1 The investigation and prosecution services do not baffecienthumanresources (experiende
trained staff) or legal resourcdsafvson special investigativethniques) neadito effectively
perform their functions

1 Thelaw enforcemenservices (police, gendarmerie, judges and prosecutors) are insuffic
aware of the importance of and priority to be given to the confiscation of all of the proce
a crime. No criminal policyguidancehas been issued by the Ministry of Justice on this top
establish shortand mediurterm goals

3.1 Background
@) Legal system and offenses

86. The offense ofmoney launderings defined in Article 62 of Law 20035 of December 1,003

on the internationafforts to combat terrorism and money laundering (AML/CFT law)this definition,

the components of the offense and the applicable sanctions are in line with the provisions of the Vienna and
Palermo ConventionsTunisia haselected doroadapproach since the predicate offenses cover all crimes
and misdemeanarslunisian law also sanctions offenses related to the money laundering offense, such as
complicity and attempted money launderifithe caviction of selflaundering $ also possible.

87. The AML/CFT law, the Criminal Code and the Code of Criminal Procedure (CPP) organize the
legal framework applicable to the freezjisgizure and confiscation of criminal assets

(b) Operation and law enforcement

88. Office of the Public Prosecutoinvestigations are the responsibilitithe magistrates in the Public
Prosecut r 6 s @tbfici Rrosecutor deputies andnvestigathg judges. In Tunis, the Public
Prosecut r 6 s cOsistd ottle®ublic Prosecutomho has 2 assistaptosecutes, 8 seniordeputies and

12 deputies The Court of First Instance of Tunis includesi®destigatng judges who ae judges with a
certain amount of seniorityvith 5 specializingn terrorism and 10 in financial matter$he magistrates
direct the invstigations by supervising the work of the criminal investigation officers and prosecute any
criminal offense committed on national territory.

89. Police The criminal investigation officers identify offenses committed on the national territory
and investigatéhem under the authority of thublic ProsecutorThe Criminal Investigation Directorate
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is organized into fiveubdirectorate Economic andrinanciallnvestigationsiNarcoticsOperationsSocial
Protection,Criminal Affairs, andResearch andlonitoring.

90. Customs Customs comes under the Ministry of Finance armperates throughout the national
territory. Customs officials have the status of criminal investigation officers for the identification of
customs offenses only (Article 10 of the CPR)this context, they are subject to the oversight ofdffiee

of thePublic Prosecur. The Customs Investigations Directorate (subdivided intoswarlirectorats) is
responsible for handling complex investigations that may involve organized crime

91 National Anti-Corruption Agency (INLCE Created by Decreeaw 120 of November 14, 2011,
the INLCC is responsible for investigating corruption committedoblglic or privatelegal or natural
persois or any organizationr association, and for verifying the aracy of the information and documents
collected and presented to t©éfice of thePublic Prosecur. It is authorized t@wonduct searches and to
seize documents and personal property at any locatloneover, Article 33 of the decrdaw allows it to
have recourse to any competent autho@yAF or judicial authorities) to requestefreezing of assets.

3.3 Effectiveness Immediate Outcome 6 (Financial intelligence)

Appropriate use of financial intelligence and all other relevant information

Database gailable for analysis

92 The CTAFhas a database for financial analysis that can be used to verify whether the subject of a
report has previously beeaportedor cited in a request for cooperation from the judicial authorities, the
law enforcement authorieor their foreign counterparts.

93. The online data provi deDoesw iMnmd 10 Cihreclkwd ea no IAi
persons (PEPSs), judicial decisions concerning individuals convictedmdy launderingfraud, terrorism,

financing of terrorismetc, and lists of sanctions or embargogarticularly those of the Unitelations,

FATF, the Office of Foreign Assets Control (OFAC), USEMBARGO and ti# Department of Justice

(USDOJ)

94. The Central Bank of Tunisia manages three databases

1 the CRE datadse Database oEconomic Information), which can be used to identify stedus
of legal persons and their relations with other legal or natural persons (shareholder type, etc.) and
the statusof natural persons (functions, consumer credit, NSF checks);

1 the CCI database (NSF Checks Database) for consultations on deliequamd

T the Aforeign exchangeo database of repoeedoynues a
banks, which provides useful information for the analysis of foreign currencycidiows
between Tunisia and the rest of the worlthe majority of suspicious transaction reports in fact
relate tooperations involving the receipt and transfer of foreign currency, which can be identified
in this database on the basidiué bank reprts.

95, The database of theommercialRegistercan provide access to all information on businesses,
financial statements armisinesspersons

96. The ASI NDAO (Automat ed Oatabasefmie Génardl Directomateiofo n Sy s
Customs can be consultéd foreign currency import and export declarations
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Access to other relevant information

97. The CTAFcan obtain other relevant information from the reporting entitiBlse requestcan
cover data concerning customers, accounts, specific transactionsoth@ntype of document obtained in
respect of the requirements of the legislation on money laundering (see typologies).

98. The analysts can also send requests for information to the various government departments that
may have information relevant to the grsas$, specifically theriminal investigation service€ustoms, the
Property RegistrytheTax Directorateand the supervisars

99. The detachment of customs and police officers assignibe t6TAF(on a permanent basisthe
operational unit) facilitateinformationsharingwith these authorities argpeeds up the turnaround time
for written requests sent to the police or Customggent cases.

100. It is theresponsibility of the financial analyst &ssess the appropriateness of sending requests for
informaton, either to the reporting entity or &my otherpersonsubject to the AML/CFT provisions or
government department that may have information relevant to the andlisisbeing said, the approach
established during the operational analysis is to dbalaccessible databases (directly or indirectly) to
collect the maximum information regarding the suspicious transaction.report

101  For requests sent fersonssubject to the AML/CFT provisions, particularly the reporting entity,
the response deadlinesedawo days to one weeldaving aCTAF correspondent at the reporting entities
facilitates thanformationsharing

102  The various government departments may take up to 10 days to responcesponses from
counterpart FIUs may takes long as one month

103 Once the information relevant to the analysis is obtained, the averagectiddo procegbe case
varies betweefB and4 days It should be noted that suspicions of the financing of terrorism, which involves
the highest risk, are given priority for presing with a response and processing deadline of a maximum
of 48 hours from receipt

104. Thus, based on the cases studiedheyCTAF, the time for obtaining information from reporting
entities and government departments is reasondlile response times foequests made to counterpart
FlUs arelonger.

105  Whenthe CTAFdecides to refer a suspicious transaction report t@tidic Prosecutoithefile
forwarded consists of an analysis report comprising primaijythe full identification of the personwho

is the subject othe STR or STRs; (iiq description of the financial transactioasd operatiors, (i) the
information obtained from the law enforcement authorities and any other authority or government
department; (iv) the information collected from omerurce, particularly the Internety) analysis and
enrichment of the data obtained; (ML or FT suspicionindicators; and (vii) any supporting
documentation

1066 The seal ed case fiol ei,s | daebleil velr dificeodhithe Bdibdenityi at o
Prosecutgrwhich decides whether or not to opgudicial inquiry on the basis of the suspicion indicators
contained in the analysis report sentty CTAE

107. Thelaw enforcement authoritiedo not have direct access ttte CTAF database The Public

Prosecutoy the criminal investigatiorservicesor any authority responsible for law enforcement sends
written requests for information the CTAFE Apart from the files forwarded bthe CTAF the Public
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Prosecutomay, for his own investigations and byetauthority vested in him, askdte CTAFwhether a
person or entity has already beabasubjectof a suspicious transaction report

108

In application of Article 83 of th&ML law, the criminal investigatioservicesor Customs may

also, in the context of irestigations they are conducting, #&s& CTAFwhether a person or entity is known
to itsservices They may ask it to conduct an analysis of financial transactions conducted by this person or
entity.

109

Within the CTAF in the context of the operational dysis,t he dat a

ar e

system(a data processing and analysis softyvar€his softwarealso allows multiple responses in the
context of the strategic analysis &hdNational Risk Assessmenlt is available to all of the analysts (for

example, itprovidesinformation concerninghe number of transfers to a particular country within a
particular period of time)

110

The CTAFcooperates with thdlational Committee for the Recovery of-Glotten Gains Held
Abroad in the context of the invegdtions into the financial operations of the former President and

members of his familySimilarly, in 2013 the nonprofassociation sector wasder particular scrutiny by
the CTAFand the law enforcement authoritieBroadcooperation with these auttities was established
in the second half of the year

Table 1 - Statistics on Requests Sent or Received bye CTAF

National Agencies(2013) Requests Received | Requests Sent

Confiscation Commission 1

General Directorate of PubliAccounting and 2

Recoveries

General Directorate of Customs 1 2

BCT 3

Ministry of Foreign Affairs 1

Criminal investigationservices 4 13

Ministry of Justice 3 2

ProsecutoGeneral tahe Court of Appeal 1

Credit institutions 20

Investigathgjudges 2 1
16 40

Information-sharing with foreign counterparts

111

Interaction with foreign FIUs is particularly usefulthe CTAF, specifically in cases in which it is

necessary toecreatecrossborder financial transactionsThe CTAF, which is a rember of the Egmont

Group, has obtained information from other FIUs in this Group, particularly in the context of procedures

aunched against the countryads

35

for mer

eader s

stored

aft



Dissemination of analysis resultscontribution of the CTAF to the pevention ofmoney laundering
and the financing of terrorism

Fig.2: STRsOProcessing and Feedback
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Autorité judiciaire

Key: Tunisian Financial Analysis Comssion STR: Processing and Feedback

112 The competent authoms receivethe CTAF reports and all information collected during its
analysis This analysis coverigflows and oulows, as well as the origin and destination of the furltds
provides indications on a possible correlation between the transactiors paadicate offense The
investigathng judge appointed by thBublic Prosecutothen decidewhether or not to investigate the case
and collect evidence.

113 Inurgent cases, to avoid the disappearance of the suspicious funds, an emergency measure may be
taken to freeze the assets for a legal period of five.d@yge the analysis of the case has been completed,
thereport is then submitted to the Contteg which decides whether the suspiciosubstantiatedr not

If it is, the case iseferred to theOffice of the Public Prosecutaf Tunis, which is the only department
authorized to proceed

114  This cooperation with the judicial authorities is importarfor this reasorthe CTAF has
undertaken a specialized training progrfaminvestigatng judgestogeterwith the Ministry of Justice

115 The law enforcement authorities, the investigative services and the public prosecutors interviewed
by theassessment teause the repostsent to them bthe CTAFto analyze financial flows and transactions

that could be @nnected with ML or FT and, potentially, predicate offendeseveral cases, this analysis
hasresulted in the freezing of funds and othesetdy the judicial authorities (see Table 2), whiclats
indication thathe systenis working

116 Asignificart alignment between the risks identifiedthg CTAFduring its financial analyses and
the followrup given by theOffice of the Public Prosecutas indicative ofthe quality of the reports
transmitted In 2014, out of 141 suspicious transaction repartdyaed, 46 reports (or 32.percent were
referred to théublic Prosecutgand 44 were subject to a freezing of fund$ of the referralgesulted in
investigationdeing opened The remaining 67.percentof reports concerned accounts belonginght
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former President, members of his famifssociated persons or persons with the same aachevere
closal. These reports, which were made in 2011, proved unusable after verification and cross referencing

117. The annual report ahe CTAFcontains typologs based on the STRs receivkdt were referred
to the Public Prosecutor aftenalysis

118 In the context of the periodic meetings organized trithcorrespondents of entitisgbject to the
AML/CFT provisionsthe CTAFhas identifiedypologies and trersd

119  The CTAF publishesreportson its website regarding doubtful activities such as tégort on
pyramid sales Pyramid sales were al$be subjectof a letter to the Ministries of Justice aBdmmerce
A technical committee made up of the Ministry o$tice, the Ministry of Commerce, the BGhe CTAF
and the consumer protecticagency has been tasked with examining thisepbmenon,proposing
appropriate solutions and potentially preparing a regulation prohibiting pyramid sales

120, Finally, the CTAFdrawsthe attention of supervisors to failures on the papertonssubject to

the AML/CFT provisions This is the casdor example, of the supervision by banks of accounts opened

in the name of associations, which have given rise to an inspbgtibie balking supervisar Similarly,

the development of nonresident companies involved in pyramid sales gave rise to a letter to the BCT asking
it to request that banks be more vigilant concerning this type of company

Table 2 - Statistics onCasesClosedor Referred by the CTAF

2005 to
end-2010 2011 2012 2013 Total

STRs received 135 566 220 301 1,222
STRs examined 59 63 199 160 481
Of which STRs
referred to the
public prosecubn
office
Of which STRs
referred to the
public prosecubn 9 8 58 75
officewith freezing
of funds
End-of-period
outstanding STRs

Heading

4 24 60 92 180

76 579 600 741

Typesof reports requested and received

121  The CTAFreceives reports from various kinds of reporting entitieBhe statistics for 201ghow
thatalmost all reports, or 98ercentof the total, came from credit institutianslo reports were received
from securities brokes, insurance companies, accountants, real estate age@Gtstoms The small
number of reports received from DNFBR=ems to result froman insufficient awareness on the part of
these professions in a legal contéxat is not very conducive to reportingince those subject to the
AML/CFT provisions are defined in Article 74 of Law 2008 onthe basis of transactionsaghe and not
in the form of acompletelisting of professionsovered Theassessment teadeems that in the Tunisian
context this situation is problematfir effectiveness.

122 Many reports opersonsonnected with the former regime were made in the wedlksving their
departure, explaining the particularly high level in 2012014, most of the STRdosal related to these
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initial reports, which concestd accounts belonging to the former president, members of his family and
associated persons or persovith the same nam@&@hese reports explain the decline in the number of STRs
from 566 in 2011 to 292 in 2014

123 The STRsoncerningoersons with the same namereclosal because there was no indication of
suspicion For the remaindemany STRs relateda the former regime werelosal for the following
reasons

9 there were no suspicion indicators flee accounts regarding which the STRs were submitied(
had been no activity on several accowgitee they were opened);

91 the funds available in these acnts hd already been confiscated by the government under the
2011 decred¢aw;

9 the accounts and their holders had already been subject to a judicial investigation

124 In 2014, 31 cases (out of 46 STRs) were referred tdthmic Prosecutor 10 cases conceed
suspicions of terrorist financing and 2d/olved suspicions aihoney laundering

125 The distribution of reportgendingat end2013 shows that 3Fercenbf the total involve anedium

to high riskof money launderingas against a rate of 2rcentin 2012 Reports representinglaw to
moderate riskotaled63 percent as against 6Bercentin 2012 Thus, out of a total of 741 STRmder
examinationby the CTAFfinancial analysts, 270 STRs involved a potential risknohey laundering
Althoughthis scoringsystemallows for a classification and ensures the rapid processing of higher priority
reports, this situation is not entirely satisfactofyn increase in thetaff assigned tothe CTAFoperational
unitis needed to redudhis rising volume of gndingreports

126, The CTAFhas a permanent staff of 12, includi®dinancial analysts working in the operational
unit, which is subdivided into three subunits,.,i.the financial investigations subunit, the database
management subunit and the financialadeg¢ntralization subunitGiven the workload of the financial
investigations subunit, its effectiveness is hampered by its limited human resources

127.  Moreover, the suspicious transaction reports (STRs) of reporting entities are received agdnail
their content is posted manually into the data centralization sysBiwen the increasing number of STRs,
the introduction of an electronic receiving system is necessary

128 In 2013,based orthe national cooperation provideat fin Articles 80 and 83 of La®00375, the
CTAF, in the context of its examination of STRssued 309 requests for informatitmnentitiessubject to

the AML/CFT provisions and to government departments, as against 688 requests in 204&rcari0
decline explained by the improvementtie information contained in the STRs issued by the reporting
entities

Table 3: Suspicious transaction reports byreporting entity sector(2011-2014)

Reporting entities 2011 2012 2013 2014
Banks 547 210 300 281
Securities brokers 10 1 1

Insurance companies 1

National Post Office 5 1 5
Accountants 1

Lawyers 1 1 1
Customs 1 2 1 1
Ministries 2 2
Anonymous 2
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Total 566 216 303 292

129 The CTAFreceives STRs containing precise and relevant informapiarticularly fromcredit
institutions This information is well used in the strategic and operational analyses condutiiedd3yAF

1 The CTAFpublishes typologies underlying the ML/FT risk factorsts annual report

1 It holds periodic meetings withntitiessubject tothe AML/CFT provisions taeport on new
ML/FT trends.

1 On its website it publishes indicatioogncerning doubtful activities.

9 It draws the attention of supervisors to deficiencies so that theyngdement the necessary
supervisory measures.

130 UnderLaw 203B-75 (new Article 74), Customs is not subject to reporting requiremeiuwever,

it in fact appears thas reportsaremadedirectly tothe CTAF, whichtreats them as suspicious transaction
reportsalthoughneither thedecreenor theregulationssets ait the possibility for Customs to report ttoe

CTAF. However the CTAFdoesreceive reports on incoming or outgoing crbssder currency flows

directy. 't participated in Operation Hanni bal on the
PhysicalCrossBor der Transportati on othe firaluepatproppsedE made pl at f
permanent, covers the Ministry of the Interior, Customs and the banks and allows for coordination between
these three sectors to detdet destination of foreig currency imported into Tunisia.

131 The CTAFhas launched National Risk Assessmehased on a study of the STRs that it received
from 2005 to 2014 This studyhasconcluded that the banking and financial sector is the most vulnerable

132  The lackof STRsin the case of insurance comparirepuistified by the fact that life insurance as a
savings product is not yet very common in Tunidftost life insurance policies ataken ouin the context

of bankconsumer oreal estate loan operations or in the contdxcontracts signed by employers for the
benefit of their employees (death benefits)

133  According to the information collected by thessessment teamuring its omrsite visit to
accountants, the latter did not consider themselves to be systematicallynednead protected by
Law200375. The accountants interviewed by the mission indicated that they had questions regarding the
capacity othe CTAFto protect the confidentiality of suspicious transaction reports

134 The CTAFdeems that the real problem instarea is the requirement for imvestigatngjudgeto
give the accusedds | awyer access thecCTAFtlemort document s

135 Increaing awareness in the real estate sector does not appear to have been considered a priority
thus far The mission wondered about the lack of suspicious transaction reports from real estate agents,
lawyers and notaries involved in real estate transactores thata number of the persons interviewed
reported a recent unoccupied stock of reatesiThe CTAFindicatesin this regardhat, according to the

most recentensusconducted in 2014 by the National Statistics Institute, there are 3,289,903 residential
units in Tunisia for 2.Million households, with the vacancy rate standing at p&céent and
corresponding to secondary residences in coastal and tourist lsi@@sgenerallythe CTAFprepared the
following analysis
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Purchases by nonresidents

V The BCT 2013 annual report reported foreign investments in the tourism and real estat®fsec
D23 million (or US$11.79Million) in 2011,D77 million (or US$39.4Million) in 2012 and>19 million
(or US$9.74million) in 2013 The tourism sectoaccounts foB0 percentof these amountsThese
figures indicateghatthe financial stakeis these operationare quite small

V The purchase of residences by foreigners is subject to administrative authorizations and must be financed
by foreign currencyunds duly imported via the banking systeiithe banking system reports the funds
in question to ta BCT.The real estate promotion board had tried to obtain an easing of procedures for
foreigners from the government and the BCT to revitalize this segtoch hasslumpedsince the
revolution, but the authorities did not change the procedlugderto protect the sector from suspicious
real estate acquisitions

V The real property registry declines any registrations for real property that is not purchased in accordance
with the regulationé force

Purchases by residents

V  For residents, the finangnof housing purchases in Tunisia is essentially based on housing savings
plans and loans grantethinlybytheB a n q u e d e Housingllaahsiintfaattrepresent 4p&rcent
of all loans to individuals according to the 2013 report of the Bkadreove, mediumterm consumer
loans intended for refurbishing houses for residential use make upettehiof loans to individuals

136 Despite these factors, the real estate sector is used for money laundering purpesssategic
analysis conducted bihe CTAF also showed that isomecases funds were laundereid real estate
purchases and these facts were referred tBuldic ProsecutorDespite the size and limited value of the
Tunisian real estate sector, the lack of suspicious transaction report&gers, notaries and real estate
agents is a weaknesAwarenesraising with theesectors is therefore necessary

Analytical process used byhe CTAF

First level of analysis

137.  After recording the suspicious transaction reporteélCTAFdatabase anckntralizing the related
financial information, the analysts in the financial investigations sulpnoiteed with the preliminary
processing of the case atoimpileinformationonthepersonconcernedthe subject of the report, the facts

and the financidaflows. At this stage, the analyst assesses the completeness of the inforriiagonput

of this preliminary information and the assessment by the analyst makes it possible to attach a risk level to
the suspicious transaction report améstablishts priorityfor further analysisAny updating or additional
information results in a revision of the assigned score
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138 Thescoringby each financial analyst is based on the following algorithm:

Table 4: Algorithm for the Calculation of the Money Laundering Risk

Ade/dat Address Renorted o _ s A " STR Info;matio
usicae Resident/ Profession/ SRotS ccasion LR moun related to Ll Analy SCORE RISK
creg{i o nonresident Sector é%;:lze'; custaolm ap fosr_IEge qu ;gti 5 other 3325;’22% AP assessrnt SCORE IN % CLASSIFICATION
) STRS ;
-tion
Head
Office
2 1 1 2 1 1 1 1 1 1 1 2 150
SEl 10 0 10 8 10 0 10 10 10 10 0 9 114 | 76% -
CASE o AVERAGE
N 2 0 0 10 9 0 0 10 10 10 10 10 9 96 64% RISK
CASE 0,
No 3 0 0 0 2 0 0 5 0 0 5 0 3 20 13% LOW RISK

High risk: Score > 66 %

Average risk: 50

Moderate risk: 33 % < Score <50 %

Second level of analysis

139 This stage involves recreating the financial floestablishinghe economic and legal reasons for
the transfersidentifyingthe subjects concerned by the suspicious actiaitgverifying the hypothess.

140, The analysis ofa suspicious transaction report resultsaipresentation of all the information
collected (consultation of databases + collection of information from other sources) and involves the
following threepronged approach

1 Summary of the infmation obtained from the reporting entityThis initial stage involves
analyzing the reasons given by the reporting entity by reviewing the documents provided in support
of the report

9 Tactical analysis This analysis is based on a search for additimfatmation on the subject from
other sourcesThe analyst then compares the information received from the reporting entities with
the data held bthe CTAFor to which it has access

1 Operational analysis This involves the use of tactical informatioadtical analysis) to formulate
various hypotheses for the preparation of the operational information

3 IThe figures 1 or 2 represent the weighting of the factor in the risk calculation.
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V Phase 1Financial investigation to establish patterns of activity, new targets, links between
the subject and his accomplices.

V Phase 2 Collection of aditional information from supplementary sources (corporate
registry, property registry, police agencies, motor vehicle registration bureaus).

141  For complex cases involving several natural and/or legal persons and a large number of transactions
and operatios, it is recommended that graphic diagrams be prepared to clearly present and organize all of
the information (chronological diagramelational diagram showing the relationships between individuals
organizatbns, companies, countries, e&flow chartshowingfinancial flowsto allow for tracking othe
movement othe proceeds money, vehicles, property, etc.).

Results ofthe CTAF analysis

142 The results of the analysis are met®d in a report aet of reports (for example, same persons or
related opmations, etc.) At the end of each report, various proposals can be presented (the defioging

of the STR, the implementation of enhanaactomerdue diligenceby the reporting entity, further
investigation and analysis by the analyst, freezindgpn@ffurds subject to the STRand referral of the case
to thePublic Prosecutdn Tunis

143 Thefinal dispositionof these repostis decided by the memberstae CTAFE

144.  Although the law provides that the membershef CTAF® s d encakirygg ibamy (consistg of

8 members appointed by decree) perform their funstidth full independence, they continue to perform
their duties in their original departmentThis situation is not without risk to the extent that the influence
of the members adhe CTAFdecisbrn-making body on the referral decisions could be a potential obstacle
to the opening of criminal proceeding¥he CTAFmaintainsthat the decisions of its decisiomaking

body have never been influenced by political changes (6 governments since BDIdgt, the CTAF
indicates that all analyses recommended for referral to the law enforcement agamee2011were
indeed referred

145  However, the permanent fitime involvement of the members tife CTAF s d emngakirgyi o0 n
body is desirable to ensure itddependence in cases of conflict of interektshould also ensure the

diversity of the members of ttemmitteeand improved workflowsthe members dhe CTAKH s deci si on

making body meet every two weeks or, as needed, to examine suspicious trarsgctitsbut these
meetings are not sufficient fwocessall reportson the docket As a resulttheir review is postponed to a
later date The establishment of@mmitteemade up of fultime members would resolve this problem
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Fig.3: STR Receipt and Analysis Procedures
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Typology: Use of associations for the financing of terrorism

146 The CTAFprovided the assessawith a typology concerning a case of terrorist financing involving
the use of an associatiofn the case providedhe CTAFhad received! suspicious transaction reports
from different banks involving an association Al, a construction company E andatieger of that
companyMr. G.

147.  Several factors led the banks to send STRh¢oCTAFE First of all, it appeared thadr. G,
manager of the construction compangritla customer with no previous dealings with the bank, had never
applied for bank loansSecondthe funds received by the company E genercaimefrom theassociation

Al and were transferred immediatéhgo the personal account bfr. G or withdrawn in cashFinally,
when questioned by the bank on the purpose of the funds reaaiddtier destination,Mr. G was
suspiciously reluctant to respond and threatened to break off customer relations with the bank

148 In light of this,the CTAFanalysis covered the date of creation of the association, the correlation
of its purpose with its activitie the volume and origin of the funds, the list of founders and their profiles,
the relations between the various persons involved, the beneficiaries of the operations and, finally, the
nature of the banking transactiorige consolidation of the accoumstisd crosseferencing of the amounts,

dates and purposes of the funds reveptedenlinks between the association A1 and the company E since
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Mr. G was manager of E and a founding member of Alie CTAFwas also able to identify the origin of
the fundsreceived various foreign associatiorfene of thefounding membersof which was listed by
OFAC) transferred sums to company Eollowing the discovery of these factwhich constitutedgtrong
FT suspicionindicatos, the CTAFreferedthe results of itanalysis to thé€ublic Prosecutoand decided
not to freeze the funds in order to not alert the persons suspected

149 The results of the police investigation conducted bwttigterrorismteamestablished documented
links between the association A1 and tdwmmpany E for the purpose of finangithe travel of young
Tunisianfightersto Syriafor jihad. Nine individuals (includingvir. G) were arrested and their accounts
were frozen (including those of the association and the compahg)case is still innpgress

Strategic analysis

150 In addition to identifying typologies on the basis of the STRs CTAFhasconducted a strategic

analysis of its referrals, looking at the information collected from the banks and other reporting entities

This analysis wasimed at assessing the real level of risk in the banking system in order to identify trends
andtypologiesin this sectar Forthe 80 reports referrezbveringSTRs received from 2005 to 20{ehe

referral can relate to several STR$)e predicate offense, which correspond ,to the
are provided in the following tahle

Table 5 - Examples of the Main Predicate Offenses Found in the STRs Reviewed

Predicate Offenses Number of cases out of 80
Corruption 22
Terrorism andts financing 16
Fraud 14
Smuggling 10
Scams 9
Violations of the exchange regulations 7

Cooperation and information-sharing

151  All of the competent authorities interviewed by #esessment teasoughtincreased cooperation
with the CTAFand stated tit they were satisfied with its contributio®ome noted a lack of feedback,
which apparently relasdo thevolumeof old STRs that have not yet been processed.

152 The following figures show the requssent bythe CTAFto the public authorities in the ciaxt
of its analysestkieydo not cover the databases to whith CTAFhas direct access)

Table 6 - Requess sent bythe CTAF to the Public Authorities and
Foreign Counterpartsin the Context of its Analyses

National Agencies(2013) Requess sent
General Directorate of Public Accounting and Recoveries 2
General Directorate of Customs 2
Criminal investigationservices 13
Ministry of Justice 2
Investigathg judges 1
Foreign counterparts 49
Total 89
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153 In practice,the CTAF pays particular attention to protecting the confidentialityfiofancial or

other) information collected and an IT security policy has bdereloped A very detailed internal

regulation establishes the procedures and terms andiocosdibr access to information in the databases
Confidential information must be sent to the party concerned in a secure manner, specifically in a sealed
envelope or by encrypted email that can be unencrypted only upon receipt by the party concerned
Similarly, informationsharing with foreign FIUs uses the Egmont Secure Web chahriekhould be

noted, however, that referrals to the PuBtiosecution Office are sent exclusively by courier, as these are
hardcopy reportsin this case, acourierdedir s t he fil e in a closed envel oj
to the prosecutdr office againstofficial proof of delivery The CTAF reports are attached to the
investigation files and are thus accessible to the lawyers involved

Conclusion

154  The CTAFand Law Enforcement Agencies receive a wide range of finatatiadnd other relevant
informationthat enableéhem to analyze financial transicets suspected to be linked to monayridering

TF or predicate offencesTunisia has a webtructured FIU wth analytical resources, sophisticated tools
and access to a wide range of sources and data that enable it to produce oatanisg highquality
financial analysesThe CTAF issueseports ontaining highquality financial analyseandcollect high
quality financial information whiclis largelyused by law enforcement agendiesdback fronthe CTAF

to the supervisors helps them to take measaamdsmprove the quality and quantity of STRs submitted by
the banking sectd6.1).

155 Even ifthemajorrisks identified in Tunisiarewell taken into accouriy the CTAF the reception

of relevant informatioris hamperedythe very small numbdalmost the inexistencef STRs submitted

by DNFBPs (particularly notaries, lawyers and accountabiNJFBPs seem to consider that they are not
concerned or protected by the AML/CFT Law. Increased awareness raising and a clear mention of each
concerned profession in the Law are necessary to make them accountable and encourage them to report
more suspicious transtions (6.2).

156, Reports and analysis coming from the CTAF are well adapted to the operational néets of
enforcement agencies, investigatiservicesand public prosecutsrwhich use the repostto analyze

financial flows and transactions that could blated to ML or FT andpotentially, the predicate offenses

The fact that investigations have been systematically opened following the referral of reporButlithe
Prosecutoris indicative of the quality of the information and analysis providedhey CTAFE The
dissemination of financial information is however hampered by delays in dealingamtbsuspicious

transaction report§.he 2013 annual report from the CTAF indicates tha741 STRs pending at the end

of the year included 270 STRs withigrsficant ML/FT risk. The CTAF explains th#tiereduction of this

stock requires an increase inthes mber of anal yst s. This |l ack of hui
effectiveness (6)3

157.  All relevant Law Enforcement authorities met by the mission &g were generally satisfied

with the CTAF6s contribution. The secondment of p
the echange of information with these agencies and enables them to to develop operational analysis and
investigations. Morever the CTAF pays specific attention to tmmfidentiality of collected information

(6.4).

3 2Egmont Secure Web is a secure internet system tlatsathembers of the Egmont Group to communicate with
each other using a securenail system to request and share information on cases, typologies, analysis tools, etc.
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158  Despitethe CTAF6 s s i g ni fsand then dqualitg 6f itsowork, the effectiveness othe
entire system for collection analysis and processing of financialnformation is moderate owing to
unsufficient resources andow reporting levels for the DNFBPs

3.4 Effectiveness Immediate Outcomé& (ML investigation and prosecutign

159 Money laundering investigations and prosecutions are conducted Byblie Prosecutoand his
deputies and binvestigathg judges The FinancialUnit and theinvestigatng judgesmay call upon the
services of theriminal investigation services

160. At the date of the visitthe Judicial FinanciaPole createdn late2012 wasconductingl54 money
laundering cases referred by the Public Prosecutor ar@dhieé Justice of the Coudf Tunis However,

only a few money laundering cases have dewlized Anexample of @onvictionfor money laundering

was provided to thassessment teanirhis verdict, datinghack t02012, involvesa casen which the
defendant, a seim-law of former President Ben Ali, was prosecuted for having fajastified a payment

of EUR 500,000into his accounts in Switzerland and Tunisia through the sale oki@anshares in a
fictitious foreign corporation The individual involved was sentenced in absentia to 15 years in prison for
forgery and money laundering and an international arrest warrant was issued for him

161  Thevery limited number of sentences handedd for money laundering appears to be related, on

the one hand, to theany lengtly proceedings opened after tB811 revolution concerning cases of
corruption under the former regim&lany of these cases involved extremely complex international
investigdions necessitating mutual legal assistance requests to numerous jurisdictions and financial centers.
Some of these jurisdictions and financial centers did not respond or provided delayed and insufficient
responsegSee developments in section 8 on intdomal cooperation). On the other enlde inadequate

training andthe lack of experience esesource®f the prosecuting authoritieshould be mentioned as an
impediment to a fully effective implementation of AML legislatiorDifficulties exised in 201 in the
enforcement of the money laundering offense in a legal context that kquiosecuting authorities to

prove a direct link between the predicate offense and the illicit profite investigatng judgesand the

public prosecution offices laekithe experienc@eeded in practice gorosecutenoney launderingn the

absence otlear evidence of a link between an offense and the financial transa&petsfically, the
investigating judgeswerereluctant to use the charge of money launderingeratisence gfastcase law

clearly establishing that the proof the fraudulent origin of assets may result from a set of objective
circumstances, in particular the behavior of the defend&atgsian authorities have since then passed a
new legislatiorreversing the burden of proof in specific circomstances showing that financial transactions
show an obvious intent to conceal the nature of transactions or the ownership of assets. As a result, more
cases were sent to the indictement cham{sess paragrdpl172)

162 In the police, he Criminal InvestigatiorDirectoratehas a specialized unit that handles complex
economiccases This directorate which has 81 agents, gave the team examples of financial investigations
that it hasconducted These examples indite, however, that the emphasis has often been placed on
prosecuting the predicate offense and, in some cases, the confiscation of its proceeds, rathénhehan on
money laundering Since 2011, many training activities on the investigation and proseaitforancial
offenses have been organized by international organizations (World Benkstolen Asset Recovery
Initiative (StAR), UNDP, UNODC) and byl u n i garteefs Francand Switzerland in particular)
Nonetheless, the lack of experience of Tiamsnvestigators and magistrates and the lack of established
practices remain a handicap

163 TheCriminal InvestigatiorDirectorateprovided statistics for the predicate offenses producing the
greatest profits
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Table 7: Predicate offences producing the highest profits.

Number of Cases

Number of Persons Arrested

Seizure/

Predicate

Offense 2011 2012 2013 | 2014 | 2011 | 2012 | 2013 | 2014 Value

Confiscaton of real
estate, bankccount,
vehicles
(cases involving
President Ben Ali ang

his family)

Corruption 42 99 159 266 56 95 160 273

Value ofgoods
D71 million
(tobaccefuel-
alcohol)

Smuggling 312 563 1508 | 2252 | 356 508 1144 | 2172

3 metric tons of
cannabis
1,006 grams of
cocaine
17,880 pills

Drugs 596 731 957 1112 | 786 | 1025 | 1308 148

D 409,000
230 boats
70 ships

2 automobiles

Immigration 283 85 63 73 121 75 60 64

Source Criminal investigation statistics

164. The statistics provided by the General Directoct€ustomsto the Steering Committeéor the
nationalrisk assessmemhow thatsmugglingand, to a lesser extent, drugs are at first glance the offenses
leading to seizures

Table 8: Seizures by offenses (2012014)

20112014 Seizures Value
6,100 kg cannabis unknown
Drugs 87,437 pills unknown
3,129 g cocaine unknown
Goods tobacco, alcohol, fuel, etc. D275million
Foreign currency D25,655,715

165 In mostcases, these matters have not resulted in money laundering proceetiegs the subject

of a parallel financialnvestigation, despite the fact that these offenses are the main sources of criminal
proceeds and constitute significant risks for Tunisia. @ti@inal investigation serviceprovided the
assessment teawith statisticson the values of seizures in thertext of investigations into corruption,
smuggling, narcotics and immigration (see above tdliedlid not provide information on the real revenues
generated by these offensebklowever, since August 2014 tlieconomicand Financial Investigations
Subdiretoratehas handled cases targetdhmajor traffickers and implicating 19 other persoifise latter

have been brought before the courts (13 are in pr@&sane, on the run, ar@iremain free pending completion

of the proceedings)The four cases havesdted in the seizure of 1,865 bottles of liquor and 500 electrical
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appliances Bank transactions valued at an estimd@®&dnillion have been uncoveredhe Financialnit
is investigating the charges sshugglingand money laundering

166. The Economic Invesgations Subdirectoratehas also provided other statistics recorded in the
database of the criminal investigatisgrvices As indicated in the table below, very few money laundering
cases handled by the criminal investigatservices are in response tmstructions fromthe Public
Prosecutoor ordersfrom investigatng judges

Table 9: ML investigations by the criminal investigation services

ML investigations by the 2011 2012 2013 2014
criminal investigation services
Investications by the public 7 6 > 3
prosecutor
Letters pgatory 4 2 6 5
Based orCTAF reports 12
Arrests 4 persons
. US$15 million frozen in thecontextof an investigation based on a
Seizures
CTAF report

167. Even though th&conomic ad Financial InvestigatiorSubdirectoratés specifically charged with
investigating the facts of money laundering, its volume of activity in this area relngtes. This can be
explained in several ways: (1) the fact that the Public Prosecutor, which receives the cagesGiiohfr,

may or may not delegate these investigations to the Economic Investigations Subdirectorate; (2) the
assumed priority given by the authorities to prosecuting the predicate offenses to the detriment of the ML
offenses; and (3) the fact that parallelaincial investigations are only opened if the money laundering
operations are conducted by a third party or abroad. The Tunisian authorities did not provide statistics on
the latter type of investigation.

168  Tunisia has provided a few examples of the usge€ial investigate techniques However, the
absence or lack of clarity daws and regulationfaming and organizing the use of these techniques
(especially in regard twiretapping, joint investigations, infiltration, @ontrolleddeliveries) posesbal
problems which a new bill under discussion by the Parliament is supposed to elimmagesurveillance

of communications is used in caseswiugglingor terrorismon the basis af telecommunicatioraw and
other generdbhwsthat givetheinvegigating judgethe authority to imposthemeasureseededo uncover

the truth

169  The Economic InvestigationSubdirectoratendicates that it can identify the financial assets of
suspects for the purpose of later obtaindegrt authorizations to freeze déhassets It is not possibldo
identify and quantify these parallel financial investigationghe basis otie data provided to the team by
the Tunisian authorities
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170, According toassessmentsy the criminal investigatioservices, illicit profits in Tunisia flow from
a series of national and foreign predicate offenses, particsianggling ofgoods and foreign currency,
corruption, financial fraud, swindles (Porszheme) and trafficking in migrants and other human beings

171  TheJudicial Financial Uniwascreatedn late 2012andincludes 1Qinvestigatng judgesand5
deputies to thé’ublic Prosecutor Theu n i nhadistrates are conducting proceedings relatated54
money laundering cases referred to them byRtiklic Prosecutoand theChief Jistice of the Courof
Tunis At the same time, tha n i invéstgatng judgescontinue to conduct investigations integular
cases referred to them befdheir assignmento the Financialnit. Furthermore, they do not enjoy the
supportof assistantspecialized in financial mattersTo date 22 money laundering cases have been
finalized; 14 have been sent to timelictments Chambeof the appeal couyrtand8 have resulted in the
dismissal of chargesln addition, 18 terrorist financing cases haverbeeferred to thenit, 2 of which
have been sent to thedictments Chambeof the appeal courtThe Financialnit is still an institution
underdevelopmentand here is no specifitaw framing or organizing its activities The effectiveness of
this new unitdepends ora series of legislative or regulatory measures and their implementatlus
applies in particular to defining the role of the legal assistants charged with helping the magistrates study
the financial aspects of specific cases

172 At the same time, the public proseiout office inthe FinancialUnit processesases prior to
submission to thavestigatng judgesin the unit.

Table 10: Number of cases prior to referral to the investigating judges

Number of Value
C?Z?esrg:%to Origin of Cases Number of | Number of of Number of
the persons freeze frozen orders to
. o . Private | prosecuted orders amount | lift freeze
Investigating | CTAF | Complaint | Government
iud sector S
judges
108 46 18 40 4 340 50 prolgres 2

Source Public Prosecutor

173  Among these cases, 8@ve beesent bythe CTAFto the Public Prosecutsmce2011; there were
no referrals prior to this period

Table 11: Statistics on thedisposition of the STRs forwarded bythe CTAF

2011 2012 2013 2014
Referred to prosecutaevith 9 8 58 5
freeze
Referral to prosecutor
without freeze 24 60 92 44
Total STRs 33 68 150 46

Source CTAF

174,  In 2013, for examplehe CTAFreferred 16 cases involving 150 STRs toRublic Prosecutan
the Court of First Instance of Tunis, or an averag® &TRs per caseThe 16 cases were broken down
into 14 cases involving 130 natural persons, most of whom were nonresidens,casds involving
20legal persons The cases processed in 2013 involveidharily the following predicate offensedax
and customs fraud, corruptionéonnection with a foreigpublic contract embezzlementf public funds
comingfrom a foreigncountry, and pyramigschemes
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175 Looking at thepredicate offenses, the cases handtke@013 are based on suspicions of tax and
customs fraud, corruption in connection with a foreggmlic contract, embezzlement of public funds
coming from a foreign country, amyramid schemesin addition, as a result of strong mobilization of
AML/CFT tools to recoveill -gottengains and fight corruption (an absolute priority since 2011), 1,368
corruption cases have been opened (including 669 cases involving the former President and his family and
136 cases of money laundering)

176. The Ministry of Justie has not issued genemirectivesto guide the activities ofthe public
prosecutors and explain the amtoney laundering policyThus, it has not been able to clearly define an
order of priority,which would be helpful fomvestigations in this aredn practice, priority often goes to
cases in which persons have been arrested or in which the most serious offenses ard h#éegemtiteria
are not in sync with the need to give priority to the risks of money laundering and terrorist financing

177. The bw enforcemenauthorities each have data bases (public prosedot@stigatng judges
courts) but these are not interconnectéithe Tunisian authorities took note of the existence of such
deficienciesand expressed their intention to give a clearjtyitco money laundering and terrorist financing
offenses and corruption

Conclusion

178  Prior to 2011, there were almost no investigations or prosecutions for money laundering or the
financing of terrorism The efforts undertakemnd the results achievsitice 2011 are thumportant since
154casesverein procesat the date of the visit in 201Since 2011, priority has been given to the recovery

of ill -gotten ginsandthe prosecution ajrandcorruption offense®\nalysis of the laundering of the pitsf

of this corruption has taken place essentiallyparof these casedn this context, the Tunisian authorities
have endeavored to set up a more effective system for the investigation, prosecution and sanctioning of ML
offenses The creation and delopment of the Economic Investigatiddsbdirectoratevithin the Criminal
Investigations Directoratghe creation of thdudicial Financial Unitn late 2012, the training of judges

and investigators with the assistance of a number of internationaizatjans (UNDP, UNODC, World

Bank, OECD), the detection of financial offenses thyg CTAF and the systematic opening of
investigations on the basis of suspicious transaction reports are all part of thisHiresulthasbeen

that today 15ML invedigations are undaway while there were none before this ddi¢ of these cases

have been sent to the indictement chamlveich showghey are close to a conclusion and a {{7al).

179 These investigations and prosecutions concern ML activities res@itng predicate offenses
deemed to be major threats, i.e. corruption, terrorist financing and smuggtifigimsia (7.2)

180. The length and difficulty of thmternationainvestigations launched to identify assets held abroad

by persons prosecuted for agption (their assets in Tunisia having been confiscated by administrative
channels)go a long way in explaininthe fact that only one conviction for money laundering has been
handed down It should be noted thaaccording to the Tunisian authorititisese lengthy proceduresd

the stagnation of some casegpdstially the result othe lack of or insufficient cooperation from some key
countries The analysis of international cooperation issues (see section 8 of the report) confirms this analysis
to a @rtain extent.

181  The mission notesoweverthat other problems should be mention&gpecifically, the specialized
Judicial FinanciaPoledoes not seem to have all of the resouitcesedso perform its mission, since the
magistratesvorking there musttahe same time handle regular caaksady under way in their offices
when they joiedthePole Moreover, the legal frameworifkr the operations of the Pdhas not beeret
up by law, which is delaying the development of toepsof financial assistatsto support the work of the
judges The FinanciaPoleis thus still & institution under developmerdnd itseffectiveness depends on
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a series of legislative or regulatory measures and their implementatianis the case in particular for the
identification of the role of the judicial assistanesponsible for helping theagistratestudy the financial
aspects of caseJ he absence or lack of clarity in the laws and regulations governing or organizing the use
of special investigative techniqu@sarticularly regarding wiretapping, joint investigations, infiltration or
controled deliveries) poses legal probler#s bill under discussion in Parliament at the time of thesitm

visit (and approved in July 2015) was deemed necessary to betteiafndrastablish a sounder legal basis

for the use of these techniqu@s3).

182 Theassessment teacannotcomment on the effectiveness, proportionality and dissussbaef
the sanctions on the basisaxinglecriminal convictionfor ML, but note thatlternative measures like
administrative confiscation of proceeds of corruption have ensured that many perpetratorbeshefitot
from illicit profits (7.4).

183 Inthecasesin which an ML conviction is not possible, the team is not aware of specific alternativ
measures under the criminal justice systéfowever, the administrative confiscation of all of the assets
of the persons prosecuted for corruption has allowed for the confiscation of several hunohidaigefof
dollars in assets since 2011 witheuaiting fora criminal conviction (7.5)

184.  Finally, the recent mobilization of AML/CFT toolgince 201} resulted inthe launch of 154
money laundering caseshigh priority risk areasecessitating highly complex international investigations
and proceedirgy One of these cases resulted in the criminal conviction and the confiscatiba of
d e f e n dsaets wiich was enforceda foreign country, allowing the return of $ 29 MTonisia and

14 cases, sent to the indictement chamber, are thus closertedhelusion.This mobilizationcannot
remedy the years of inaction and disintefiesd matter of monthsas shown by themall number of
convictionsto date While measures were taken to remetthe lack of experience artie insufficientegal

or materal resourcesmpendingthe prosecutiorof the cases launched after 201ie assessment team
notesthat ensuring the effectiveness of the sysséihrequires major improvements.

185 Tunisia has a&hieved amoderate level of effectivenes®r Immediate Outcome?7.

3.5 Effectiveness of Immediate Outcome 8 (Confiscafion

Administrative confiscation

186. In connection with the fight against corruptimitiatedfollowing the revolution and the fall of the
Ben Ali regime, theecoveryof ill -gottengains has been a fundamhpriority for the Tunisian authorities
A policy of administrative confiscation was introduced in March 2011,: with

1) theimposition of confiscation measures targeting the personal apdapettyof the exPresident,
his wife Leila Trabelsi, and theitose relations based on adoption of dieeredaw of March 14,
2011 PecreeLaw 13-2011);

2) the creation of £onfiscation Commissio{DecreeLaw 13-2011, Article 3);

3) the creation of National Committee for the Recovery oft@lotten Giins Held Abroadoursuant
to DecreeLaw 201115 of March 26, 2011;

4) the creation of National Commission for the Management of Confiscated or Recovered Assets
and Fund®n behalf of the State pursuantDecreeLaw 201168 of July 14, 2011.
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187.

Annex 1 (Technical Compliance Rep® Section 1, Recommendation 3irpvides more details

on thismechanism The results obtained by the administrative confiscation system set up soon after the
Tunisian revolution are significant, as ienfiscation Commissionasthus farconfiscaed536 buildings,
674 companies, and 42,739 personal property items belonging to the 114 designated persons covered by
DecreeLaw 13-2011 This policy has led to the recovery of several hundnéiibns of dollars in assets
(roughly US$600million in 2012 or 5 to 6 percent of the government budget, and US$##R25n in 2013)
through the sale dhe confiscated assets

188

currently being challenged in legal proceedihg

189.

In FebruaryMarch 2011, internationd¢ttersrogatory were issued for the purpose of identifying,

freezing, and confiscating the overseas assets of persons coveredibgré@aw. On this basis, some
US$90million in Swiss accounts, several apagtits in Paris, and roughly US$80llion held in Lebanon
were located and frozersome assets have been recovered, including two aircraft (one in France, the other
in Switzerland), two yachts (one in Spain, one in Italy), and US$Bi@n frozen in Lebaon.

Table 12: Recovery of Assets Pursuant to Administrative Confiscation Measures

Recovery of Assets Pursuant to Administrative Confiscation Measures
Property and Assets in Tunisia

Buildings 536
Companies 674
Personal property 427D
Cash US$40million

Repatriated Overseas Property and Assets
Cash US$0 million
Aircraft 2
Yachts 2

Overseas Property and Assets Identified and Frozen

Cash US$90million
Buildings 4 building seized

It should be notedhowever,that the validity of these administrative confiscation measures is

N.B: Other accounts and properties have bedanitified in several countries, but this information has not been made public except

for the four properties in France that were targeted for legal seizure under the French justice system and the propaatain Ca

whichhas been discussedtime press sice 2011

Criminal confiscation

190

The interim protectiveand criminal confiscation measuresprovided bythe Tunisian legal

framework call foomandatoryconfiscation of proceeds generated by a money laundering offense and, in

the event that these assetsiasecessibletheyc a | |
ue, 0 Articl e
judge to order the confiscation tife instruments used to commit théfemse of money laundering and

v al

for equivalent confi
6 Theaiminat cbde provisldngnGgedial dordisedtion permit the

those intended to be used to commit the offenseshould be notednowever that confiscation is an
accessory penalty to a criminal convictiorhis observation also holds true in the area of terrorism and its

financing

191

While the Tunisian legal framework permits confiscationtlté proceeds ofa crime and its

scati

instruments, with the exception of the corruption cases brought against the former regime, the Ministry of

33n May 2015, a district court invalidated Dectlesw 13-2011; this ruling is, howevesubject to appeal. The team

did not receive the decision or the grounds for the ruling
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Justice has not issuedaminal policy memorandum thaties priority in investigatiosito the seizure of
these assets, and the sysierstill little usedin money laundering and terrorist financing cases cases
involving predicate offenses

192  Tunisia has no system for managing confiscated assets andiegdegal decisions calling for
confiscation The statistics and data on seizure and confiscation providedeb€ TAF and thelaw
enforcementuthorities are not presented in consolidated form and are sometimes impossible-to cross
check, which makes itifficult to interpret thento assess whethtre effectiveness critertzave been met

193 In caseseferredby the CTAFto the judicial authorities, it is clear thhat CTAFis indeed moing
ahead with measurder the freezing of fund¢119 STR with freeze since 2011, sealile below) In
2014,almostall thereferredcases included freezes

Table 13: Breakdown of STRs Referred to the Public Prosecutor bthe CTAF since2011

Total STRs

2011 2012 2013 2014 since 2011

STRs referred to
the proseator 24 60 92 2 178
without freezes

STRs referred to
the prosecutor 9 8 58 44 119

with freezes

Euro9,626271 Euro44,456 Euro9,747,043
! D377448 $429342 $17,231,245
Amounts frozen $b115g£(1)é,68833 Euro76,316 £2 351 $1,800,064 £2351
! D 207,197 D 2,230334
Total STRS 33 68 150 46 297

(Source CTAR

194  The assessment teamvas unable to obtain consolidated and usable informatiomtenim
protectivemeasures implemented by tlaev enforcemenauthorities in money laundering investigations,
since thee statistics were nptovideto the team by thgolice, and the figures obtained from tBeonomic

and FinancialUnit of theOffice of the Public Prosecutor ®tinis indicate only the number of freeze orders
handed down (saable below), without systertiaally showing the amounts frozeithe figures provided

to the team show thaitterim protectivaneasures have actually been handed down in slightly less than half
of money laundering casg$0 freeze orders in 108 caseskurthermore, the absence ofnuolete
information on the nature and amountsgobdsand assets that have been frozen and seized makes it
impossible for theassessor® judge the adequacy of these measures in relation to the money laundering
risks facing the country (cfisk analysis) The partial statistics provided to tagsessment teaon seizures
related to investigations of predicate offenses similarly make it difficult to establish the priority given to
these measureseizures in drug trafficking investigations target onky thugs themselves, Hwere have
apparently beeno seizursof cash or freezing of the bank accounts of ardgségsos, and the same holds
true of seizures related to migrant and arms traffickingsamaggling
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Table 14: Disposition of Cases B#ore Investigating Judgesin the Economic and Financial Unit

Number of Origin of Cases
cases prior to Number of Number of | Value of | Number of
submission to . Private persons freeze frozen orders to
investigatng CTAF | Complaint | Government sector prosecuted orders amounts | lift freeze
judges
108 46 18 40 4 340 known 50 In 2
and others progress

(Source Public Prosecutdr

195 It is difficult to assess the effectiveness of the confiscation measures handed donwnirss
penalties in money laundering case@xeonly one money laundering case has been judged by the Tunisian
courts However, this ruling is important because it enabled the team to verify the use of equivalent
confiscation in money laundering cas@he court to which this case weeferredordered a confiscation
measure for the laundered amounts, which was converted to a fine equal to the liquidation value since the
funds werenot accessibleThe statistics on confiscation measures handed down in predicate offense cases
were not provided tthe team

196. Tunisia possesses effective tools for recording dataassborder movements of cagthatabases

at Customsthe Ministry of the Interiorthe central bankthe CTAFthat arequickly updated and cross
referencedinterdepartmental coordinatedeusf data rapid interagencyeedback particularlythrough
monthly reports) Customs Administratioseizes cash each yeaithough the existing databases do not
make it possible to obtain statistical information on the number of false declaratiomsmiberof failures

to declareand the amounts in questidNo statistics were provided to thesessment teaom these points

In cases of undeclared impsdf currency or false declarations, customs agents seize and confiscate the
undeclared amount®id may impose a fine as high2s3,000 (Article 383 of th€ustoms Cod). In the
event of suspicions of money laundering, hestoms Administratiosends an investigation request to the
Public Prosecutgihowever no figures were given to the team om thumber of referrals to the judicial
system and the outcome of these cases

Conclusion

197. Since 2011, the recovery of the proceedsrhe in high priority risk sectors such esrruption

has been a priority for the Tunisian authorities and the resultetitat the time of the esite mission

are indicative of the effectiveness of the administrative confiscation measures established by the
Governmen€ 4n particular, domestic assets representing $ 885 MUSD were configt2@t? and 2013

(8.1 and 8.2)Customsgenerally seize cash resulting from cross border non declared movements (8.3).
However, in the context of traditional criminal proceedings, the mechanism established by the AML/CFT
law and the Criminal Code remains insufficiently effective and aaé deprive criminals of the proceeds

and instruments of their offens@4).While theNational Commission for the Management of Confiscated

or Recovered Assets and Funds on behalf of the $Bi@deestablished transparent and appropriate
management dhe confiscationsrdered the lack of a similar mechanism under criminal law hampers the
effective management of the goods subject to confiscation. It also deprives the competent authorities of the
tools to analyze the effectiveness of the mechanism antiakeinformed policy decisions for its
improvementMajor improvements are needed.

341t should be noted that the judicial authorities are currently examining the validity of the confiscation measures
established by the Government under Dedrae 132011.
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198  Tunisia has achieved a moderate level of effectivendss Immediate Outcome 8

3.6 Recommendationsn the legd system and operational issues

1 The human and material resows@#the CTAFmust bancreasedo deal with the growing number
of suspicious transactiaeports

1 Maintaining a link between members tife CTAF decisionmaking body and their original
departmergand requiringa quorum ob, which in practice means tredt must bgpresent in order
to finalize any particular case, may also constitute an obstacle to its effectivmnesgesult, it
would be useful to reconsider the prociesshe referral otases to the justice system

1 The CTAF should hold more frequeAML/CFT awarenessaising activitiesvith DNFBPs.

1 The Tunisian law enforcementauthorities should develop an overalrategy for handling
AML/CFT offenses. Specifically, th€riminal Investigations Directoratehould encourage the
public prosecutors,yomeans of guidanceto require the use of ttiharge ofmoney laundering
when circumstantial evidenge sufficientto prove a link between a transaction angogential
predicate offense. The public prosecution offices should, moreover, be endowragelertake
ML investigations and prosecutions on the basis of predicate offenses

1 The law planned by the Tunisian authorities to require the plaintiff to prove the licit origin of assets
when the complexity and economic justification for transactionsestiglgat their main purpose is
to hideoffensesshould be prepared aagprovedjuickly.

1 The lack of materialesources, trainingndlaws and regulationsn speciainvestigativeechniques
andonthe organizational structure of tRancial Unitshouldbe addresseand resources should
allocatedio improvethe effectiveness of investigations and proceedings.

1 Thelaw enforcementauthorities (police, gendarmerie, judges and prosecutors) should be made
aware of the importance and priority of confiscatingtlé proceeds of the crime, including
proceeds transferred to third parties, ahduldreceive instruction in this are@ criminal policy
guidanceindicating thisshould be issued by the Ministry of Justice, setting clear -shad
mediumterm objectves, establishing guidelines to ensure that financial investigations are
systematically opened in largeale cases, particularly for the most important predicate offenses
in Tunisia, andncreasing theéraining for authoritiesesponsible foseizure andconfiscatiors.

1 The competent authorities are urged to establislk@hanisnto manage seized assets and execute
judicial decisions calling for confiscatioAs the establishment of a central agency for the
management ofjoodsseized and confiscated by adistrative confiscation has been a positive
step, the national authorities could study the possibility of establishing a similar central structure
for criminal confiscations. This measure would enable judicial agencies to obtain legal and
practical assiance useful for conducting planned seizures and confiscations or managing seized
or confiscated assets until a final decisiohasded down

1 Centralized, relevant, and clear statistics should be kept on seizures and confiscations of assets in
Tunisia andabroad, asset sharing, offenses underlying these measures (ML and predicate
offenses), confiscations relatedfédse disclosureer false declarations at the border, and
amountgpaidto victims, in order to determine whaiminal policy adjustments areeeded
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4. TERRORIST FINANCING AND FINANCING OF PROLIFERATION

Key findings

1 Investigationsinto terrorist financing have been only partially incorporated into nati
strategies.

1 The creatiotbythedecree f Sept e mber AtiderrorigntPdled ppedrs td sgea
the development of a more strategic approach.

1 The system foapplying specific sanctions does not include a legal mechanism imposir
immediate freezing of assets of designated persamall fiersos.0

1 There is no legal mechanism fapplying sanctions related to proliferation financifif).

1 The level of effectiveness achieved in the prevention of terrorist financing is mogieeatthe
legal and practical limitations applyingsanctions against designated persons.

1 The competentdauhor i ti esd | ack of resources i S
nonprofit organizations.

4.1 Background

199  Tunisia ratified the New York Convention for the Suppression of the Financing of Terrorism on
June 10, 2003The2003AML/CFT law transposechis convention in the domestic legal contektnisia

has also adopted a legal mechanism that enables a court or competent authority to designate persons or
entities in accordance with Resolution 1373 and a mechanism for freezing the assetsec$onsor
organizations listed by the Sanctions Committéene law of August 12, 2009 called for additional
measures concerning the freezing of assets, and these measursestaratedn an orderissued by the

Minister of Financeon January4, 2014

4.3 Effectiveness Immediate Outcome 9 (| investigation and prosecution
(9.1) Terrorist financing prosecutions and convictions
200 The Tunisian authorities did not report aonvictionsfor actscharacterizeds terrorist financing
(9.2) Terrorist financing i nvestigations

201  However, investigations are in progredghe National Counteferrorism Unit (UNECT), which

until June 2014 fell under theiminal investigation servicesnd has since then been placed under the
Special ServiceBirectorate held ten persons in fice custody in 2014 in connection with a case against

an associatianThis association was suspected of having relations with a terrorist entdspsed, onts
relationdip with a foreign association that had sent it various monetary transfers fianeign country

In this particular case, it appeared that the leaders of the association in Tunisia were known to the special
services for their links to Tunisians who died in Syfi&e casavasreferred to the couriafter the seizure
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of severamillion dinars,computers and vehicles UNECT reported several other caseferredto the
public prosecubn office concerning the financing of travel expenses for combatants headed to Syria
Beyond this casspecific investigations result frosuspiciousransactiomeports and subsequent referrals,
after reviewof the case by the CTAFto thelaw enforcement authoritie¥hus, of the 80 referrals to the
public prosecutionffice by the CTAFsince 2010, 16 cases were based on suspicions of terroridiestivi

or terrorist financingThe Financial Pol&as thus had total of 18errorist financing cass referred to it,
includingthe16 fromthe CTAF. Two of these cases were refertethelndictments Chambeaf the appeal
courtandare close to a ruling

202 The activities of the police and the specializrdlicial FinancialPole suffer from the same
imperfectiondn this areaas those noted in the analysis ofd@nd 10 7 The use of special investigative
techniques is still limited andkall under discugen in Parliament at the time of the-eite visit (approved

in July 2015) was deemed necessary to better frame and establish sounder legal bases for the use of these
techniques Information on the departure or return of foreign combatants has not lEsoamsistently to
develop investigations into the networks that finance these fightdmseover, no specific legislation
frames or organizes the unihe investigathg judgessuffer from a lack of specialization since they
continue to investigate regulcases referred to them before their assignment kel hey do not have
thesupporf acorpsof assistats specializing in financial issueghe FinanciaPolethusremainsa judicial
institution under development, the effectiveness of whichmtigpen a series of legislative or regulatory
measures and their implementatidhis is the case in particular for the definition of the role of the judicial
assistats responsible for helping the judges study the financial aspects of cases.

(9.3) Integration of investigations and use dfhe resulting information in a national strategy

203  The ongoing UNECT investigations have served to expose a few elements of the typdlagy of
offenses related tthe terrorist financingunder investigation the types of dense involve, in particular,

postal or hawala transfers to the families of persons killed in combat and the provision of sums of money
to help in the journey tthewar zones in Syria or Iraq

204 Furthermore, Ministry of the Interior departments indicatg thesed on their investigations or the
information they have gathered, 157 associations have had their operations suspended by administrative
decision In particularmanyassociations wemmade umf personsvho hadparticipated in combat in Syria

or Irag, repeat offendernvicted ofterrorism, and persons connected to extremist moveméttte

present time, no final decision appears to have been madetlabdduture othese assaociations

205 In addition, after receiving a suspio®transactiomepot, the CTAFreferred a cast the justice
systeminvolving the use of a neresidentexportservices company (telecommunications, call centbgt

hadopened accounts in euros and convertible dinars, then received funds from the personal account of the
manager and the accounts of legal persons in Eurbpe funds had then been transferred to the accounts

of an association established in Europe and persons located inlf\fieay off z akat 6 (r el i gi ou
gifts. After verification with the foreigmuthorities, it turned out that the association receiving the funds in

Europe was the subject of a freeze order due to links with natural persons considered to be. terrorists
Furthermore, its manager had previously been convictedmimercial fraud Given these factorghe

CTAF observed that the Tunisian financial space could be used in thifocdaendering in connection

with fraud anderrorist financing The casénadnot been finalized as of the writing of this report.

206  Currently, terrorist finanng investigationsdo not appear to have been incorporated into
comprehensivaational strategiesHowever, several recent changes reflect the development of a strategic
approach based othe gathering andanalysis ofinformation andits considerationfrom a strategic
perspective
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207 First of all, Decree 173 of AS8teTertoesmbhngDrganzé&d, 2014

CrimeUnito wi th representatives from the MiniWtha i es
staff of 12Q which coud eventually climb to 220, the function of this organization is to use information
from theinvestigativeagencies and the Ministry of Finance to study the evolution of terrorist activities and
develop appropriate strategidsis still being set upln addition, UNECT has analyzed certain typologies

by identifying various elements of terrorist finangisgch as bankpostal or hawala transfers to support

the families of combatants in Syria, Iraq, or Libya, and financial transfers to finance thex@pseses of
these combatantd-urthermore, a channel of cooperation has been established between UNBG& and
CTAF. The latter now receives requests from UNECT asking it to analyze the financial flows of certain
persons suspected of having links tedagsm or terrorist financingHowevet the CTAFrefers STRs only

to thePublic Prosecutor

208  Lastly, a National Anti-Terrorism and Extremism Commissiovas created by decision of the
National Suprem&ouncilfor Securityfollowing a meeting chaired by tHeresident of the Republic on
Februaryll,2015 This commission has been charged végtablishinga national strategy to combat
extremism and terrorismThe commission meets at the Ministry of Foreign Affairs, which chairs the
meetings, and imade upf representatives of the Office of the President of the Republic, the Office of the
Head of Government, the Ministry of Justice, the General Directorate of Prisons and Cogeittéon
Ministry of the Interior (General Directorate of National Security, @ahDirectorate of the National
Guard, General Directorate of Special Services,-Aatrorism and Organized Crime Secutlitpit), the
Ministry of Defense, the Ministry of Finance, the Ministry of Technologies and the Digital Economy, the
General Directaate of Customs, arttie CTAFE The commission has organized several meetings in order

of

to prepare fia national strategy to combat terrori

(9.4) Sanctions against legal and natural persons
209  To date no sanctions have been recorded
(9.5) Other measures used

210,  In the absencef criminal sanctions, the most noteworthy measure used is the process resulting in
the suspension of the activities of 157 associations based on information collectepanmentsf the
Ministry of the Interior However, as terrorist activities have clearly developed in Tunisia, including after
thesesuspensios) the effectivenes®f this measurenust be considered to be limited

211  The level of effectiveness achieved by Tunisia on Immediate Outcome 9 is Igiventhelack
of convictions for terrorist financinp.1), the partialinvestigationsnto the financial aspects of terrorism
cases (9.2), insufficient integration of investigations into terrorist financing in the nationtdramtist
strategies (9.3)andthe lak of criminal sanctions against legal or natural persons. (3Masures other

than criminal sanctions that have been used against the 157 associations suspected of financing the networks

of combaantsabroad seemircumstantiain the Tunisian context atkedby significant risk (9.5)

4.4 Effectiveness Immediate Outcome 10T preventive measures and financial sanctions)

212  As regardsthe financial sanctionsunder Resolution 1267 organizations or individuals linked
to terrorist activities in Tunisia have extly been entered on the list of sanctions againQadda This

is true in particular of Ansal-Shari@in Tunisia (AAST), which was listed on September 23, 2014 as an
associate oAl Qaedadue to its participation in financing, organizing, factlitg, preparing or carrying
out acts or activities in association with @aeda in the Islamic Maghreb
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213 In addition, a list of 16 persons belongingAasar al-Sharia involved in terrorist operations
(planning, financing, logistical support, executionsvpgesented in September 2014 to tke. Bodies by
the Tunisian Governmentn this context, the leader éinsaral-Shariéa Tunisia, Seifallah Ben Hassine,
who had also created the Tunisian Combatant Group in 2002 to help combatants Rack Al ailding t r a i
camps in Afghanistan, and two other natural persons had their names entered on the lIAa6Xplists
2015 Currently, Tunisia is making efforts to finalize inclusion of the 13 other persons on th&Hist
inclusion of Tunisian nationals speciity involved in the pipeline of Islamic State combatants thus
remains limited even though, according to government estintla¢ées,have bee®000 departures for Syria
followed by about 500 returns to Tunisia and 681 arreBlss raises questions abdbe capacity of the
Tunisian authorities to gather, credseck, and use information required fibre identification and
surveillance of members and leaders of terrorist networks and their sources of financing

214  The effectiveness of the legal mechanisnrenity in effectto ensureéhe applicationof sanctions
against persons entered on the 1267 list is debat@ibhle mechanism established by the January 24, 2014
orderrequires that those covered by the -amtiney laundering lawo consult the lists accdbte on the

Mi ni stry of Fi.nBunther & 50 bamappicablegd anysnattrad or legal person against
conducting transactions with the designated persArigeeze or a ban against providing any resources can
therefore be legally imposeshly against bardand nonbank financial institutions and the professions
engaged in activities covered by the antiney laundering law

215  In practice, even when the discussion is limited to those covered by tmecmay laundering law,
none of the profgsions involved (for example, accountants, etc.) appears to refer to the United Nations lists
in their day-to-day activitiesor to consider such verificatidio be mandatory

216 A Scr e dsgstemagidverification) of the existirstomerof banks is necsary to identify
persons added to tHg.N. lists. However, the practices of banks informed about the mechaenriem
deficient in a number of waysDiscussions with various banks wHescribedheir compliance systems
did not indicate thathis systematiaerification was being performadhderconditions compatible with the
obligation to immediatelfreezethe assets of listeclistomers In several banks, this verification may not
be performed until a month after the lists ameended The Tunisian authdies indicate that several
Tunisian banks perform a daigcreeningof their customerbase to compare it with the various lists of
sanctions (particularly the 1267 listyhich are integrated into their filtering software

217. For Resolution 1373the currenisystem which isbased on a freeze order issued by the Tunis

court does not establish a general ban on making economic resources available, as required by FATF

also does not allow for the immediate freezing of the assets of a person tasgttedanctions For a

freeze to be applied to all assets, and not just to a previously identified account, there would need to be a
mechanism for publ i shing o.rNodpemtvedndisioradf thistgpe,foh e ¢ o u
example concerning regsts from foreign authorities, was cited by the Tunisian authgritjEst from

cases reviewed and sentthg CTAFto the judicial authorities

218 For the oversight and surveillance of nonprofit organizationsthe oversight mechanism seit

in DecreeLaw 88 of September 24, 2011, which guarantees the freedom to form associations, is rooted in
t h éecldration regimeandreplaces alkarlier licensing or authorization procedur&his has resulted in

a sharp increase in the number of associatlmetsveer?011and2014, 8,250 new associationsre created

(i.e., a47 percenincreasg A study on associations was carried out in 20d8er the aegis of the NRA
Steering Committee

219 The replacment of the prior authorizatiorsystem with adeclarationregimed a democratic
measure to promote freedom of expressitimusrequires additional resources forersightof the sectar
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In particular, the enhanced transparency requirements for associations that receive public fitatcing,
are partially financed by foign grants omwhoseresourcegxceeda specificthreshold must be enforced.

220.  For associations financed with foreign grantsfinancialoperationanust take the form dbank

checks otransfers for amounts aboiz®b00. The receipt of foreign financial assist& must be published
inaprintmedumand on the associationés website within o
Government must be informed within the same timefraiiitee association must also publighfinancial

statements along with an extal auditod s r ie g mimt mediumand on the websiteFinally, grants

may in no case come from countries without diplomatic relations with Tunisia or from organizations
defending the interests of those countries.

221 For all associationswith more than D 100,000 in annual resourcedrticle 43 of the decretaw
introduces an obligation to appoint an external audifdrove D 1 million, the association must appoint
one or more external auditondio aremembers of th&unisian Associatiolf Accountantsand Auditors

In both cases, the external auditor must submit its report to the Secretary Gener@boktimenent, which
will make it available for review by the General Directorate of Associations

222 The General Directorate of Associationswhich is respaosible for collecting this information,
ensuring that the legal arrangements are respected and monitoring the sector, was created by Decree 2013
4573 of November 8, 2013 within the Office of tHead of Government Information on the life of
associationss already tracked to some extent since the subdirectorate had, at the time of the visit, issued
180 noticesfor violations regarding foreign grants (out of 5@&clarationy 246noticesfor violations of

the public financing regulations (out of 308 beciafy associationsqnd 300 noticesfor miscellaneous
violations In particular, 157 suspensions of the activities of associations were issued by thetgsirerna
response to reports or investigations by the Ministry of the Inteftmwever, the effdiveness of this
follow-up is limited by the lack of resourceShe supervisory departmenisve insufficient staff to verify
respect of the regulations, analyze the information collected and verify the accuracy of the legal and
accounting informatiomeported by the associationsThe directorate has 13 staff in.alWithin it, the
subdirectorate responsible for monitoring associations consist pErsons and is responsible for
monitoring the creation and activities of more than 17,000 associati@hgd({itgthe 8,250 created since

2011) throughout the national territory, withalie help of local intermediaries

223 The Tunisian authorities have indicated that the abusive use of associations for terrorist financing
is to be the subject of a sectoral asayln coordination with the European Union, the General Directorate

of Associations has begun a study the revision othe decree on associatiomseaton of a complete
electronic system to monitor their activities using a-iaked approacknhamement ofthe logistics and
simplification ofprocedures in the directorate, agstablisiment ofa forum for communication between

the directorate and the associatioAs well, the publication of a specific accounting standard, which does
not currentlyexist, is to be fast tracked

Conclusion

224 For the moment, the lack of convictions and confiscations for terrorist finaraidgthe
deficiencies in the systerset upfor the implementation of Resolution 1267 significantly limit the
effectiveness of the paiies intended to deprive terrorist organizations of their financing

225 Given these systemic weaknesses, the actions listed above seem insufficaadréssthe

recognized major risk of the development of terrorist activities and the financing of ternoriamisia
Asterroristorganizations suchas Ansax®h ar i 6a in the West anWunihei d&4d a
borders (in the east and south) and deadly attacks have recently taken place, including in the center of Tunis,
the issue ofhetechrical, financial and human resources to be deployed to deal with these threats is crucial.
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In addition, legislative reforms were needed to ensure the compliance and the effectiveness of the
i mpl ementation of United Nat iswarepassed aftehd Visit bfithe n s . So
assessment team. Thegnnotbe taken int@ccountn this report.

226 The level of effectiveness achieved by Tunisia for Immediate Outcome 10 is thow.

4.5 Effectiveness Immediate Outcome 1{PF financial sanctionsfor proliferation)

227.  The Tunisian authorities reported no specific mechanism for the implementationeois(oimng

the implementation 9ffinancial sanctions for the financing of the proliferation of weapons of mass
destruction More specifically, the dissemitian of lists of persons targeted by sanctions on the site of the
Ministry of Finance covers only terrorist financingunisia has achieved a lovievel of effectivenesgor

0. 11.

4.6 Recommendations oterrorist financing andfinancing of proliferation

1 The Tunisian authorities should giveriority to the allocation of administrative, human and
financial resources to the departments responsible for monitoring and traskmations

9 The Tunisian authorities should enhance and implement internal ctopearechanisms for
informationsharing on terrorist financing methods.

1 The Tunisian authorities should establish legal mechanisms to prohibit any person from providing
resources to the persons includadtbe 1267list.

1 The Tunisian authorities should estahlilegal mechanisms ensuring the effective immediate
dissemination of inclusions on the 1267 lists or in application of Resolution, Eid3the
immediate freezing of their assets.

1 The Tunisian authoritieshould establish legal or administrative mechargsfor. (1) the
identification of natural or legal persons that Tunisia could propose for inclusion bhNhlists
and (2) the designation of natural and legal persons in Tunisia in application of Resolution 1373

1 The Tunisian authorities should estahlspecific legal mechanisms for the imposition of financial
sanctions for the financing of the proliferation of weapons of mass destruction

1 The Criminal Affairs Directorate should prepare criminal potjocydance encouraging the public

prosecution offies to give priority to the opening and development of terrorist financing
proceedings
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5. PREVENTIVE MEASURES

Key findings

1 The banks have a partial understanding of the risks to which they are exposed, whi
participait in the financial sector, i.eleasing companiessecurities brokerand insurance
companiesseem to have a very limited understanding of the ML/FT riksee DNFBPs have
a very limited understanding of the risks to which they are exposed.

1 Thecustomedue diligence obligations araderstood by some ban&sly, with deficiencies in
terms ofthe specific requirements for beneficial owners and politically exposed persons. (|

1 On the whole,mplementation of theustomedue diligencaequirementsemains very limitec
in the banks interms of proportionality to the risks involvedWhile some bankglassify
customers on the basis of risk criteria (customer, activities, country), almost all of them ¢
in the process of putting in place the procedural and technical aspects @ugtemerdue
diligencemechanisms

1 The enhancedustomerdue diligence measures fBEPS,correspondenbanking targeted
financial sanctionsand highrisk countries do not seem effective in the banking sector an
nonexistent for leasing companisecurities brokerand insurance companies

1 Almost all suspicious transaction reports are submitted by panksnder conditions that ter
to create confusion betweedhe CTAF reporting channel and the reporting channel
implementation of Resolution &2, for which the Ministry of Finance is responsible

1 The targeted financial sanctions relating to Resolution 1267 are not implemented effecti
a number of banks and most of the other participants in the financial sector owing to a fz
use tebnicalmeando filter data on customers and transactions.

1 The factthat the compliance function is exercised by a single person in someibanksative
of the lack of human resources assigned to AML/CFT in the banking and financial secto

1 The failureof the AML/CFT law to specifically list those subject to its requirements cre
uncertainty as to the scope of the law in the casbeddNFBPs They do not see themselv,
as being concerned by the customer due diligence obligations, which expiegnsathnumbe
of STRs submitted by them

1 The internal controls for casinos are generally well implemented by the Gaming Comm
which conducts unannounciedpections The other DNFBPs have not implementddL/CFT
internal control systensr enhanceadneasures for highisk situations or clients

5.1 Background
(a) Financial sector

228  The Tunisian financial system is dominated by the banking sector, which accounts for close to
70.4percentof financial assets in Tunisia, followed by tfieancial market (13.9ercen}, collective
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investment schemg5.6 percen} and the insurance sector (pdrcen). Tunisia has 22 resident banis,

of which are involved in Islamic financand 7 offshore banks The 2 investment bankare financial
establishmentand are nbconsidered to be banks within the meaning of Article 34a0f 2001-65. Their

role is limited to consulting and assistance in asset management, financial management, financial
engineering and, in general, all services for the creation, developmemstmdturing of companies.

229, Cash breign exchangeperations are handled solely by the banks in Tunisia in the absence of a
legal framework allowing the licensing of specialized entitiEse authorities plan to authorize nbank
exchange bureaus in thatdre Currently a large number of cash foreign exchange transactions are
conducted by noauthorized parties (merchants and other natural persdim cash foreign exchange
sector is thus a sector with significant risks

230 Money transfes are carried ouéxclusively by banks and the Post Office, with the |dtBaring
handleda total of 1,079,583 transfer operations as at2848, including 1,037,126 operations from
overseas for a total amount@658million. Although almost almoney transfeoperatons in Tunisia are
handled by the Post Office, it did not begin to put in place its AML/€&fStemuntil late 2013 and is still
in the process of implementirity

231  Similarly, the banks and theost Officeare linked with internationahoney transfecompanes by
contracts allowing them to use their networks to carrynoartey transfeoperations The BCT, the Post

Office and the banks interviewed indicate that these contracts were concluded in compliance with the
AML/CFT regulations and do not constituteastacle to the implementation of the customer due diligence
requirements contained in Tunisian laws in terms of the availability of information concéhneisg
transfers However, theassessment teawas unable to obta@ny further information on thegartnership
contracts

232 The insurance sector in Tunisia renssmalt out of the 23 companies in operation, oblyffer

life insurance products, which account for onlygEscentof the business of the sectokccording to the
representatives of thesurance companies and CGA interviewadimited number ofife insurance
policies are taken out by individuadsd there is no corresponding Islamic finance proddowever, the
deficiencies identified in the implementation of customer due diligesgpgdrementsby personsn this

sector subject to the AML/CFT provisions make life insurance activities more vulnerable to money
laundering risks

233 The TunisianStock Exchange is still small, in the neighborhood @10 billion, with annual
transaction volumesf D1.8 billion for 77 listed companiesintermediation is exercised by 23 brokers,
most of which are subsidiaries of banks and manage someoll2ttive investment schemesth net
assets oD 4.8billion. Given the limited development of the sectaaes not represent a significant risk
factor

234 Themicrofinancesector is also not highly developed in TunisiEstablished in 1991t focuses
essentially on microlending aridvolves primarily the Banque Tunisienne de Solidarié@d the NGO
ENDA Interabe

(b) Designated nonfinancial businesses and profesgiiiEBPs)
235 Lawyers 9,245lawyersare currently active (2014 datalawyers have exclusivigrisdictionin
the preparation of the articles a$sociatiorof companies and in the drafting of contractd anstruments

for the transfer of real property and contracts for real estate contributions to the capital of commercial
companies (while not impingiran thepurview,reserved by laywof notaries anthnd property preservation
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deed writers) Verifications d the origin of the funds and identification of the parties concerned are
minimal, and lawyers seem to have little awareness of the AML/CFT provisions.

236.  Notaries There are currently,@49 notaries active in Tunisid he nature of transactions recadde
by notaries and the identity of the parties are based on supporting documemaspite the rigors of the
formal requirements imposed on these professionals, the origin of funds is seldom verified when cash is
involved The profession does not se&rhave a great deal of awareness of the AML/CFT provisions.

237. Real estate agentsThere is aNational Associatiorof Real Estate Agenciedut only 46 of the
1,500 real estate agencies in the country are registered Withstrole is limited and it haso AML/CFT
oversightfunctions The profession is not aware of the amthney laundring provisions

238 Certified public &countants There are currently 878ertified public accountantand 358
accounting firms active in Tunisi&gpecific awarenessising regarding the AML system does not appear

to have started and interviews show that accountants and auditors give only limited consideration to
AML/CFT compliance

239  Casinos There are only three operational casinos in Tunisia and they are strictly defarve
nonresidents Access to the gaming rooms is subject to presentation of an admission ticketcarhio
obtained only withproof of identity Moreover, the Gaming Commission, which is made up of
representatives ahe Ministries of Finance, the latior and Tourism and the BCT, condugtennounced
inspections of the casinos approximately once per quadieen these measurebgetMinistry of Finance
estimates that the ML vulnerability of the casinos is very Imiormation obtained during thenesite visit
supports this risk analysis

240  Dealers in precious metals and precious stonas2012,there were823 professional jewelers
There is no specific awarenasssing of the ML/FT risk$o supplement h e s upetvisoryégime

241 Trust and copany service providersSomeactivitiesof trust and company service providers are
covered bythe AML regulations, such as cases in which the provider acts as agent in the establishment of
a legal personHowever, trusts do not exist under Tunisian kvd the risks are thus limitedHowever,

foreign trusts can have financial activities in Tunisia

242 Most vulnerable professions The real estate sector in Tunisia is used for money laundering
purposes, as shown by several cases referrdtelyTAFto thePublic Prosecution Officeln this context,

the professions most vulnerable to ML/FT risks: af&) lawyers, who can handle property transfers,
particularly of real estate; (2) notaries, who can conduct real estate transactions bynstivatentunde
formal rules that are much less striznd (3) real estate agents, even if they cammogive amounts, effects

or assets$n connection witithe operations in any form whatsoever.

(© Preventive measures

243  For financial institutions: The customer due diliger requirements applicable to financial
entities subject to the AML/CFT provisions are based on Law-Z60& December 10, 2003-ollowing

the evaluation of the Tunisian AML/CFT system in 2006, this law was amended on August 12, 2009
(Law 2009-65) to intoduceamendments tthe requirements for thosebject to the law by adding hew
articlesdetailingthe definition of those subject to the law, the customer due diligence rules applicable at

3 SFigures provided by the National Association of Real Estate Agencies.
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the start and end of a relationship, and higghrisk countries (see details on each requirement in the
technical compliance annex).

244 The AML/CFT law in effect specifically requirgsersonssubject to its provisions to exercise
constant due diligencever their business relations and to closely examine operationatede Law
200375 requires financial institutions to establish the identity of tbestomersincluding occasional
customerson the basis of official documentEhecustomedue diligence meases were enhanced by the
April 20,2006directivefrom the CTAFand by BCTGuidance201315, which require credit institutions
to apply thesaneasures from the start of a business relationshig insurance sector is also covered by
thecustomerue diligence measures of the AML/CFT laore broadly, the Tusian system contains a
general obligation to systematically obtain information on the purpose and natuhe bfisiness
relationship In case of suspicions ahoney launderingor terrorist financing regarding a financial
operation, the financial institionsare requird to submita report tahe CTAFE

245 However, although the laws and regulations goveroiumjomerdue diligence requirements list
some of the areas of ML/FT risk, which should be taken into account by some of those subject to the
provisionsof the law, particularly banks and financial institutions, the requirement to adoptlzasisl

ML/FT approach is not indicatedhis is clearly evident in thactualapplication of the provisions of the

law by most of the banks and financial institutianterviewed

246, For DNFBPs: All the customerdue diligence measures established in the AML/CFT law are
applicable to DNFBPs by virtue of Article 74, which provides ith@Bank and nonbank financial
institutions andany personwho in theexercise of higprofessionpreparesor carries out on behalf of his
customerfinancial operations or transactionfor thepurchase or sale of real estate goodwill, manages
customer§capital andaccounts, organizes contributions for the creation of companies or atingons,
operates or manages them, controls such operations or transactions or provides advice in their regard,
shall take the requiredustomerue diligence measures. . The provisions of the preceding paragraph
apply to jewelers, dealers in precioutbaes and any other precious obje@nddirectors of casinos for
transactions with their custometbe valueof whichis equal to or higher than an amountbeestablished

by order of the minister responsible for finance

247. Thus, the AML/CFT law does nexplicitly list all of the professions subject to its provisions, but
defines categories of professions by referring to the operations and transactions that they conduct or control
and by expressly mentioning casinos and jewelers and dealers in pi=oioes This can create some
uncertainty regarding the scope of this law, as shown by the interviews with accoumkmeover,

although the laws and regulations gowegnthe customerdue diligence requirements list some of the
ML/FT risksthatshouldbe taken into account by some of those subject tb thespfpgsions, there is no
obligation to adopt a riskased approach to ML/FT.

(d) Exemptiondo or expansiorof risk-based preventive measures
248  For financial institutions: The Tunisian AML/CFT system @s not provide for angxemptions

to or expansiorof risk-based preventive measures for a particular category of financial or nonfinancial
entities subject to the law

5.3 Effectiveness Immediate Outcomé (Preventive measurgs
Understanding of ML/FT risksral AML/CFT obligations

249  Theassessment teafound that banks have a partial understanding of the risks to which they are
exposed According to the authorities, some banks with formal internal AML/@fEhanismsdedicated
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structures and work procedureawe presented their ML/FT risk management procedures and confirmed
that they have adopted a risk classificatiddowever, they are unable to estimate the degree of their
exposure to ML/FT risks or to take the real factors related to the services andptodutttey markento
consideration

250  Other banks in the sample interviewed are still at the stage of understanding the legal provisions
concerning AML/FT requirements and those requiring the adoption of eastd approach, the
introduction of risk magwing and the analysis of the terms and condition for the implementation of
provisions requiring them to adopt a Hssed approachThis is the case in particular for some public
banks, whose anttmoney launderingmechanismsshould be improved through éhacquisition of
compliance decisiemaking tools, review of procedures and cleanup of the databases

251  Other participants in the financial sector (leasing compasesyrities brokexr and insurance
companies) appear to have a very limited understandinigeoML/FT risks Some of the participants
interviewed suggest that there were no ML/FT risks in their araad asked theassessment teato
indicate to thenin which contexthey would be concerned by ML/FT

252 This situation in which there is a poor undganding of the ML/FT risky this category of
financial entiy subject to the provisions of the laiw explained in large part by a fairly limited mobilization
by the supervisory authorities for these entiti€se regulatory agencies do not seemeéarba position to
assesthe exposure of the sectors under their supervision to ML/FT. risks

253  The lack of aNational Risk Assessmet its deployment in the banking and financial sector,
which has itself not done such an assessment at the sectoraisl@lst a factor leading to insufficient
consideration of the risk in the private sector

Understanding of theustomerue diligence requirements specific to beneficial owners

254 Some banks suggested that they are in a position to handle the various repsirienposed by
the laws and regulations and issued by the supervisory authoriieswe v e r the bankin
understanding of the specific rules applicable to beneficial owners is still deficient

255  During interviews with the banksompliance officerstheassessment teaittentified significant
discrepancies between the legal requirements andustemerdue diligence to be applied during the
process of identifying beneficial owners

256 Thusinsufficient account appears to be takentltd distinction beteen the concept of legal
representative of the legal person and that of beneficial owrdre information needed for this
identification, particularly in the case afegal person held by foreign structurissyot understood

257.  Inthe endthe banks arstill in the processf understanding the basiastomedue diligence rules
to be applied

258 Leasing companiesecurities broker and insurance companies stiive only avery basic
understanding of theustomerdue diligence obligationsDuring the disassions with the representatives

of these entities, thassessment teanoted the confusion on the part of these professionals regarding the
scope of some obligations, particularly those relating to the concept of beneficial owner and politically
exposed prson
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Implementation ofustomerdue diligence measures proportionate to the risks

259 The implementation of due diligence measures remains limited in terms of proportionality.to risks
Some of the banks interviewed indicate that they bawustomer clasBcation system based on risk criteria
(customer, activities, country) and implement appropriaistomerdue diligence measure3hese
measures are indicated in their policies and procedures but have not been updated or reevaluated

260. To remedy this situain, a program to improve the reliability of the customer databases has been
launched in one of the banks interviewétbwever, difficulties were seen in other banks, which indicated
that they are still in the process of implementing their intecnstome due diligence measures, through

the development of draiiternal AML/CFT policies and procedures, the launching of the process for the
purchase of profiling and filtering softwarand the restructuring of their organization charts through the
creationof dedicated compliance unit$&everal of the banks interviewed have only a single compliance
officer for their entire networks

261  This situation is explained in particulagcording taepresentatives of these bariikgthe fact that
actions for the implmentation ofthe customerdue diligence measures required by the laws and
implementing regulations have been schedoldyg recentlyand hat the process for approval by the bank
executivef the allocatiorof resourceso bringthe internal AML/CFT arragements into compliance has
taken a great deal of time

262  Leasing companiesgecurities brokerand insurance companies do not seem to be in a position to
implement theicustomerdue diligence requirements in the context of a-baked approachAccording

to the information collected during discussions with their representativgdasiccustomedue diligence
requirementsinvolving the identification of customers amelcordkeeping are implementedapart from

the analysis of some operations that dobé considered atypicalhe habits of their customers were
considered to be known in the contextadimited number of productaot involvingexposure to ML/FT
risks.

263  The obligation to refuse to establish a business relationship or to carry out opeviali@natural

or legal persoh®at the start oh business relationship in the absence of sufficient information (awareness
of the purpose of the business relationship, the customer or the origin of the fumrdg)enridentification
seensto be undet®od ands being implementedThe requirement to submit an STR regardimgjected
customer has been included in Article 74bis, final paragraph

264.  No difficulty was identified regarding the implementation by all financial institution®cdrd
keepingrequirements foroperations and information obtained in the context of the implementation of
customedue diligence requirement#t would be desirable, however, in order to enhance its effectiveness,
to further detail the AML/CFT provisionm orderto expessly specify the information that should be
preserved

Enhanced due diligence measures

265 The enhanced or specific due diligence measures for P&dPsespondent baig, the
identification of beneficial ownergjgh-risk countries and electronic transfer® insufficient Almost all
financial sector entities subject to tAML/CFT provisions have difficulty in identifying the scope of the
PEP concept, particularly at the national leviethe Tunisians have prepared a clear list of functions which
is annexed to the BCTguidanceo identify national PERsMoreover, according to these authorities, most

3 éwith the exception of trusts and other structures that do not exist in Tunisia (not provided for in the law or in
established practice).
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nationalPEPs(presidents of political parties, members of Parliament, members of the government, senior
judges, CEOs of public enterprises) are known pyldisons appointed lmyderspublished in th&fficial

Gazette In practice, the identification is based solely on the nonbinding declaration@fdtoenein the
information form used by some banf® entry into a business relationshifBupplementaryesearch
measures concerning foreifizPscan be taken by some banks on the basis eplisvided by their parent
companies Since the identification of PEP customers is not systematic, the implementatiostaier

due diligence requirements in thiga by the banking system cannot be considered to be sufficient.

266 Some of the banks intervieed confirm that thg implement adaptedustomerdue diligence
measuresor countries deemed to Imgh-risk by FATF, but in practice these institutions were notediol
demonstrate that they use the FATF lmstshat they enhance their due diligence measuresustomers

from these highrisk countries Other categories of financial institutions are not aware of the requirements
for hightrisk countries and do nanplement appropriate due diligence rules.

267.  For correspondent bankinthe banks interviewed confirm that they enter into relationships only
with internationally renowned banks, without being concerned regarding the AML/CFT usk
guestionnaire is sent the foreign correspondent and a contract is signed to formalize the relationship
These steps cannot alone replace particular attention icade®f establishmemstin an offshore zone,
verification of the existence of supervision and the implementafiarclear distribution of responsibilities
between the twbankingcorrespondest

268  As regardsspecific measures for electronic transfers, some of the banks interviewed declared that
they ensure that all of the required information is provided by thenatii However, they do not seem

to be able to demonstrate the extent to which the controls regarding transfers received are carried out and
whether countermeasures (particularly refusal to execute) can be taken snircashich relevant
information is acking

269  Asthere are no operatgreoviding money or value transfer services, the banks provide this activity
directly via their networkswhich are made available internationabperators working from overseas for
orders received from overseas

270 The assssment teanwas unable to access the contracts linking the banks to the international
operators which, according to the BCT, detail the responsibilities in terms of the application of the rules
governing money transfers

271  However, given the lack of a spdciframework governing money transfer services, the BCT
simply conducts upstream controls prior to the signing of the contracts between the Tunisian banks and
international operatord his situation means that it is impossible to presume thattemedue diligence

rules for moneyransfers are effectively implemented or that the legal or regulatory framework applicable
to the operators of money or value transfer senhiassbeemmplemented

272 As for theapplicationof targeted financial sanctions ftite financing of terrorism, according to
some information provided by the General Directorate of Banking Supervision of the BCT, only 17 banks
have filtering tools for the identification of customers and operations based Om\th8ecurityCouncil

lists. The banks that have these tools confirm that they do such filtering by means of the lists provided by
the suppliers (1) at the time of entry into the relationship with the customer, (2) in the case of electronic
transfers, and (3) in monthly verificat®orscreening®f their customer databaseghe result is that the
updates of th&).N. lists are taken into account with a lag of up to one month, which goes against the desired
aim, i.e., to immediately freeze the assets of existinggomersvho are aded to these lists
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273  Other banks interviewethatdo not have such filtering tools do not apply any controls in this area
Despite awarenesaising bythe CTAF, a large proportion of the banks interviewed report cases detected
to the CTAFbut not to the Nhistry of Finance, which is in fact responsible for ensuring implementation
of the targeted financial sanctions, dissemination on its website of upmiite sSecurityCouncillists, and
receipt of the casatetected

274 In terms ofthe identification of ks related to the use of new technologies, the banks and other
financial institutions, particularly the Post Office, have not taken the necessary steplyrethe ML/FT

risks related to the products marketed tsnew technologies Thus the implemantation of adequate
customerdue diligence measures cannot be deetodutrelevantand effective to the extent that they do
notkeep pace witburrent change® the techniques used, particularly by the Tunisian Post Office, in terms
of the identificatim, assessment and implementation of adequate measures to mitigate thesehitsks
situation is also exacerbated by the lack of general regulations issued by the supervisory authorities

Implementation ofustomerdue diligence measures specific to bemnafowners

275 The compliance officials in the banks interviewed have real difficulties in implementing specific
customerdue diligence measurésr the identification of beneficial owner§ he assessment teanoted

the lack of clear positions or policiea some issues in this areln the case of customers that are legal
persons omvolve series of connected companies, difiicials concerned have questions loow farthey

must track upstream to identify the beneficial owner or if the business rel@ichsiuld be broken in the
event that the beneficial owner cannot be identifiddhe result is limited effectiveness regarding the
application ofcustomeidue diligence rules specific to beneficial owners.

276 In the case obther financial entities subjeai the AML/CFT provisionsi.e., leasing companies,
securities brokerand insurance companies, #ssessment teanotedthat theimplementation of specific
customerdue diligence measures for beneficial owngas seriously deficientln fact, no due digence
measures for this category of customer (beneficial owners) seem to have been implemented by any of the
nontbank financial institutions interviewedrhis finding iscomes on top athe lack of understanding of

the risks inherent in this categoryafstomer

Suspicious transaction reports

277. The banking sector forwasguspicious transaction reports (STRsjite CTAFE In most cases,
these STRs relate to suspicions of corruptioneandezzlemeraf public funds The involvement of other
financial entiies subject to the AMICFT provisions (leasing companisgcurities brokerand insurance
companies) is limited arttie CTAFcorrespondds have only recentlpeenappointedn these entities

278 As regards feedback on the STRs, except in cases in wia@ITAF has decidedih advanceo
freezeassetsthe banks and other financial institutions interviewed indicated that they were concerned by
the lack of regular feedback frothe CTAFE In accordance with the AML/CFT lawthe CTAFinforms

the reportingentity of thedispositionof the STR feferral to the courtgjecision to take no further action

or placement under surveillancefHowever, no information is provided on STRs ingass Given the

delay in the processing of a significant number of S3isnitedin 2011 and 2012, some banks have had

no feedback several years after submission of the initiasSTR

279 Four annual reports containing statistend tpologiesconcerning the financial sector have been

published since 2011, whéine CTAFbecame operainal All of the STRs (with a few rare exceptions)
are submitted by the banks, which seentsetindicative ofa certain degree of cooperation
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280 No problem regarding the nondissemination and confidentiality requirements for STRs was raised
by the financiakntities interviewed

Internal controls

281  Not all of the financial institutions interviewed have introducaerinal AML/CFT controls and
specificAML/CFT procedures The accountants interviewed by the team do not seampiesslyaudit

the internal AML/G-T procedures Some banks are still in the process of introducing AML/CFT
procedures, while others indicate that they audit their inteusibmerue diligence procedures but that
the results of these recent audits have not yet ingglemented

282  In terns of the implementation of internal AML/CFT controls and procedures covering financial
groupsthat areapplicable to all subsidiaries and branchesagsessment teaidentified the existence of
AML/CFT rules covering the various activities of groups @umarcompanies and subsidiariesjowever,
theassessment teamoted the lack of a comprehensive AML/CFT system adapted to the scale of the groups
coveing all aspects of informatiesharingand theforwarding of data to thg r o wa@mplgnce officers

283  This lack of implementation of effective internal controls by most financial institutions leads to the
conclusion of a lack of effectiveness concerning the implementation of the specific requirements in this
area

For DNFBPs

284  The lack of an AML/CFT legislater frameworHisting the DNFBPs concerned and the authorities
responsible for ensuring implementation of the AML/CFT obligations is a real proSleme professions
(accountantseem hesitant to consider themselt@de covered by the AML/CFT provisionsThe
development and implementation of a fisksed approach are also limited by the lack of dissemination by

the various DNFBPregulatory authorities of information on money laundering risks and the legislative
provisions The lack of awareness of théligations resulting from the AML/CFT law and its relatively
recent implementation are reflected in the lack of suspicious transaction reports from real estate agents,
jewelers and notaries and by the (very) small number of reports from lawyers (2 SZ&&4nand
accountants (1 STR in 2011\No risk mitigation measures seem to be implemented by the DNFBPs

285  Moreover, while some customer due diligeacel recorekeepingmeasures are implemented by

casinos (identification of customers by means of the eleatdb c ar d passport, drivel
permit), the other DNFBPs seem to implement very few of these due diligence measomesding to the

information obtained by thassessment tearnthe DNFBPs implement fewr no internal AMUCFT
controlsandthe same is true for the implementation of enhanced measures feiidkiglustomers or

situations.

286 The DNFBPs are not aware of their obligation to establish a management system for the
identification of PEPgp obtain information on all PEPs and thieéneficial ownerandthe origin of their

funds and assetsr to implementenhanceaustomer dueliligencemeasures$or all PEPs

Conclusion

287. Banks partially understand the ML/FT riskand CDD requirementsvhile other financial

institutions (leasing congmies,securities broker and insurance companies well as DNFBPhave a
very limited understanding of riskisey are exposed to and CDD measures they shoud implement
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288 Measuresimplemented by the banking sectorare not proportional in the absence rigk
identification and analysiand some banks are still in the process of designing internal due diligence
arrangementsDNFBPs do not implement any measures.

289  Only the banking sector implements the ongoing customer due diligence requirements (customer
identification and record keeping measures) except for rules that cover solely the beneficial owner. The
requirement to refuse the establishment of a business relationship or the implementation of a transaction in
the absence of sufficient information awhenit was impossible to identify the customer seems to be
understood and is applied by the banks (4.3).

290. The implementation of enhanced CDD measures or CDD measures that are specific to the PEPs,
correspondant banking, the identification of beneficial aanleigh risk countries, and targeted financial
sanctions is insufficiently carried out by the banking sector and does not seem to be carried out by other
sectors (4.4)

291 The banking sector applies the suspicious transaction reporting requirement byyeferast all
of the STRs to the CTAF and applies, without any difficulty, the tippiffigorohibition while the
involvement of other reporting entities remains very limited (4.5).

292 The internal AML/CFT controls and procedures have not been introduced pimdapy all the
financial institutions and their actual implementation by the groups is defidiént

293  Tunisia has achieved a lovievel of effectiveness for Immediate Outcome. 4

5.4 Recommendations on preventive measures
Concerning ML/FT risks

91 Acceleratethe process for the identification and national assessm@&mt/&fT risks, disseminat
the resultsand ensure that the supervisory authorities and professionals subject to the AML/CFT
provisions take account of the results in risk analyses at the sdet@lahnd in internal policies
ensuring proportionality between the risk minimizatmijectiveandthefinancial inclusion goal

1 Further nobilize mechanisms for thapplicationof targeted financial sanctions in the context of
the efforts to combat thénbincing of terrorism

91 Develop and disseminate sectoral approaches explaining the conditions for the implementation of
customerdue diligence requiments and a riskased approaclspecifically for PEPs, the
identification of beneficial ownerg;orrespondet banking highrisk countries and electronic
transfers

Concerning the legislative framework
1 Complete the Tunisian legislation in accordance with the FATF R8t@mmendations by issuing
provisions supporting the rigkased approach, particularly as meganational and foreign PEPs,

high-risk countries, andngoingcustomer due diligence measures

91 Clarify the legislation and disseminatguidance or general directives on the identification of
beneficial owners
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Concerning the implementation of the rlsksed approach

1 Guide banking and financial institutions subject to the AML/CFT provisions in the process of
assessing ML/FT risks at the sectoral level.

1 In future inspections,he BCT should take account of the information included in the Banks
AML/CFT internal control reports

Concerning suspicious transaction reports (STRs
1 The CTAFshould provide more frequent feedback on unprocessed STRs and improve the dialogue
with the entities subject to the AML/CFT provisions regarding typologies specific to the
financial sectar

Concerning DNFBPs

9 Clarify the listof professions covered by the AML/CFT law and specify the obligations applicable
to the professions

1 Make a significant effort to mobilize and enhance the awareness of vulnerable sectors, particularly
lawyers, notaries and real estate agents

1 Specifically monitor and supervise the application of measures for the identification of customers
and beneficial owners and the due diligence measures of the DNFBPs
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6. SUPERVISION

Key findings

1 The supervisory authities have not identified the highest risks for the banking and fina,
sector Thdr understanding ofhe risks is incompleteas not enouglon-site inspectionsre
conductedy the BCT and CMF andoneat allare conductetly the CGA.

1 The supervisory @horities for the banking and financial sector are designatédvihsCFT
supervisory authorities

1 In addition,arisk-based approads not used ianking and financial sector audits owing t
lack of onsite inspections, insufficient resources amdhck of procedurse specific to the
supervisory personneDnly the BCT has begun a methodological discussion of supetrvisi

1 In 2014 the supervisory authorities sent out questionnaires on money laundering to the
and financial entities subject to tRdML/CFT provisions toidentify inspectionpriorities, but
without usinga riskbased approach

1 Off-site examinationsare not conducteddccording to the Tunisian authoritigbey shouldbe
based solely on internal control reports and the conclusiohg @xternal auditors

1 Theinformation dissemination policy of thmnking and financial sector supervisory authori
is insufficientowing tothe lack of specific, adapted and updated guidelifié® requirements
of the antimoney laundering laware exgained only viaits implemening regulations

1 The banking and financial sector supervisory authorhieege not imposedny sanctions fo
failures to comply with theustomedue diligence requirements

1 Supervisory authorities have not yet been expressligdateddr the AML/CFT supervision o
most DNFBPs

1 No DNFBPsare subject to a supervisory arrangement that ensuresthbgitrespecttheir
AML/CFT obligations The supervisory authoritidggvenot yet mobilized on these issues

1 The DNFBP supervisory dnselfregulatory authorities have a limited understanding of
ML/FT risks to which these categories of professionals are expoSadly the casinos an
dealers in precious stones and precious metals have developed an appreciation of th¢
theirrespective sectors

1 The lack of procedures formalizirige supervision dDNFBPs can be considered a risk fac
that has an impact on tlagequacyf thesupervision

6.1 Background

294  Financial entities subject to the AML/CFT provisions in Tunisia are sugehby preexisting
authorities In the banking sector, the Central Bank of Tunisia (BCT) is the supervisory authority for credit
institutions; insurance companies are supervised b#reralinsurance Committe€CGA); while the
Financial Market Boardupervises partipants on the financial market.
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295  The abovementioned authorities (BCT, CGA and CMF) supervise banking and financial entities
subject to the AML/CFT provisiondhe AML Law designates them as AML/CFT supervisory bodies by
referringkitmg id&Nmac Bamki ng A Financi al institution:

296  Moreover, there are gaps in the legislation regarding the authority supervising the Tunisian Post
Office, which administratively comes under the Ministry of Telecommunications

297. Thefollowing table indicates the number of entities subject to the AML/CFT provisions

Table 15: Number of entities subject to AML / CFT supervision

Category Number
OFFSHORE BANKS 7
LEASING COMPANIES 9
REPRESENTATIVE OFFICES 9
COLLECTIVE INVESTMENT 121
SCHEMES

SECURITIES BROKER S 23
INSURANCE COMPANIES 23

LIFE INSURANCE 5
INSURANCE INTERMEDIARIES 1,064

298 The Central Bank of Tunisi@CT) is the supervisory authority for banks amhcial institutions,
including offshore bankslt has three essential powerggulatory (the BCT issues management rules and
prudential standards); supervisory {&ite inspectionand offsite examinations) and disciplinary

299, The BCT has also licensedo Islamic banks for the marketing of-soa | | ed fl sl ami co
products, despite the absence of a legal framework governing such activities.

300. Insurance companies are licensed by the Minister of Finance after receiving the opinion of the
Generalnsurarte Committegin accordance with Article 50 of the Insurance Cotleese companies are
subject to supervision and monitoring by the Genasalrance Committe@CGA), which is a legal entity

with financial autonomyhatreports to the Ministry of Finance

301  Securities brokerare subject to regulation and supervision byFihancial Market BoardCMF)
underArticle 23 of Law 94117 of November 14, 1994 organizing the financial markae CMF provids
oversight for cokctive investment schemes (unit tsyshutual fundsind debt investment fundtassified

in this category) as well as permanent oversight of the Tunis Securities Exchaogeties brokey
securities deposit, clearing and settlement compaaigs portfolio management companies acting on
behalf of third parties

302  Microfinance companies are also supervisedecreelaw 2011117 organizesmicrofinance
activities and their oversight by an independent authotitg MicrofinanceSupervisoryAuthority.

303  The resources assigned to the superviaatigorities, particularly staff, seem insufficient compared
to the number of entities subject to the AML/CFT provisions and given the profile of the personnel



dedicated to AML/CFT activities The BCT has a staff of 13 auditors, including one IT specialist
(information provided by the DGSBCT), but has no official specializing in ML/EFTMost inspectors
havebeen involved in AML/CFT inspection missions ansignificantnumber of auditors receive training
each year in AML/CFTssuesn Tunisia and/or abra this includes 6 in 2015, as against 5 in 2013 and
2012 For its part, the CGA has 17 licensed auditors to conduesiteffexaminationsand onsite
inspectiondut they have no knowledge of AML/CFT matters and are not trained for missions in this area
The CMF has 15 sworn officials to conductsite inspectionand offsite examinationdut again without
AML/CFT specialization

304 For the DNFBPS All designated nonfinancial professions covered by the AML law are subject to
regulation or selfegulation. The exercise of these activities is subject to licensing by the regulatory
authorities, which conduct regular inspectiosachwithin the limits of their authority However, while
Article 77 of the AML law gives the authorities conoedrpowers to maitor AML/CFT complianceby

the DNFBPs, neither this authority nor its practical implementation have Ise¢routin the laws and
regulations governing the activitiethe DNFBPs

6.3 Effectiveness Immediate Outcome 3 (Supervision)

Measures to prevent crminals andtheir associates from entering the market

305 In the banking sector, a license is required to carry out banking activities BCT reviews the
license application on the basis of the information provided by the applicants, whichinefeteiaular to

their financial capacity and the quality of tviders of the capitalAn analysis of the legal situation of

the future directors focuses on their professional integrity; for this, the BCT looks in particular at official
documents (for exampleriminal record). New equity participations in banking institutiomsdchanges

in the directorsare also subject tauthorizationrules and fitandproper testdbased on therocedure
indicated aboveThe CMF controls entries into the financial manksingthe same process recommended

by the BCT

306 The BCT and the CMF have refused equity participations in the capital of entities subject to the
AML/CFT provisions under their supervision for reasons of opaqueness regarding the foreign applicants
Verifications regarding these equity participations may also be conducted via foreign count€phrts

one case was presented to dlssessment teany representatives of the CMF in which they calipdn a

foreign counterpart to verify the identity of the bénial owner

307. However, while these fiandproper tests are effective, the lack of indications in the laws and
regulationsor of procedures formalizing their implementation can be considered a risk factor that impacts
theadequay of thesupervision

Risk management and AML/CFT supervision

308 As regards the measures to be taken to manage ML/FT risks, the supervisory authorities for the
banking and financial sectors (BCT, CMF, CGA) have not identtfiedisks specific to the sectors that

they supervise dhose specific to categories of institutions or individual institutions

309  The process for the identification of risksthe banking and financial sectisrat a fairly early
stageand constitutes an obstacle to the implementation of daskd approach
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310 Moreover, as of the time of the site visit, the CTAF had involvedother stakeholders
(representatives of the private sector, banking and financial sector, particularly financial entities subject to
AML/CFT provisions, etc.yery little in the national pcess for the identification of risks

311 In the context of its three unscheduledsite inspectiondn 2014 initiatedon the instruction of
the Governor, the BCT took account of risk factors in the choice of the banks to be examined, i.e., the
existence ba sizable portfolio of nonprofit associations considered to berfgglcustomers

312  This choice is explained by the campaign conducted by the public authorities to endeavor to
monitor associations, the number of which imeseased steadily since 201lartontexicharacterizedy

the external financing of these organizations and a lack of reliable information on the allocation of their
resources

313 In addition to itslack of planning of orsite AML/CFT inspectionsthe BCT does not have the
tools needed toonduct targeted inspections based on a consideration of the risks incurred by the banking
sector

314  Beyondthe mainobjective of the three esite inspectionstheir results identiéd deficiencies in
almost all of the customer due diligence measuresvibed supposed to be taken in application of the
AML/CFT provisions by the three banizat were inspected

315  While the BCT ossite inspectors seem to be in a position to identify the main ML/FT risks based
on their experience and knowledge of the contexthiich they operate, no actions have been taken to
conduct a sectoral evaluation of risks that could then be applied in the context of the inspection programs
The central bank also indicated it would like to use the reports of the accountants and autiioral to
establish an osite inspection program andidentify banks that should be subject to priority inspections
However, hese professionals have not received the training or awangnigisg) needed to conduct this

work and do not yet implemethe customeidue diligence measures applicable to their own activities

316  For its part, the CMF has scheduled sixsite inspection missions since September 2014 targeting
six securities brokey, three of which haveowbeen conductedThe maximum lengtbf eachmissionwas

two days during which the CMF inspectors reviewed the various aspects identified in threorzeyi
laundering questionnaire completed by these intermediaries in 201H4is regard, thassessment team
notes that the scheduling ofge missions by the CMF is very receltoreover, the questionnaire sent to
the securitiedrokers, which according to the CMF supervisors constituted the focus of the inspection
missions is very general and thew@re noprocedures based ansectoral i@ntification of risks The
assessment teadeems that the three -@ite inspection missions conducted by the CMF were very short
and could therefore not cover the main aspects of an effective integtaimerdue diligence mechanism
This finding of theassessment teaom the scope anadequacy f t h e -€ltMiRspectioromissions

is shared by the representatives of the sector interviewed by the team

317. Finally, the CGA,which isthe supervisory authority for the insurance sector, had not, as of the
time of the visit, scheduled or conductedsite inspectiongoveringcompliance withthe obligations of

the antimoney laundering law and its implementing regulations by participants on the insurance market
subject to its provisions

318 The BCT isin the pragss of developing a scoring system for credit institutions, which should make

it possible to assess the AML/CFT risks inherent in these entities in the context of an overall assessment of
prudential risk In 2014 he BCT also prepared a draf¥IL/CFT supevision manual for ossite inspectors,

and it should be finalized sooThe other supervisory authorities, i.e., the CMF and CGA, indicate that
they do not have AML/CFT supervision procedur®&oreover the technical resourcésought into play
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by the vaious supervisory authorities for the banking and financial sectors are insufficient owing to the
lack of information systems that could help them in the analysis of the data repoetetitisgduring the
inspections

319 In 2014, a part ofits off-site exaninationproces, the supervisory authorities (BCT, CGA, CMF)
sent an initial AML/CFT questionnaire to the entities subject to the AML/CFT provisimsresults are
being processed arghould be taken into consideration in futuresite inspections anth the scoring
system for banks being developed by the BCT

320 Thesupervisoryauthorities deem that the AML/CFT questionnaire will also be a permanent off
site examination tool, but no specific details were provided on the frequéitsyuse or omegulatons or
proceduresnaking it mandatory

321  The supervisory authorities for the banking and financial sector indicate that they have never
implementedconsolidatedupervisionof financial groups, buthatthis situation has not been an obstacle

to informationsharing The CMF points to its participation in the IOS@Qultilateral Memorandum of
Understanding Concerning Consultation and Cooperation and the Exchange of InfariBatjond this
international channel of cooperation, the CMF has signed five med@odnnderstandingvith its foreign
counterparts in Morocco, Turkey, Egypt, France and the United Arab EmifBitesCGA has signed a
cooperation agreement with the Central Bank of Malaysiawever, these cooperation and information
sharing agreementsad not yet been implemented at the time ofafsite visit, despite the existence in
Tunisia of subsidiaries dhstitutions established in the signatory countries and the presenceose th
countries of subsidiaries of Tunisian companies.

322  Overall, thelack of a sectoral identification of risks handicaps the supervisory procgssvell,

the lack of inspection missions and the fact that they have begun only recently have hampered the
implementation of corrective measures or action plans to remedy fibienlges identified Despite the
customerdue diligence deficiencies identified during the inspections, no sanctions were imposed by the
supervisory authorities of the banking and financial sectors, which stated that the entities subject to the
AML/CFT provisions were in the process of setting up their AML/CFT mechanisms and the results of the
auditswerestill being processed

323  AML/CFT supervision by the regulatory authorities in the banking and financial sectors is still
being implementedespite the lek of a riskbased approach, significanitympactingits effectiveness

Promotion of a clear understanding othe AML/CFT obligations and ML/FT risks

324 The BCT and CGA have prepared implementation regulations that explain some of the provisions
of the AML/CFT law,i.e.,aguidancdan 2013 and a regulation in 201&hd posted them on their websites

The CMF, as supervisory authority for the financial market, has not prepared a regulation explaining the
conditions for the implementation of Article 77 of the AMIFT law of 2009 by entities subject to its
supervision However, it has disseminated a guidderepresentatives of the CMieemedhe provisions

of the AML law andCTAF Decision200703 of March 22, 2007 setting out general regulations for the
finandal marketto besufficient andthe AML/CFT obligationsto be largely covered bthe prudential
supervisiorregulations

325  Forits partthe CTAFhaspostedbn its websitdecision 012006setting outhe samplesuspicious
transaction report dating back t6a5, andDecisions 02006 and 022007 setting out general directiyves
which date backo 2006 and 2007, respectively, and indigenticalcustomeiduediligence requirements
for (1) credit institutions, nonresident banks and the Post Office and (hdmeial market.

77



326 These directives have never been updated, despite the revision of the law, and seem to contradict
some aspects of the 2009 reforkor example, the sample suspicious transaction report attacG@d\to

Decision 032006 contain specificheadings for banking and financial operations that can be carried out
only by banking and financial institutions in application of former Article 85 of the AML/CFT law of.2003

This sample suspicious transaction report, which is still in effect, maleremeé to the aforementioned

2006 decision and targanly financial institutions The new Article 85 expands the obligation to submit
suspicious transaction reportsdthernonfinancial institutiondut the sample report is not applicable to

them Similarly, other provisions irDirectives 022006 and 02007 relate tacustomerdue diligence
obligations that seem to duplicate the texts issued subsequently, particularly the B@juidah8e

327. The CTAFwebsite created in 2013ncludes aAQ sectionbutit is still underconstruction and

has nocontent The reports prepared kige CTAFsince its creation in 2@0cover only the years 2010,

2011, 2012 and 2013In 2014,the CTAF published only two brief reports ats website, 12014 and

2-2014, which ddawith the cases of taxi accounts and the use of the accounts of minors, the legal nature
of whichis not explained These reports are drawn from STRs received and processbd 6y AFand

are considered warning®thfor entities subject to the AML/CFprovisions andor the general public to

draw attention to the risk represented by certain scams operated by companies established abroad or in
Tunisiathat involve the use gfyramid sales or Ponzi schemes to attract public savings

328 Inthe absence of a iy promoting an understanding of the AML/CFT risks and obligations based
oninstruments setting out specific, adapted and updated guidelines, the efforts deployed by the supervisory
authorities in the banking and financial sectors anthbyCTAFremainvery limited,as indicated byhe

lack of understanding noted during the discussions held with entities subject to the AML/CFT provisions
in the aforementioned sectoseé Immediate Outcomg 4

Concerning the DNFBPs

329 No DNFBP is subject to a supervisoagangementhat ensures that it respects its AML/CFT
obligations The supervisory authorities have not yet mobilized on these issues

330  The supervisory and selégulatory authorities for the DMBPs have a limited understanding of

the ML/FT risks to which tbse categories of professionals are expoddeese authorities often sedm

have little familiarity with the AML/CFT law and the AML/CFT supervisory mechanism has been
developed only for casinos and dealers in predetalsand precioustones Lawyes and accountants

seem to be particularly unfamiliar with the AML/CFT lasven thougithe CTAFhas organized some
awarenessaising actions, only the casinos and dealers in precious stones and precious metals have
developed amppreciatiorof the risksin their respective sectordhe mission was unable to meet with the
supervisory authoiiggsfor real estate agents or notari€verall, the level of understanding of AML/CFT
issues seems rudimentary in the nonfinancial sectors

331 Casinogames are subjett prior authorizatiorby joint order of the Ministries of thiaterior and
Tourism All casino personnel and the CEO and members of the board must be iof pgesession of
their civil and political right&ndlicensel by the Ministry of the InteriorThe Gaming Commission, which
is made up of representatives of Maistries of Finance, the Interi@andTourism and the BCTconduct
unscheduled inspections of casinos approximately quarterly

332  The conditions of access to the professiohaccountantnotary, real estate agent and lawyer are
strictly supervised Notaries are subject to strict controls by Bblic Prosecutomwhich inspects them
every three months; real estate agents are required to mairgammieeregister indicating the services
rendered and tlireremuneration and a detailed registepofvers of attorneyThe conditions of access to
the profession of accountant are also strictly regulated amsgueiation ofCertified PublicAccountants
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and CorporateAuditors includes a disglinary chambertheaded by a magistrateFinally, there isa
committeeof the Tunisian Bar Association, of which all lawyers in Tunisia must be a meatbawyers
are subject tdisciplinary sanctions they fail in their duties.

333 However, even if thesecontrols are effective, the lack of procedures formalizing their
implementation can be seen as a risk factor with an impact ad#ugiacyf thesupervision In fact, the
authorities mentioned only one exampie which candidates to the aforemention&hctions were
prohibited from exercising them as a result of specific ML/FT risk verifications

Conclusion

334 Authorities in the banking and financial sectapply efficient and rigorous ctmol measures for
market accessthe informal nature of this cowlr process with no specific procedutesweverhighly
impact the effectiveness of these control measures TBel3upervisory authorities for the banking and
financial sector have not fully identified and understood the risks in the sectors they su@ezyissd
this results in @isconnect between the-gite inspection procedures and tieedfor a riskbased approach.
(3.3).

335 Theunwarrantedack of sanctiondmposed orfinancial entitiesin violation of the AML/CFT
provisions has had a significampact on the effective implementation by said entities of their AML/CFT
obligations(3.4).

336 Limited mobilization of the supervisory authorities to promote an understanding cfigt@mer

due diligence rules since the adoption of the legal reform in 20@9réal obstacle to the effective
implementation of the Tunisian AML/CFT systday reporting entities 8.5 and3.6).

337. Based onthe above, the Tunisian supervisory authorities are unable to ensure adequate supervision
of entities subject to the AML/CFT primions and cannot therefore ensure that they respect their AML/CFT
obligations based on risk

338 No DNFBP is subject to a supervisory arrangenibat ensurgthat it respects its AML/CFT
obligations The supervisory authorities have not yet mobilized osdlissues.

339  The DNFBP supervisory and sedgulatory authorities have a limited understanding of the ML/FT
risks to which these categories of professionals are exp@elg casinos and dealers in precious stones
and precious metals have developed aneajigtion of the risks in their respective sectors

340. However,even ifthe supervision ofhe DNFBPsis effective, the lack of procedures formalizing
its implementation can be considered a risk factor that has an impactautetgacyf the supervision

341 Tunisia has achieved a lovlevel of effectiveness for Immediate Outcome. 3

6.4 Recommendations on supervision

Concerning thesupervisory authority

1 Expressly designate the BCT, CMF and CGA in the law as the AML/CFT supsraisthorites
and detail their powelis this area.
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Concerning the licensing procedure and control of access to the markets

1 Formaliz in writing the entire procedure for the investigation of applications for licenses and
authorizations for new equity participations and changes in direalitihis view toensuringporocessing
efficiencyand traceability

1 Update the mechanism for control of access to the markieteinvith international standards by
including detailed procedures and designating the necessary implemeeitdities

Concerningthe identification and understanding of ML/FT risks

1 For the BCT, CMF and CGAyndertakethe identification and documented analysis of sectoral
risks in coordination withhe CTAFas head of the risk identification project at the national level, and
deploythe resits in terms of work procedures aodntrols, including in the private sector

Concerningincreasedresources andhe implementation of supervisionbased on ML/FT risks

1  The BCT, CMF and CGA should better allocate resources (human and techrocdérito ensure
effective supervision of the respect of the AML/CFT requirements by financial institutions

1 The BCT, CMF and CGA should develop a fisksed supervisory methodology

i The BCT, CMF and CGA should adopt a comprehensive approach baseesits iospections
and oftsite examinations to better control the ML/FT risk

1 The BCT, CMF and CGA should ensure that the ML/FT risk scoring system takes account of the
results of offsite examinations

i The BCT, CMF and CGA should develop-sffe examinationiools (updated ML questionnaire)
and implement riskased ossite inspection procedures supported by adequate training

i The BCT, CMF and CG#Ashouldschedule and conduct -@ite inspections with aisk-based
frequency, boundaries, scope aukquacypartcularly in the areas of corruption, terrorist financing,
imposition of financial sanctions and smugglingcrease the staff dedicated to supervision; use the
data contained in the questionnaires already completed by the banking and financial insté#untions;
institutionalize this offsite examination document and addiptto take account of the specific
characteristics of each sector

1 For the BCT the supervision manual should be used as soon as it emteeffectand should be
updated regularlthrough the inclusion oadapted tools; the system for the scoring of credit institution
should be finalizedwith individualization of the ML/FT risko ensurdetter adaptation of the controls

1 For the CME AML/CFT supervisionprocedureshould be adoptedhe AML/CFT expertise of
supervisorshould be improvedadequate timshould be allottedbr on-site inspections

1 For the CGA the necessary prerequisitthould be put in place so that it eahagshe AML/CFT
supervisory authority for insurance profiessls, particularlyin terms of the legal framework, work
procedures, specialization of resourcasd consideration of the size and volume of activity in the
insurance sector concerned
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Concerning cooperation and coordination in the context of ML/FT suprvision

1  Cooperation betweethe CTAFand the supervisory authorities on the requirements for suspicious
transaction reports should be enhanced, particularly through the development of common approaches
to ensure better targeting of vulnerabilities in$betorssupervised

1 Formal informatiorsharing channels should be set up betwtbenCTAFand the supervisory
authorities for the identification of risks at the national level and sectoral vulnerabilities, without
depending entirely on questionnaires tdilbed by these authorities

Concerning the enhancement of actions to promote an understandimg risks and their prevention

1  The directives already published should be updated to take account of the 2009 legislative reform
and the specific characteridiof each sector concerned, and detailed guidelines should be developed
and published to assist entities subject to the AML/CFT provisions in the implementation of all of their
customerue diligence obligations.

1 The consultation andollaboration processshould be activated by further involving the
professional associations ¢fiose subject to the AML/CFT provisions, particularly through the
development of guidelines

Concerning the DNFBPs
1 The CTAFand the supervisory and seffgulatory authorities shalllincrease thdd NF B P s 6
awarenessef their exposure to ML/FT risksThe supervisory authorities shoufdprovetheDNF B P s 6

knowledge of the AML/CFT law and systematically organize AML/FT supervision in their sectors
Finally, the DNFBPs should be closéhyolved in risk analysis.

81



7. LEGAL PERSONS AND ARRANGEMENTS

Key findings

1 Based onthe STRs received, the use of legal persons for criminal purposes ha
identified as a significant risk in Tunisiandthe CTAFSteeringCommittee has launched thr
sectoral studies on the vulnerabyliof associations antbmpanies operating in the internatio
trade and services sectors to better understand these risks and identify risk mitigation m

1 Following the AML/CFT evaluation of Tunisia in 2006, the 3ian legal framework fo
the creation of companies was enhanceth¢oeasetransparency regarding compani€bhe
identification of beneficial owners within the meaning of Recommendation 24 is still defi
particularly in the case of chains of comjaen

1  Sanctions (fines) are included in the laws and regulafmrviolations ofthe transparency

requirementsparticularly the obligation to update dakéowever these sanctions are not appl
andthe establishedines are not dissuasiveThe failure to imposesanctiongends to hampe
timely access to information on beneficial owners

9  Tunisia does not have a legal framework applicable to trusts as these legal arrangen
notknown As trusts are not explicitly prohibited in national laws aedulatiors, it is possible
for foreign trustees to establish business relations with Tunisian financial institutig
DNFBPs, for a foreign trust or similar arrangemenbdwmn assets in Tunisia, or for a Tunisi
lawyer or any other person to act as teegmanager of an asset located abroad or in Tunis
to acton behalf of a trust established under foreign. IaNotwithstandingthese situations,mn
specificantrmoney launderingneasure is provided in Tunisian law or the AML/CFT law
identify beneitial owners and ensuthetransparency of transactions.

7.1 Background
(a) Presentation of legal persons
Typesof legal persons

342  According to Law 200®3 of November 3, 2008macting the Commercial Companies Code, there
are five types of companies in Tunisgeneral partnershipsgciétés en nom collegtifimited partnerships
(sociétés en commandite simpl@intly owned companiessfciétés en participatign limited liability
companies qgociétés aesponsabilitélimitéed SARL and joint stock companiesdciétés par actions
which canbe eitherpublic limited companie¢sociétés anonym@sSA or partnerships limited by shares
(sociétés en commandite par actipns

343 The SARL is the most common form of company in Tunidiais an accessible structure ias
requres a smaltapital contribution1,000 or the equivalent in foreign curreneyida limited number

of founders at the time of its establishment (one only for sole proprietorships and a minimum of two for a
traditional SARL). The articles ofssociatiorior SARLsmust include information on the founding legal

and natural persong\ register of partners is kept at theadoffice under the responsibility of the manager
(Article 111 of the 2000 law)When the share capital is equal to or excd22i8,000,the partners must
appoint an external auditor (Article 123 of the 2000 lal®)r SAs, external auditors are appointed by the
General Meeting of Shareholders upon the full subscription of the share capital (Article 172 of the 2000
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law). Theexternal audorsensure that the register of shareholders is maintained and updated, by the SA
itself if it is not listed or by theecurities brokemi the case of SAs listed on the stock exchange

Commercial Regiser

344.  According to law 9444 of May 2, 1995 on th€Eommecial Register amended by Law 20106

of April 14, 2010, legal persons must apply for registration tordyistry office of the court in the
jurisdiction in whichtheir headoffice is located Theregistraris required to verify the documentation and
continuous consistenchetweenthe information included in th€ommercialRegisterand the actual
situation In parallel to the local commercial registheld at the courts of first instance, a central regist
including all information and instruments, held by the National Institute of Normalization and Industrial
Property (INNORPI) and centralizes the information included in each localeelgisated in the offices
of the registrarsof the 27courtsof first instance and thd onestop shops of thindustrial Promotion
Agency (API) for Tunis, Sousse and Sfax.

Associations

345  The other legal persons are nonprofit organizat{d¥0s)in the form of associationsDecree
Law 88 of September 24, 20Eliminatesthe licensingandprior authorizatiorproceduesand establishes
adeclaratiorregime thusguaranteeing the free establishment of associtibney can be created by two
or more Tunisian or foreign natural persons who decide to werknanently forthe achievement of
objectives other than profitWhile the system for the establishment of associati@meclaratory, it is
nonetheless necessary to obtain certificatimm a court officernotary that the form andcontent
requirements fothe documentbave been metThe association is deemed tolegally established once
the registered letter with acknowledgment of recéigs beensent to the Secretary General of the
Government, buit does not acquire the status of legal person until theodigtablication in the Tunisian
Official Gazette Thesupervision of associations is limitedhe supervisory authority héigite resources
(see Section IV of the DAR), although an external auditor must be appointed when the resfoiinees
associationexceed DL00,000 For more information on the legalrangements for associat®nsee
Section Ill, Recommendation 8, of the Technical Compliance Report

346 Statistics on companies in Tunisia (the mission was not able to obtain statistics on the number of
foreign companies operating in Tunisia):

Data on legal pesons, 2014

Type Number
Private limitedliability company §ociété privée a 124,020
responsabilité limitée
Public limited companysociété anonyme 6,228
General partnershigsociété en nom collectif 204
Limited partnershigsociété en commartdi 66
simple
Jointly owned compan(société en participation -
Association 17,750

Source General Directorate of Taxes, Ministry of Finance
(b) Presentation of legal arrangements
347. T u n i satioaadlaw does not provide for trusts or similar legal gearents in Tunisia and these
arrangements do not exist in pract@@eording tanformation collected by thassessment teams trusts

are not specifically prohibited in the national laws and regulations, it is possible in principle for foreign
trusteedo establish business relations with Tunisian financial institutions or DNFBPsfdogign trust
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or similararrangemento own assets in Tunisjeor for a Tunisian lawyer or any other person to act as
trustee/manager of property located abroad or insTamor on behalf of a trust established under foreign

law. Despitethis, no specifi@ntrmoney launderingneasure is provided by Tunisian law or the AML/CFT

law to identify beneficial owners and ensthetransparency of transactiong/e should notehat foreign
trustees are not required to declare their status to financial institutions (or DNFBPs) when they establish
business relations.

(© International context for legal persons and arrangements

348 Tunisiais not an international center for the establishamtadministration of companies or legal
arrangementsNonetheless, the increase in the number of irpgpbrt companiesthe corporat@urpose

of whichis contested controlled by a growing number of foreign nationals (particularly LiSy&na
reant source of concern for the Tunisian authoritiscording tathe CTAF, STRson highvaluefinancial
transactions conducted by legal persons owned by Libyans (internationalctragenies service
providers, etc.) without real activities in Tunisiarei@nalyzed and referred to the courts, as the origin of
the funds could not be identifiedt should be noted thatith the recent increadn the flow of refugees
crossing the border, the number of Libyan nationals in Tunigigiig, reaching Imillionin 2015, or

10 percenf the Tunisian population.

7.3 Effectiveness Immediate Outcomé (Legal persons and arrangements
(a) Information on legal persons and arrangements

349  Tunisia has mechanisms identifying and describing the various tgpes,and chaacteristics of

legal persons that can be established under TunisianThesvarious forms of company are described on
some websites? The procedures and the list of documents required for the creation of legal persons are
also accessible to the publim cseveral official websites® Similar information is available for
association8.®

350 A wide range of basic information on legal persons is availabkygistries maintained hifie court

of first instance As well, the establishment of a central registry iiNORPI facilitates public access to

this information, includingccess bgntities subject to the AML/CFT provisionRepresentatives of these
entitiesandthe public authorities interviewed by the mission are satisfidtdINNORPI6 s opandat i on
consder its information to be reliable.

(b) Identification of the risks and vulnerabilities of legal persons

351 The Tunisian authorities have thus feot taken any comprehensive structured action to identify

and assess the ML/FT vulnerabilities of legal pessdny type of company, sector, etélowever, the
authorities have a good understanding of the risks related to the abusive use of companies for money
laundering purposes, particularly the laundering of the proceeds of corrufif@se risks have been
targeted bythe CTAFand thelaw enforcemenauthorities 29 cases referred tbe courtsoy the CTAF

3 7For example,http://www.tunisiesociete.com/index.php/fr/constitutismcieteentunisie/guidede-linvestisseur
[formesijuridiguessocietesunisieor http://www.blogavocat.fr/space/mathieu.croizet/content/tunisignthesedes
-principauxtypesde-societescommerciales _ada8da@&lr474ebb95594665b9b127fc

3 8 or example, the Commercial Register webskttp://www.registrecommerce.tn/guide.htnalr the website othe
Ministry of Industry, Energy and Minettp://www.tunisieindustrie.nat.tn/fr/home.asp

3 %0n the website of the Associations Advisory Counhiip://bacassociations.tn
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out of 80 involedthe use of shell companies and, according to the judicial authorities, a large number of
cases involed the laundering of the proceedt aorruption connected with the former Ben Ali regime
involving Tunisian companies, in some case held by foreign companies (companies registered in Panama,
the British Virgin Islands and other financial centers).

352  Moreover, on the basis of suspicious tratisa reports received and processedhsyCTAFand

the strategic analysis of these cases, the companies involved in the international trade and services sectors,
particularly offshore companies (Tunisian companies doing busireksigely with nonresidnts), post

office box companies and companies involved primarily in technical assistance and consulting were
identified as particularly vulnerable to money launderingypology exercises involving companies
operating in foreign trade established in taxdns or shell companies were publishetheyCTAF More
in-depth risk analysewill be conducted of these vulnerabilities in the context of two sectoral stgies

the CTAFSteeringCommitteeon the abusive use of legal persons operating in the intarabtrade and
services sectorThe results of theestudies will be take into account in the national study MIi/FT risks

by theSteering Committetor the National Risk AssessmenThe riskshavethus been identified but they

have not yet given rige specific coordinated mitigation measur#ge should note in particular that gee
sectors are not considerexberisky by the entities subject to the AML/CFT provisions

353  The abusive use of associationstroristfinancing and money launderinganticularly the illicit
financing of political parties, is a concern that is largely shared by the Tunisian authorities and the private
sector This vulnerability will be the subject of a third sectoral study commissioned bgttexing
Committee the results of which will be taken into account by the Steering Committee responsible for the
National Risk Assessment

(c) Mitigating measures to prevent the use of legal persons and arrangements for ML/FT purposes

354  In the case of companies, the objective ofNlagional Risk Assessment, particularly the sectoral
studies on international trade and services companies and associations, is to identify and introduce specific
measures to ensure that these structures are not used for criminal puAmtesse studiehave not yet

been completed, no specific measure has thus far been adopted by the authorities in these areas, apart from
the transparency measures contained in the laws and regsilafioliowing the AML/FT evaluation in
2006,Law 2010615 on theCommeréal RegisterandLaw 200093 on the Commercial Companies Code
enhancd the transparency measuggplicable tacommercial companies (see Technical Analysis Report,
Annex 1) Moreover, the establishment of INNORPIlasstepforward as it makes it possibte obtain

reliable information on companies

355  Significant measures have been adopted by the authorities to de#hestecific risks related to
the abusive use of associations for the financing of terrpirsparticular

a. the decision to suspend the wities of 157 associations suspected of facilitating the
departure of young Tunisians wishing to fight for extremist and terrorist organizations
Syria or Irag

b. the creation in the Secretariat General of the Government of a General Directorate of
Associdions (Decree 2013573 of November 8, 2013) to enswureersight of nonprofi
legal persons

c. the adoption by the central bank of@idancedated November 7, 2013 imposing enhanced

customer due diligence measures for the opening of accounts and ovefrdigahaal
operations of associations and political parties
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356. It should be notethatthe General Directorate of Associations hamallstaff of6 officials, which

does not allow it to ensure continuous effective supervision of the associations settbe mspections
conducted are ad hpon the basis of requests from the Ministry of the Interi®his directoratevas
nonetheless involved in the case of the 157 associations whose activities were frozen for the purposes of
conducting paper trail ingtigations Following these investigations, of the 157 associations were
suspended (see Section Il of the DAR for more information on the supervision of associations).

357. The CTAFhas conducted awarenasssing with banks to ensure that they pay pamicattention

to business relations with associatiamg political parties Nonetheless, the attention on associations has
focused primarily on the financing of terrorism and less on the rigkarfey laundering Typology
exercisesonductedy the CTAFare published in thannualreport of the unit and are accessible to those
subject to the AML/CFT law

(d) Reliable andaccurate basic and beneficial ownership information on legal persons
Basic information:

358 The fnancial institutions and DNFBPs interviesvand the competent authoritieen obtain basic
information on legal persons created in Tunisia in a timely manrer authorities indicated that they did
not have difficulty in obtaining satisfactory informatiohe use othe INNORPI site is prefered in the
search for basic informationThis website provides official information that is updated every 24 hours by
means of aystem fodata synchronization with the local registof the courts and the cent@bmmercial
Register The following infamation can be found therdegal information entered into ti@ommercial
Registerandthe financial statements and articlesas§ociatiorof Tunisian companiesA fee is charged

for access to the various types of informatiddased on the informatiomeeded, the price varies between
D5 (for the identity record of the company) dp20 (for theentirefile of the formalities ompletedby the
company): ° However, the information available in the various registries is not always dgte The
obligation to update the informationeportedto the CommercialRegisterin the case of changes is
establishedby the law of April 14, 2010, but no effective oversight measures are assigned to the personnel
responsible for theommerciaregisters The accuracy ahe information can thereforetbe guaranteed.
Furthermorethe transfer of shares is not subject to the publicailbigation for SAs whosatrticles of
association do not include transfer conditions.

359  For companies listed on the stock exchangegbiserof stocks and bonds kept by thesecurities
brokerand there is therefore no problem in obtaining information on sharehokd®ranlisted companies,
the register of shareholders is kept by the company itself, which must report it to theidfihbarket
Board The external auditor may obtain an interim ex parte order frorooiime to obtain the information
needed on the shareholders

Beneficial ownership hformation:

360,  The identification of beneficial owners in Tunisia involves the use ofimtion contained in the
CommercialRegisterand information held by entities subject to the AML/CFT provisions under the
customerdue diligence measurewhich involve the obligation to take reasonabtepsto identify the
natural persons controlling lagal persorand requires the involvement of the powefsthe judicial
authorities in the case of chains of companlaspractice, the entities subject to the AML/CFT provisions
and LEAsinterviewed by the mission indicate that they need the articlassofciatiorandan extract from
the CommercialRegiser for the identification of legal person3hese entities acknowledge encountering
difficulties in identifying beneficial owners when thaeea link with other countries and in the case of

40D15,000 must be paid to obtain the articles of association of the legal person.
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chains ofcompanies When a company is held by another company GbmmercialRegistermentions

only the name of the shareholding company and does not indicate the natural persons ultimately exercising
effective control overthat company If the shareholding copany is Tunisian, consultation of the
CommerciaRegisteregardinghe second company is possiblthelaw enforcement authoritiésdicate

that they have no difficulty in this kind of case, which they frequently encou8ignificant difficulties

were reported to the mission by thesame authorities irtases ofarrangements involving foreign
companieswhere the identification of beneficial owners is compiErot impossible.

361  Another weakness of the Tunisian mechanism concerns the possibility dompany to be
appointed as a member of the board of directors of an SA, without the identification of the beneficial owners
of that company being requdeOnly natural pers@maybe appointed, bubey arenot obliged to identify

the persons on whosehadf they areacting

362 Regardless of the effectiveness of the legal framework in Tunisia, the importance of the informal
sector in Tunisia constitutes an obstacle to obtaining accurdtedate information on economic agents
The informal sector is estaed to represent between@ercentand 50percentof total economic activity

(e) Sanctions

363  The Tunisian legal framework estabksia system of sanctions against persons vawod comply

with the transparency requirements for legal persadswever,the sanctions established are neither
effective nor dissuasive for example a fine of justD100 toD1,000 is provided for any inaccurate or
incomplete information providein bad faith for registration No statistical data were provided to the
assessmerteamregarding theapplicationof the system of sanctionbut he indications the teamiid
receiveshow that thesanctionssystem is not implemented in practicEhe commercial courtegistrar
verifies the documentation and must ensuretminuousconsistency between the information registered
andthe actual situation of the legal persbnt in practice this task is jeopardized by the lack of dedicated
personnel

364 No statistics were provided to tlssessmerteam on the number of criminal prosecnscand

ultimate criminalor administrative sanctions, such as judicial osder the winding up of entigésin the

case oftheir refusal toprovide informationBased on information received by the assessment team, this
sanction regime is not implementaud Tunisia where violations of transparency requirements are not
detected or sanctioned. This lack of implementation prevents assessors from assessing the effectiveness of
such.

365  Finally, Tunisia has not established central criminal recfindlegal persos As a result there is
no centralized access to information on criminal convicttbasmay have been handed down

(f) International cooperation to request and provide appropriate assistance in the identifaatisharing
of informationonlegal pesons and arrangements

366 Access to basic information on Tunisian legal persons is available online via INNGOREI
information is available in French and Arabic.

367. In general, the national authorities, includitige CTAF and the law enforcement authorities,
consider the quality of international cooperat{srcoming and outgoingon the identification and sharing
of information on legal persons to be satisfactoAt the request of a foreign authority, the competent
Tunisian authorities fully use their invagtive powers to collect and provide tteguired information to
those authorities in a timely manner (see Section 8)
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368 In the case of foreign legal persons, the PuBt@secution Officehasindicated that it depends
entirely on police information obtaidevia international cooperation tettersrogatory address to its
foreign counterparts

369  The responses from the countries asked to provide feedback on international cooperation with
Tunisia did not indicate any particular difficulties regarding the tual information received on legal
persons ohow quickly such information is normally provided.

| DENTIFICATION OF BEN EFICIAL OWNERS

Identification of beneficial owners is partially possible in Tunisia. In circumstances where share
and members othe boardar e not acting on another pers
access to basic information on legal entities and beneficial owners when the shareholders ar
persons or other Tunisian companies. In an investigation settivay, aattors such as lawyers, notar
accountants or real estate agents may also help identify beneficial owners.

However, some difficulties deny Tunisian authorities timely access to basic and beneficial
accurate and up-date information:

1 Updaing data contained in the registries is not effectively implemented.

1 The AML/CFT law requires entities subject to its provisions to identify beneficial ow
However, the financial institutions and DNFBPs interviewed by the team do not &
distingush between the concept of legal ownership of the legal person and the con
beneficial ownership. The implementation of customer due diligence measures is limite
banking sector and very insufficient among DNFBPs. Entities subject to the/G&VIL
provisions interviewed by the team indicate that they simply use the articles of associi
the company and an extract from the register for purposes of identification.

1 The Commercial Register indicates only the largest shareholder, in the easengpany, an
does not mention the natural persons that ultimately exercise effective control over the c¢

1 The identification of beneficial owners in the case of chains of companies with a link tq
countries is difficult and requires the implentation of international cooperation, which d
not always make it possible to obtain the information in a timely manner.

1 A company can be appointed as a member of the board of directors of an SA without
necessary to identify the beneficial owsef that company; only a representative natural pe
must be appointed.

1 The transfer of shares is not subject to the publication obligation for SAs ahades of
association do not include transfer conditions.

1 Inthe case of shareholdersoembers of the boagatting on behalf of another person, includ
under a power of attorney, the Tunisian legal framework does not include any requiren
disclose the identity of the person designating them.
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Conclusion

370  Tunisia has a systeml@hing public access to information regarding the establishment and types
of legal persons (5.1).

371  The ML/FT risk assesment linked to the use of legal persons is not complete. However, it is clear
from the assessor 6s i nt ersiuéer&avisis a4 high trisk Jeator iarsdithen au't
identification of concrete measures to feice the national system is one of the objectives of sectorial
studies planned by the steering committee of the CTAF. In the case of terrorism financing risks terough t

NGO sector, suspension measures were taken against NGOs (5.2 and 5.3).

372 Obtaining basidnformation and information on the beneficial owners of legal persons in cases
where shares are held by other Tunisian compamieagh consulting the registersmimde difficult by the
absence of a disclosure obligation for shareholdersrambers of the boatcting on behalf of another
personnominee shareholdersfhe absence of a publication requirement for the transfer of shares for SAs
whosearticles of asociation do not include transfer conditicadsto practical difficulties identified in

the implementation of the update of data in the registers. Difficulties are also perceived by the authorities
in cases where foreign companies own share in a Tumisiapany because the identification of beneficial
owners relies on international cooperation and cannot be done in a timely fashion (5.4).

373  Tunisia doesot have a legal framewosdpplicableto truss since these legalrrangementare not
known.However, sncetrusts are notexplicitly banned according to national legislation, it is possible for

foreign trustees to establish business relationships with Tunisian financial institutions or ®diFBPa

foreign trust or similar arrangement to own pedjes inTunisia A Tunisian lawyer or any other person
acting as a Atrusteedo/ manager of a property abroa
can similarly act in various circumstanceslight of this situation, no particular measus stipulated by

Tunisian lawsincluding théAML/CFT law to identifybeneficialowners and guarantee the transparency of
transactions in line with AML measures (5.5)

374 The Tunisian sanctions regime against persons violating information and transparency
requirements is not effective, proportionate and dissuaSivly. finesare stipulated and setions are not
applied in reality, since the means available to commercial court clerks are limited and do not allow for an
effective verification of information(6)

375 Tunisia has achieved a lovlevel of effectiveness for Immediate Outcome.5

7.4 Recommendations on legal persons and arrangements

9 On the understanding of the ML/FT riskhe SteeringCommittee should finalize the three studies
in progress However,beyonda sectoral approach based on the strategic analysis of the STRs
which are mainly submitted by banlesmore comprehensive, cremstting analysis methodology
should be adopted for the risks related to the various types of legal pargbskouldnvolve
other persons subject to the AML/CFT provisidriacluding lawyers and auditors, who provide
services for the creation and monitoring of companies, particularly the audit of the acddhets
supervisory authorities for the legal persons concerpadjcularly associations, should be
involved in these exercised his study should provide a better understanding of the situation in
the country as regards trusts and other similar legal arrangements

1 On the verification of the basic data on legal pessancrease the resources assignetheunits
of the commercial courts responsible for verifying the documentation submitted to the regpstries
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thattheyhave the resources needed to ensure the continuous consistency between the information
in the regstries and the actualtuationof the companies

On the identification of beneficial ownerJunisia should review its legal framework to include
the obligation to identify the beneficial owners of legal persons and the obligation for foreign
trusteesd declare their status tiee entitiesubject to thML/CFT provisions when they establish

a business relationshipConsideration should be given the establishment of an effective
mechanism for the provision of adequate, accurate arid-dgte infomation on the beneficial
owners of legal persons, for example via the informatioprded inthe commercialregistersor

by other means

Review the legal framework applicable to legal persons to impose an obligation for nominee
shareholderand board mendysto divulge the identity of the person that appointed them

Review Customer 6s Dhraughlhe isSsuanee mfcaalirectiee dramuiesrs |

to introduce a requirement fparties to a trust to declatikeir status to financial institutions a

well as DNFBPs whenever they establish a business relatiohshigia should condugirograms

for awarenessaising andhemobilization of persossubject to the AML/CFT provisioriavolved

in the life of companies (lawyers, notaries, accountants atitbes) who for the moment do not
implement a preventive AML/CFT system and thus do not reduce the risks of abusive use of legal
persons for ML/FT purposes

Tunisia should review its system of sanctions for violations of the transparency obligations by
legal persons to make them more effective and more dissud$iedduman resourcesssigned

to theregistry officesof the commercial courts should be increased to ensure implementation of
the system of sanction3 he resources of the units responsibletfacking the activities of
associatiosshould also be increased

90



8. INTERNATIONAL COOPERATION

Key findings

1 Therehasbeen increased international cooperation since 20tas®s relating tthe corruption
of the former regime and the laundering of itsfigo Tunisia seems thavean open andg
collaborative approach to international cooperatidawever, a lack of resources and/or priot
can delay or hamper the provision of the full support required by the foreign authorities.

1 Several requests for matiuassistance in these cases have led to the identification, s¢
freezing, confiscation and repatriation of asgefunisia (includindJS$28million in Lebanon,
two yachts in Spain and Italy and two aircraft in France and Switzerland).

1 Despite progess relatedin particularto the efforts deployed in the context of theb Forum
on Asset Recovergnd the plenaesof the StARInterpol Global Focal Poiftletwork on Asse
Recovery, numerous requests for mutual assistance or extradition have nailfieshand
some requests have been considered insu

1 The CTAFhas developeits informationsharingwith foreign FIUssince its admission to th
Egmont Group in 2012ndin the context of bilateral mesmanda with nonmember countries
the Egmont Group These counterpar{®articularly in Lebanon and Jordan) have considg
the requestto bevery satisfactory or satisfactory

1 The Criminal InvestigationDirectorate provided theassessment teamwith examples of
assistancerovidedto their foreign counterparts in cases of ML/FT and related offenses

8.1 Background

376 Tunisia has signed bilateral mutual assistance agreements with numerous countries (list.attached)
Requests for legal mutual assistance areived by the Ministry of Justice and, in some cases, the Ministry

of Foreign Affairs For extraditios, the Ministry of Foreign Affairs receives tlfiles and transfers them

to the Ministry of Justice focheckng to ensure that they are in ordén emegency procedure exists that
allows for the direct exchange letters rogatorypetween judicial authorities.

8.3 Effectiveness Immediate Outcome 2 (International Cooperatipn

377 Tuni siaods | egal framewor k all ows \ilecommercial r a d i
and criminal mattersExtradition and mutual legal assistance are autholizéige signingof various types

of agreements international agreements or treaties and simplified agreements such as protocols and
memoranda.

378  While judicial cogeration between Tunisia and many countries is mainly bilafBualsia is a
signatory to theConvention on Mutual Legal and Judicial Assistance concluded by the Arab Maghreb
countries (Ras Lanouf, March1®, 1991),the ArabRiyadh Convention on JudiciaCooperation and
Extradition, and the Merida Convention.fU ConventionagainstCorruption) The latter convention has
been invoked by Tunisia on numerous occasions in the context of international investigatidnsted
sinceFebruary 2011 for the freeng and recovery of assatsisappropriatedy officials of the former
regime headed by Ben Ali.
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379  In cases in which there is no convention, Tunisia can respond to efprestitual assistance on

the basis of reciprocitylLetters pgatory or requests farternational mutual assistance are recetteaugh
diplomatic channels and transmitted to the Ministry of Justidéenthe file arrives at the Ministry of
Foreign Affairs, it isforwardedto the Ministry of Justice (General Directorate of Criminal Affawithin

one week and then within two weeks toitheestigathgjudge The file is then sent by mail by a competent
employee of the International Cooperation Departmdittere is no specifimechanisnfor assessing or
prioritizing requests for ass#ice but an emergency procedure can accelerate the sharing of information
between judicial authorities

380.  While Tunisia states that it has taken measures to ensure that mutual legal assistance is provided in
a timely manner, there are no official statistesy ai | abl e regarding Tunisi abo:
requests

Mutual legal assistance

381 Based on the findings of the assessors, international cooperation in the combating of corruption has
developed significantly since 2011.

382  Tunisia has given priority to iy mutual legal assistance for investigations into corruption and
money laundering related to the corruption of the former regime of President Bdviakly requests for

mutual assistance were nonetheless based solely on the lists of persons undan sushnot on a precise

and detailed presentation of the facts, which has harmed the effectiveness of thesefaffbesequest

of several countries, the Tunisian authorities subsequently provided more detailed documents and analyses
to the foreign athorities contacted

383 Table 16 Statistics provided by the General Directorate of Criminal Affairson the Number
of International Letters Rogatory Issued against Former President Ben Al

Initial Letter Supplementary Letter
Total
Rogatory Rogatory

Arab countries 15 12 27
Europearcountries 23 22 45
Countries in the Americag 8 7 15
African countries 2 0 2
Total 48 41 89

Source Statistics from the Ministry of Justig@riminal Affairs.

384  Tunisia indicates that thievestigathg judgessent a total of 26 arrest warrants to Interpol in
connection with cases of corruption and money launddinikgd to the former regime

385  According to figures provided by the Ministry of Justice, Tunisia sent 60 itéti@rs rogatory
(CRIs)between 2011 and 20khdrecaved:

0 35partial execution responses
0 20nonresponses

0 5 negative responsg®r nonpresence in the country of the assets of the persons in
question.

386. During the same period, Tunisiadicates that it received 9 CRIs, which were executed. No
statistics wes provided on the CRIs involvingL/FT.
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Table 17: Number of CRIs received and sent

# of
CRIs

# of CRIs
sent

# of partial
executions

# of negative
responses

received

# of non
responses

Assets and amounts
repatri ated

Algeria

Morocco

Saudi Arabia

Qatar

United Arab
Emirates

Lebanon

France

Switzerland

Italy

VR RR] A NN RN

Spain

Canada

USA

Luxemburg

Belgium

TIWIN|OTW[WIAOIN] W [N

Argentina

U.K.

WIWIRFRWINOTWW||O|W| 0 |AINFIN

W[

TOTAL

60

35

5

(Statistics provided by the Ministry of Justic€riminal Affairs)

387.

The overall statistics provided by the General Directavbt@riminal Affairs indicate that Tunisia
sent 354 requests for mutual legal assistanckiding 100 requests for mutual assistance relating to money

laundering, 3 relating to terronsand 105 relating to corruptiont received 254 requests for mutledal

assistance, including 12 relating to money laundering, 1 relating to terrorist financing and 2 relating to
terrorism The requests for mutual assistance primarily concern corruption and do not fully correspond to

the risks of terrorism anrrorid financing.

Table 18: Mutual Legal Assistance and Extradition requests.

Requests for Mutual Legal Assistance Extradition Requests
Received Sent Received Sent
All crimes 222 146 16 22
Corruption 11 105 2 9
Money laundering 12 100 - 6
Terrorism 8 3 - -
Terroristfinancing 1 - - -
Total 254 354 18 37

(Statistics provided by the Ministry of Justic&eneral Directorate of Criminal Affairs
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388

During the meeting, the Ministry of Justice also provided the assesibrtha/following tables,

which show resultdifferentfrom those shown ithe previous tables

Table 19: Number of CRIs received and sent

CR ' Sent ' Received

Provided In process Provided In process
2011 19 14 41 17
2012 6 9 30 10
2013 9 16 28 16
2014 0 23 13 56
Total 96 211

389 These statistics on mutual legal assistance indicate that Tunisia received 211 requests for mutual
legal assistance and responded to IO statistics provided by the Tunisian auities indicate that some
requests for mutual legal assistance received since 2011 have not yet had a.r@$massessment team

did not receive any precise information on the execution of the reqeestvel and the reasons for the

delay The syseém for the management of the files within the Ministry of Justice is still very.basic

390 Tunisia has also sent numerous requests for mutual legal assistance

391  Severalletters rogatoryand requests for the freezing or seizure of assets have been executed by
foreign countries, for example

1 CHF34.5million confiscated by Switzerlandrhe recentepatriationof the funds was
decided by th@rosecutofzeneral of the Confederation but an appeal procedure is under
way.

1 US$28million confiscated by Lebanon

1 Two yachs returned by Italy and Spaind two aircraft returned by France and
Switzerland

392 In 2014, at the request of Tunisia, France froze the financial assets of two nonprofit organizations
owing to suspected or established relations with the financing ofisenroSeveral buildings located in

Paris were seized by the French judicial authorities at the request of their Tunisian counterparts in the
context of procedures for the recovery ofgdittengains

393  Several countries have provided comments on the gadilihe requests fanutualassistance from

Tunisia In February 2011, for example, one country received a request for assistance for the identification,
seizure, confiscation or repatriation ofdibttengainsthat might be located on its territorieghe authorities
indicated that Tunisiabs request contained insuff
its territory (location of the assets, individuals, transfers,.ef@espite these deficiencies, the authorities
conducted th@reliminary investigations Although a large number of requests for information (property

titles, bank accounts, etajere madethey were unable to identify the goods covered by the reqlrest

the end, in the absence of specific information conngthia persons indicated, the offenses or the assets

to the country in question, the assistance that i
394 The country thus suggested that in future the following information could be included in the
reques
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a description of the presumed offenses;

a declaration providing a summary of the facts and the relevant laws

the subjectof the request

any specific information that could help the Australian authorities in processing the request
(for example, the carection to Australia, including known bank accounts, travAlustralia,
contact with Australian individuals, etc.).

= =4 =8 =9

395  Many foreign authorigs have requested fu@mentary informatiosimilar to thatmentioned by

the above country In the context of meetgs of the Arab Forum on Asset Recovery in Doha (2012),
Marrakesh (2013) and Geneva (2014), as well as those organized alongside thespittiae StAR

Interpol Global Focal Point Network on Asset Recovery in Lyon (2011) Amman (2012), Bangkok (2013)
andVienna (2014), the Tunisian authorities have endeavored to complete and exjlaiuinests to the
numerous countries concerned by these cases (in particular France, Switzerland, Lebanon, Italy, Spain,
etc.).

396. These matters and the cases discussedtiatteam show that the Tunisian authoritiegetsent
numerous requests for mutual assistance to their foreign counterparts that were insufficiently substantiated
or lackedthe necessary details for analysis and execution of the reqiestscases conaged terrorism
and its financing, with the accemince 2011clearly on corruption and money launderingrhe
contradictions between the figures santlithe figures obtained esite during theassessmemission and
the lack of clarity regarding the datasdthe purpose of the data transmitted makedifficult to assess
effectiveness in the area of international cooperatiém effort to establish ahupdate the data on
international cooperation is needékhe system for the managemenfilefs at theMinistry of Justice does
not allow for optimal, comprehensive monitoringfibds andstatistics and response times are sometimes
very long The Ministry of Justice clearly has insufficient resources and is not well orgariziednal
coordination hadeen provided by the Committee for the Recovery eGétten Gains in the case of
transnational cases relating to corruptiorhis committee ceased opéoaisin 2015 and, by definition,
covered only certain rislsuch as the financing of terrorism amdugygling A similar bodily to mobilize
and coordinate the varioysarticipantsin judicial and administrative cooperation would appear to be
necessary for proactive management of the international aspautmef launderingterrorist financing,
corrupton, smugglingand transnational trafficking cases

Extradition

397. Extraditionrequestsre addressed to the Tunisian government via diplomatic charielseare,

however some limits on extradition to the extent that Tunisian citizens cannot be extratieg can
however,be prosecuted and judged directly by the Tunisian jurisdictions for offenses committed abroad
The quality of the assistance provided by Tunisia in the area of extradition does not seem to pose major
problems despite the limited nuntti cases received by the Tunisian authorities since 2011 (19 requests
for extradition).

Table 20: Extradition requests sent and received

Year Sent Received
2011 21 2
2012 8 6
2013 8 5
2014 7 6
Total 44 19
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398 No accurate statistics were provided regarding the number of extradition requests executed,
whetherinvolving ML/FT offenses or not According to the Tunisian authorities, in 2014 and 2015 two
persons were extradited to Italfhe assessment teanas no knowledge of a system for managing cases

or any mechanisms to allow the competent authorities to select and prioritize requests

Otherforms of international cooperation

399 Tunisia is a founding member of MENAFATRavingplayed an important role in its creat and
expansion by attending the preparatory meetitigs also a member dhe Mutual Evaluation Working
Group and the Typologies and Technical Assistance Working Group.

400 Moreover, thecentral bankcan conclude bilateral cooperation agreements withstpervisory
authorities of foreign countries that specifically includBrmationsharing Since 2007, the BCT has
concluded five cooperation agreements with its counterparts in foreign central bpakigically the
central banks of Morocco, Luxembufgomania, Portugal and Syridhese agreements cover the various
aspects of cooperatiomformationsharingand bank supervision, particularly in the case of the agreement
with the Central Bank of Moroccarhe mission does not have enough informatiassess the quality of
the cooperation with foreign supervisory authorit&sthe only comments provided by the countiiies
response tguestionnaires covered either mutual legal assistarinbomationsharingbetweerfinancial
intelligence units

401 A draft agreement to govern coordinatamongthe various supervisory authorities, including the
Ministry of Financehas being prepared but has not yet been signed

The CTAF

402 Informationsharingby the CTAFwi t h f or ei gn FI Us h a snembashien pl ac
in the EgmonGroup in 2012 ia its secure channgEgmont Secure Wet? Information is also shared in

the context of bilateral memoranda of understanding, particularly with countries that are not members of

the Egmont GroupThe CTAFalsorequestsassistancéom its foreign counterpartsFor example, one of

these counterparts provided the assessors with the followinglmteeen 2011 and 2014, this counterpart

received six requests frothe CTAF, one request from the Tunisian judiciatlarities and three requests

from the Tunisian embassyut of these 10 requessix were considered very satisfactory or satisfactory.

403  Similarly, the CTAFfollowed up on requests for information from its foreign counterpartse
financial intelligencaunit of one country indicated it had received a request for informationtfre@TAF
that it deemed to be complete and accurag&aother counterpart indicated having received a full and
satisfactory response in August 2014 to a request st tOTAFin February 2014 following the signing
of a memorandumOn the basis of these responses, the team is satisfied with the way irthveh@hAF

is cooperating with its foreign counterparts.

404. It should be noted that thisformationtsharings based on two eential principles confidentiality
conditions that are at least equal to thoshefCTAFand use of the shared information solely for financial
analysis in the processing of reports of suspicions of money laundering and terrorist finahlegng

41Since 2012, Tunisia has participated in the various meetings of the Egmont Group: Egmont Group Plenary of
July9-13, 2012 (Saint Petersburg, $3ia), Egmont Group Plenary of Juhp12013 (Sun City, South Africa) and the
Working Groups of January 225, 2012 (Ostend, Belgium).

42Egmont Secure Web is a secure internet system that allows members of the Egmont Group to communicate via
secure amail to request and share information on cases, typologies, analysis tools, etc.
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information shared can be transmitted to the judicial authorities on either side only with the explicit prior
agreement of the party concerned

405 In 2013, the number of requests for international cooperation declined to about 75 requests, as
against 91in 2012 These requests for informati@ne brokerdowninto 49 received an#é6 sentto and

from the financial intelligence units in various countridhe statistics show that the greatest number of
requests involved France, at 19, followed by the United ArabdEesimvith 10.

The criminal investigationservices

406. Tunisia has a seat on the Council of Ministers of the Arab Convention on the Suppression of
Terrorism Tunisia has signed agreements on organized crime with several foreign countries

407. Thecriminal investigéion serviceplay a central role in international police cooperation anve ha
an important responsibility for the coordination of information with foreign police for@moperation
with foreign police forces essentially takes place via Interpol andrdieLiaison Officein the context of
theCouncil of ArabinteriorMinisters The cooperation is aldmsedn direct contacts established between
some police forces and their counterparts at embassies in Tunis.

408 The criminal investigation servicegrovidad the assessment teamith examples of assistance
giventheir foreign counterparts regarding predicate offenses:

0 The interception of Diallou Ramatoa,Malian national, who was attempting to smuggle
1,500 g of cocainelnformation received by BIS Tunis vi its counterpart in London

0 Interception of the ship Normad transporting8. kg of cannabis and the arrest of four
Spanish nationals Information from the securitattachéof the Embassy of France in
Tunis.

0 Arrest and extradition by Interpol Tunis t@ally of five individuals sought internationally
over the past three years

409  Statistic provided by theriminal investigation servicam international cooperation:

Table 21: Assistance requests received and issued

. . Assistance Assistance Requests
Assistance Requests Receive .
Offenses Requests Issued in Process
2013 2104
Fraud 5 5
Assets 1 4
Money 5 3 23 15
laundering
Tax evasion 1 2
Information on 9 3
companies
11 17 38

4100 The statisticsndicate asmall rumber of assistanagequestselating tomoney launderingOut of
38 cases in 2013014, 15 have not been process&étie assessment teadid not receive information on
the time required to poessand execute requests or the quality of the requasticied Moreover, the
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authorities did not provide statistics on requests sent by the police to its counterparts although there are
significant donestic cases involving smuggling ardhfficking of migrants or drugs thanclude
internationalconnections

Cugoms

411  Tunisia participates actively in the activities of the World Customs Organizaltiothe region,
thematicoperational meetings have been organized very regularly to promote the rapid circulation of
information The Tunisian General Directorate ofis€oms constantly develops partnerships with partner
government departments and also with counterparts in countries such as Italy, France, Algeria and Libya
owing to the volume of information shared

412 Tunisian @stoms participates in various internationpétions for the detection of smuggling
and illegal immigration Participation in these operations is concentratednfarmationsharingwith
foreign customs authoritiesOne of the missions of the Customs Investigatidirectoratehas been to
participate at the international level in investigatioetating toefforts to combat fraud and to ensure
coordination of research with regional customs departments and to collect information

413 In the absence of statistics, it is difficult to assess the effeetbseofCustoms in the area of
international cooperation

Conclusion

414,  Judgingon the basis of quantitative and qualitative information, Tunisia has clearly adopted an
open and collaborative approach in the area of international coopei@tasting from ero in 2011, a very
significant effort has enabled the Tunisian authorities to launch complex mutual legal assistance procedures,
some of which have resulted in concrete results (e.g., the recovg8829 million from Lebanon held in

an account of the spise of former President Ben Aldther assets, including two airplanes and two yachts
owned by former officials or their associates were recovered in the context of requests sent to foreign
authorities Administrative cooperation mechanisms have beeerldped (membership tiie CTAFin the

Egmont Group, signing and implementation of memoranda,. étc.particular, information sharing
between the CTAF and its foreign counterpars, including in certain cases Law Enforcement authorities, has
contributed tosignificant progress in international investigations of corruption or terrorist finantireg.
presence of foreign liaisanagistratesn Tunisia and vice versandfrequent missions dfunisian officials

and magistrates abroddve made it possible to ddap up permanent dialogue with countries theate

sent mutual legal assistance requests to Tunisi@wegreceivedthem fromTunisia In some cases of
extradition, this dialogue allowed for thepby-stepresolution of legal obstacles and movementarda

solution However, the lack of resources, coordination and/or capacity to set priorities conilaey

or hamper theffectiveness of international cooperation.

415  Tunisia has achieved a moderatkvel of effectiveness for Immediate Outcome. 2

8.4 Recommendations on international cooperation

1 A more cohererdndcomplete statistics system on international cooperation would allow for better
tracking of cases and a more precise evaluation of the real level of effectiveness of cooperation.

1 A mechanisnfor coordination and mobilization of the main natiopalticipantsconcerned in

international cooperatioon money launderinggerroristfinancing, corruptionand smuggling and
trafficking should be established or considered
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There should be eeltter allaation of resourceis the Ministry of Justice and the Financial Unit to
ensure the processing and tracking of requests for mutual assistance sent or received by Tunisia

The development i systento manage mutual legal assistance cases is essentishaud be
undertaken as soon as possible

The training of judges and the authorities responsible for international cooperation should be
undertaken to enable them to draft requests for mutual assistance that respond to the needs of their
foreign counterpas to the extent possible

The Tunisian authorities should continue to develop their use of administrative chfiomnels
international cooperation, particularly in the area of banking supervision.
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TECHNICAL COMPLIANCE ANNEX

1 This annex provides a detailed analysis of the
FATF Forty Recommendations. It does not include a description of the situatioa country or the

risks to which it is exposed, but is limited émalyzing its technical compliance with the standards

required by each Recommendation, and should be read in conjunction with the Detailed Assessment
Report

NATIONAL AML/CFT POLICIES AND COORDINATION

Recommendation 1 Assessing risks & applying a tisbased approach

2. C.1.1 and C. 1.2An assessment of the risks of money laundering and terrorist financing is now
underway inTunisia During a meeting of the Intéinisterial Council held on June 18, 2014, the
Tunisian Government ordered that study be conductedto assess the level of ML/TF risks, and the
meeting decided that a study to identify and assess AML/CFT risks should be conducted nationwide. To
this end, it designated the Ministries of Justice and of the Interior, as well as the TunisiaiaFina
Analysis CommissionGommission Tunisienne des Analyses Financi€€aF] to coordinate and
implement this study

3. Tuni siabds national ri sk assess men terrogahvi® A ) i s
approach as regards tlpeevailing situation(a list has been drawn up identifying the threats and
vulnerabilities on the basis of predicate offenses and specific questionnaires, a strategic analysis of
suspicious transaction reports (STRs), and conducting sector studies); an empirical apprioacth (nat
survey launched by the CTAF on the crbssder transport of cash in foreign banknotes with the
collaboration of the customs authorities, the Ministry of the Interior, and private banks); and an academic
approach consisting of field studies and tegdeesearch.

4, There has been no analysis to date, however, that has yet led to a more thorough understanding
of ML/TF risks nationally

5. C.13According to the Tunisian authorities, t he
underway

6. C. 1.4 Once this study of the risks has been conducted and completed, Law200®ecember
10, 2003 relative to supporting international efforts to combat terrorism and eradicate money laundering
(the AML/CFT Law) states that the CTAF should be the channel &sediination of results to all
agencies and authorities concerned. Indeed, Article 80 provides that the CTAF shall
il é} 7 contribute to the study of programs that will be implemented to combat illegal financial
channels, terrorist financing, and monewtalering
- take part in research, and studies, and in general any activity related to the area for which it is
responsible
- provide representation of the different departments and bodies involved in this area at the national
and international level, anthcilitate communication between thero

7. C. 1.5 The Tunisian authorities have nget adopted a rislbased approacstemming froma

national study.Guidance 201315 to credit institutions (Cls) dated November 7, 2013 on the
implementation of internal camol rules for managing the ML/QRisk distinguishes between simplified

and enhanced due diligence measures when identifying customers that are associates or shareholders of
corporations (Article 5). This approach is as follows
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- General and ongoing dudiligence based on the real risk of money launderingnaartiabry
throughout the business relationship. This due diligence is simplifiexbfoeentities subject to a
supervisory authority dior those in which the Governmemas a stake of at least pércent

- Enhanced due diligence for some business relationships (such as political parties, associations,
etc.)andsome operations particularly those of an unusual nature

- Special due diligence for business relationships with PEPs requiring ltioeization of théoard
of directors ormanagemengr any persomesponsible for pursuingusiness relationsrspvith such
persons

- Due diligence calibrated on thmasis of theisk profile, based on the discretionary authority of
credit institutiors, in the context of an analysis based on detection limits (profiling, filtering).
However, there is nothing to stop persons subject to regulation from extending their enhanced due
diligence requirements to situations exempted from due diligence obligétjahe regulations

8. However, although this distinction demonstrates a desire for proportionality in the activities of
credit institutionsit is not based on a national risk analysis communicated to the assessment team

0. C. 1.6 On the basis of the ratations in place, the Tunisian authorities have provided certain
simplified measures for identifying associates and shareholders of corporations (cf. C.1.5). Thus,
identification measures are simplified only for customers who are corporations, thedoraratiline of
business of which are strictly regulated by law, whether in terms of licensing, publication of information
on their capital structure, or the activitiesvihich they engagéAnnex 2 ofGuidance201315 lists the
corporations concerned

10. C. 1.7: Notwithstanding the measures provided foGindance201315, detailed above, Tunisia
has not adopted a ridglased approach

11 C. 1.8/9 No risk assessment has been completed to date

12, C. 1.10Q Article 4 of GuidanceNo. 200619 on internal controlnovides that the design of the
internal control system lies with the governing body and must be approved by the Board of Directors or
the Supervisory Board, which shall for this purpose

- Identify all thesources of internal and external risks

- Establid a system for assessment of various risks and for measurement of profitability

- Develop a system linking the level of equity to risks

- Define suitable internal control procedures

- Define a method for overseeing compliamgth internal policies; and

- Provide the human and material resources needed to implement the internal.controls

13.  Article 26 of GuidanceNo. 201315 provides that the internal procedures that credit institutions
must develop to manage ML/TF risks are an integral part of the ihmynaol system as defined by
Article 3 of GuidanceNo. 200619.

14.  Accordingly, the Tunisian regulatory system has provided the appropriate measures for
identification by the credit institutions and for assessment of their. risks

15. For the managers of stac&nd bond portfolios(management companies, securities brokers, and
credit institutions), Article 81 of the Regulations of the Financial Market Board (CMRubual funds
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and the management of portfolios of stocks and bonds for third parties prodtasén establishing
policies and procedures, the manager must consider the nature, size, complexity, and diversity of the
services it provides and the activitieswhich itengages

16. Furthermore, Article 13 of the CMF General Decision No. 17 of Jun2®P, on the duty of the

internal control and compliance assessment manager to monitor persons managing a stocks and bonds
portfolio on behalf of third parties provides that the internal control and compliance assessment manager
must draw up a mapping ofetrisk exposure by portfolio management line of business at least once a
year. This analysis shall include an assessment for each risk, its potential impact, and the likelihood of its
occurrence. Based on the annual risk mapping, the internal controbeupiiance assessment manager

must draw up an annual work program that sets out the inspections to be carried out and their required
frequency

17. C. 1.11 The Tunisian legal provisions contain nothing to mitigate the ML/TF risks idengified
anteat the néonal level. There are typoogiesand lists of persons and entities to which special attention
must be paid (see in particular the annexeSu@ance201315 for the attention of credit institutions
published by the Central Bank of Tunisia), but theggasentative examples are not the result of a
national or even sectoral analysis of ML/TF risks

18. C.112New Article 77 of the 2003 Law provides tF
the persons mentioned in Article 74 of this Law are responfibldeveloping programs and practices
that are appropriate for combating money laundering and terrorist financing offenses and for ensuring
that they are implemented. These programs and practices should:include
- A system for detecting suspicious opemasi@nd transactions
-l nternal control rules to ensure the effective
The law thus gives a broad discretion to the regulatory authorities to determine the measures to be
applied to individuals and institutions subject to their conttas on the basis of this Article, for
example, that BCTGuidanceNo. 201315 provided simplified measures for certain categories of
customers, and enhanced measures for others

Weighting and Conclusion

19.  The institutional arrangements for risk assesgrhave been put in place. The NRA is underway

and the Steering Committee is in the process of collecting and processing data, the analysis and
consolidation of which will lead to a multisectoral analysis and the specific kind of actions to be taken.
Furthermore, the main risks such as corruption, terrorism, and smuggling have been identified and
measures have been taken to prevent and combat these threats. Finally, for credit institutions there are
simplified and enhanced customer due diligence (CDD) mesdor identifying customers that are
associates or shareholders of corporations (Central Bank of TGuiglance201315).

20. However, a number of deficiencies are noted. The overall analysis is not completed and the
absence to date of an AML/CFT poliand national strategy impedes comprehensive understanding of

the risks (1.1). An authority has been designated to coordinate the national risk assessment (1.2), but the
overall analysis of the latter is not up to date (1.3). The mechanisms for provittingation on risk
assessment results to different sectors are not clearly defined and applied (1.4) -baseds&pproach

is not widespread and is not based on any enhancement or a lessening of preventive measures defined in
accordance with the gravity triviality of the risks identified (1.5 and 1.6).
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21 Tunisia is partially compliant with Recommendationl.
Recommendation 2 National cooperation andcoordination

22, C. 2.1 The NRA is underway, and consequently any action based thereon hiaslvextn drawn
up.

23. C. 2.2 The AML/CFT Law explicitly mandates that the Tunisian Financial Analysis Commission
(CTAF) organize cooperation and coordination efforts at the national level to set out the policy guidelines
for steps to be taken in combatimpney laundering. Article 80 of the Law also provides that the CTAF

is responsible inter alia for establishing general guidelines applicable to persons subject to the provisions
for the detection and reporting of suspicious operations and transactionsusit also ensure
representation of the various departments and organizations concetinedattonal and international

level. Article 82 of the Law also specifies that the CTAF may seek the assistance of its foreign
counterparts to which it is bound byelhoranda of Understanding in exchanging financial data that will
ensure a rapid alert in cases of infringements targeted by this Law and prevent them from being carried
out

24.  C. 2.3 According to Article 79 of the AML/TF Law, the CTAF has a Steering Cotemithat

brings together experts from the Ministries of the Interior, Justice, and Finance, the Financial Market
Board (CMF), the General Insurance Committee, the National Post Office, Customs, and an expert from
the CTAF. The responsibilities of this Conti@e include studying programs to combat illicit financial
channels and deal with terrorist financing and money laundenntgpreparing guidelines applicable to
persons subject to the provisions for the detection and reporting of suspicious openatiossactions.

The Committee is also responsible for studying programs to combat illicit financial channels and the
financing of terrorism. The Tunisian authorities have stated that the Committee is currently reviewing the
policy to be implemented to prent the financial sector from being used by nonresident shell corporations
to abuse the freedom to own foreign currency accounts

25. Also at the sectoral level, Article 46 of Law No-247 of November 14, 1994 on the
reorganization of the financial marketithorizes theFinancial Market Boardo cooperate with the
banking and insuranceegulatory authorities. To this end, it can conclude with these authorities
agreements related in particular to

- Exchange of information and experience;

- Organization of @ining programs; and

- Implementation of joint audit operatians

26.  The Tunisian authorities have also indicated that in practice there is informal coopeamatiog

the various regulators (BCT/CMF/CGA) and the CMF is represented in denisiking bodies fothe

other regulators (BCT/CGA). A draft cooperation agreerireralving the three regulators (BCT, CGA,

and CMF) to ensure financial stability is underway. This projéittcreate a Financial Stability Board

to facilitate cooperation between regulatanthorities and thexecutionof a macroprudential policy.
Cooperation in controlling and combating money laundering and the financing of terrorism is one of the
main goals of this agreement

27. C. 2.4 The assessment team is not aware of any coordinagchanism established to combat
the financing of proliferation of weapons of mass destruction

Weighting and Conclusion
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28.  The Tunisian authorities work together on certain aspects of AML/CFT, including recently with
the risks related to the security sition in neighboring countries. No mechanism has been established to
combat the financing of proliferation of weapons of mass destruction. There is genuine coordination in
the financial sector between the three regulators (BCT, CGA, and CMF). It appearsehdhat this
cooperation is done informally and there are no guidelines in this regard. The draft agreement drawn up
between the Central Bank of Tunisia, the Financial Market Board (CMF), the General Insurance
Committee (CGA), and the Microfinance Sugesory Authority provides expressly that those authorities
should cooperate with each other and with the Tunisian Financial Analysis Commission in combating
money laundering and the financing of terrorism. This cooperation will take the form of

- Exchange binformation and experience

- Organization of training programs

- Implementationof joint audit operations to assess the effectiveness of the internal control

procedures of regulated institutioas regards combating money laundering and terrorist financing

29. Pending adoption and implementation of this projd@emisia is partially compliant with
Recommendation2.
Recommendation 38 Statistics

30. C. 33 The Tunisian authorities have taken steps to improve the collection of data and statistics
on AML/CFT. The CTAF has identified a set of figures covering the period from 2007 to the first half of
2014. These statistics include

- The number of suspicious transaction reports received

- The followrups to the reports processed

- The number of freezes ordereglthe CTAR

- The number of cases referred to the public prosecutor, and

- The requests for national and international cooperation (requests sent and yeceived

31  These statistics also cover the number of investigations opened by the public prosedwor on t

basis of CTAF reports, amounting on December 25, 2014 to 1,229 corruption cases and 135 money
laundering cases (i.e. 1,364 in total). Indeed, the public prosecutor, after receiving the file from the CTAF,

has five days to decide on whether to pursuenth#er in court (Article 89 of the AML/CFT Law).
Furthermore, Articl e PFPd3ecuidns, prdimisary ingestigapon, anditridlas t h a
the area of money laundering offes$all under the jurisdiction of the court of first instance innis o

Article 94 of the 2003 Law concerns procedures for the freezing of assets of individuals and businesses
suspected of financing terrorism pursuant to Resolution 1373 of the Security Council (to date, 15 cases
have been tried on the basis of this éld).

32.  The authorities state that the General Inspectorate at the Ministry of Justice keeps statistics on
ML/TF investigations, prosecutions, and convictions resulting from such investigations. In addition, the
authorities indicate that application soft@avas developed at the General Inspectorate of the Ministry

of Justice for frozen or confiscated property. It was also stated that the General DirectGratenafl

Affairs attached to the Ministry of Justice keeps statistics and a runtime monitoritegnsfer
international letters rogatory sent and received. Statistics were provided to the assessors in this regard

Weighting and Conclusion

33, Althoughthe information provided tthe assessment teahows an obvious concerto inform

t he aut hanbyithe ise of étatisticdiatg someadditional data typetiowever, shoultie taken
into accounto cover eroader spectrum &ML/CFT information such as the numbef investigations
initiatedbased on these offensg@sosecutionsand convictionsSimilarly, with respect to frozen, seized,
or confiscated propertyhe authorities shouldave morecomprehensive statisticévhile the CTAFis
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making some effortto collect information formal and comprehensive statistion these issueare
lacking. Tunisia is therefore partially compliant with Recommendation33.

LEGAL SYSTEM AND OPERATIONAL ISSUES

Recommendation 8 Money laundering offense

34. C. 3.1 Law No. 200375 of December 10, 2003 relative to supporting international efforts to
combat terrorism aheradicate money laundering (the AML/CFT Law) stipulates in its Article 62 that

| a un d e anyintentionabacti@imed, by any meangjiaguising the illicit sourcef movable or real
property or the direct or indirect proceeds of a crime or a mis@@me Money laundering is also
deemed to be any intentional act aimed at the investing, depositing, concealing, managing, integrating,
or holding the direct or indirect proceeds of a crime or a misdemeanor or assisting in such operations
The provisions [.] shall be applicable even if the offense from which the laundered funds result was not
committed on Tunisian territory 0

35. The definition of money laundering in the AML/CFT Law matches that given in the Vienna
Convention and the Palermo Conventioninthat descri bes principal and pr
and mi sdemeanor s. 0 Tu nhasedaprdachsvithtrespedc to pretlicgpetofiedsesa b r ¢
The offense of money laundering as described in the AML/CFT Law applies to all types ofypropert
movable and real, and to the proceeds, whether direct or indivéan offense. It is also applicable to a

predicate offense even if the predicate offense was committed in a foreign country. Offenses related to
money laundering, such as complicity aattempted money laundering, are punishable under Tunisian

law.

36. C. 3.2 and C.3.6 All serious offensesuchas those mentioneith the Glossaryf the Forty
Recommendationare defined in theCriminal Code (CQ and several othesectoral lawsArticle 3 of

Law 200375 specifies thaCC provisions apply t@ffensesgoverned bythis Law. Thus, according to
Article 33 of theCC, the accessories to the offer{i@ose whaaided or abettethe perpetratmreceive
thesame punishment &lse perpetratoref the ofense Attempts arepunishableunderArticle 59 of the

CC, and this is seven if thepredicate offenseas committedn a foreign country.2Offenses related to
money laundering, such as complicity and attempted money laundering, are punishable under Tunisi
law.

Table 17 - Predicateoffensedn the Criminal Code

FATF designated categories afffenses Articles of the CC criminalizing offenses
Participation in an organized criminal group a CC, Title I, Chapter 1V, Section Il on conspira
patl 9 9roub 8 (articles 131, 132, 133, ¥3and 135 of the Crimina
racketeering
Code)
Terrorism, including terrorist financing Title I, Chapter | of the AML/CFT Law
o . o Articles 231, 232, 233, 234 and 235 of the Crimil
Trafficking in humarbeings andgexual exploitation Code
Smugding of migrants Passports and Aliens Law
Trafficking in narcotic drugs Law No. 9252 of 18/05/1992
Arms trafficking (excludingexports) Law of 12.06.1969
Illicit trafficking in stolen goods Articles 32, 258, 264, and 276 of the Criminal Cod|

4 3The Tunisian authorities indicated that an offense committed abroad could constitute a predicate offense even if the
act in question is not considered to be an offense in théfocountry. There is at present no specific case to support
this analysis
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Corruptin CC, Title I, Chapter lll, Section Il

CC, Title Il, Chapter Il, Section IV on fraud and ot

Fraud and Scams deceptions

Counterfeitingand piracy of products CC, Title 1, Chapter IV, Sections XVII (Ol
counterfeiting and misuse of official seal) and XV|
(on counterfeiting and alteration of currency)

Murder CC, Title Il, Chapter I, Section | Homicide
Kidnapping, illegal restrainhostagetaking CC, Articles 237240 bis
CC, Title Il, Chapter Il, Sections Il (theft and simil
Theft/extortion offensey and Il (extortion, blackmail, theft
bankruptcy)

Articles 390393 of the Customs Code (offense) g

Smuggling Articles 383386-387-388 (penalties)

CC, Title 1, Chapter IV, Sections XVII(On
counterfeiting and misuse of official seal) and XV
(on counterfeiting and alteration of currency)

Forgery (other than forged passporfs and
counterfeiting currency

Criminal taxoffenses direct and indirect taxes) Code of Fiscal Rights and Procedures
Piracy Article 306 bis of the Criminal Code
Environmental dme Article 306 bis of the Criminal Code

Article 81 of Law No 94117 of 14/11/1994 on thi

Insider trading andharketmanipulation reorganization of the financial market

37. C.34Article 62 of the ANMauhdérindis anyatentiopal at simed,be s t h a
by any means, at disguising the illicit source of movable or immovable property or the direct or indirect
proceeds of a crime or a misdemeanar

38 C. 3.5and C. 3.7The AML/CFT Law does not require that a person be convicted for a predicate
offense to prove that an asset is the proceeds of a crime. The authorities confirmed the autonomous nature

of the offense of money laundering, and that the usual requirements of the Criminal Code and the Code

of Criminal Procedure (CPP) on the furnishing ofgfrshall apply. The 2006 mutual evaluation report

stated that the perpetrator of the principal offense (predicate ofentegrwise the launde@rwould

then be prosecuted only for that principal offense and that the proceeds of the offense would then be
confiscated in the context of that proceeding and liquidated for the benefit of the Treasury. Such
confiscation requires a conviction for the predicate offense. The authorities did not say at that time what
basic principle of Tunisian law makes it impossilib prosecute the perpetratontherwise the

laundered f or money | aluanudnedreirnign g(of)s,elafnd particul arly v
application of the principle afon bis in idemlt now appears that conviction of sklfindering is possible

as the Tunisian authorities have pointaaypersont t hat
found guilty of money laundering shall be punished by one to six years of imprisonment and fined five
thousand dinardo fifty thousand dinar®, t h emanfigersod meani ng any person,
perpetrator of the predicate offense.

39. C. 3. 8 The element of intent in Tunisian law is deduced from factual and objective
circumstances

40. C. 3.9 and C. 3.10According to Article 63 of the AML/CFT Lawany person found guilty of
money laundering shall be punished by one to six years of imprisonment and fined five thousand dinars
to fifty thousand dinars. The fine may be increased to an amount equal to half the value of the laundered
assets 0

41. For corporda i on s, Ar t i c bk éne égbal tp five nes the valse ofithe fine for
individual s. The fine may be increased Thsisan amo!
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Afal so without prejudice t o aspyescribadtife sasl cogparations t h e
under the existing applicable legislation, in particular prohibition from engaging in in their business for

a given period or dissolution of said business Penal ti es are more severe,
years to ta years of imprisonment plus a fine of 10,000 (ten thousand) to 100,000 (one hundred thousand)
dinars when the offense is committed under certain circumstances. Penalties may also be more severe in
cases of laundering related to terrorist activities, &aetkin Article 20 of the AML/CFT Law

42. C. 3.1 Article 3 of Law 200375 specifies that the provisions of the CC apply to offenses covered

by said Law. Thus, according to Articles 32 (definition of complicity) and 33 (same penalty imposed on
the main prpetrator) of the CC, accessories to the offense (those who aided or abetted the perpetrator)
are punished with the same penalty as imposed on the perpetrators of the offenses Atspnpishable

under Article 59 of the CC

Weighting and Conclusion

43.  The elements of the offense of money laundering and the applicable sanctions comply with the
standardsTunisia is compliant with Recommendation3.

Recommendation 4 Confiscation and other provisional measures

44, C. 4.1 Regarding money laundering, Aitec67 of the AML/CFT Law provides that the court

shall order the confiscation of assets and the proceeds generated directly or indirectly by the offense of
money | aunder i ng. iffhéaetuaseizuie bds aot lreehgassible hadihe hdkimg

same effect as liquidation shall be imposed, the value of which shall not in any event be less than [...]
that of the funds to which the offense relatés Concerning terrori sm, Artic
st at e s Couft may algo brder the cbscation of all or a portion of any movable or real property

and financial assets belonging to a convicted person, if there are serious charges regarding the use of
said property and financial assets to meet the requirements of persons, organizatiaotyities
connected with the terroristoffenseé | n cases of conviction for terr
Article 28 of the C@ applicable based on Article 3 of the AML/CFT Lawstates that the judge may

order the confiscation of objects thatvhébeen used or were intended to be used in the offense and that

were generated by said offense, regardless of who is their owner

45.  Tunisian law clearly states in its Article 67 that it is mandatory to confiscate any proceeds of the
offense of money laumding and that in the event such proceeds are inaccessible it is possible to
confiscate funds of an equivalent value. In imposing the special confiscation mentioned in the Criminal
Code, the judge may also confiscate instruments used to commit the affensaey laundering and

those intended to be used for committing the offense. The rights of third parties are protected, on the
express condition they have acted in good faith, in accordance with the Palermo Convention. Article 5 of
the Criminal Code prodies for confiscation as an accessory penalty. Article 28 clarifies that special
confiscation applies to items used or intended for use in committing the offense and to the proceeds,
regardless of who owns them. Confiscation may be ordered by the juthgesveint of conviction. If the

items ordered and confiscated have not been seized or are not handed over, the judgment fixes the value
of such items for purposes of civil imprisonm&mwhich is carried out at the rate of one day of
imprisonment for every tlee dinars or fraction of three dinars of the fine (Articles 343 and 344 of the
CPP) for a term not to exceed two years. Confiscation of equivalent value for predicate offenses is
therefore not explicitly provided for, but in practice the threat of amfirisonment leads to payment of

the amount of the financial penalty set by the judge. Regarding the definition of the items covered by
Article 28, the authorities have indicated that the definition is broad and includes the indirect proceeds of
an offense
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46. C. 4.2 Article 40 of the AML/CFT Law, which applies to the financing of terrorism, states that
fithe investigating judge may [...] order [...] the seizure of movable or immovable property of the accused
and his financial assetsd0 As wel | , lying totbottc theefinaBcihg of tarpigism and money

| aunder i ng, theProseauiordGerseraltttieaCourt &f Appeal of Tunis can [...] petition the
President of the Court of First Instance of Tunis to order the freezing of assets belongingidoatsliv

or legal entities suspected of having ties to persons, organizations, or activities related to the offenses
covered by [the AML/CFT Ldweven if they are not committed on the territory of the Repuldlic T h e
Code of Criminal Procedure in generabalk for the confiscation, as a precaution, of any item or property
that is the proceeds of an offense or likely to establish the truth of the matter (types of evidence, traces,
various indicia). In particular, Article 99 of the CPP provides that the iigatisty judgemay order the

seizure of any item, particularly correspondence and other dispatches if deemed useful to establish the
truth, that is to say, provide evidence contributing to the establishment of the offense. In this respect, the
scope of thisneasure is at least the same as that covered by the possibilities of confiscation at the time
of judgment. Indeed, during the investigation, the scope of the measure may be wider since the issue is
not yet the more limited one of a decision of guilt. Thidudes then items which could be confiscated
following a judgment. The Tunisian authorities have confirmed that the judicial seizure measures
(including the measures for freezing funds) are being applied in practice routinely. They also indicated
that he penalty of confiscation is regularly ordered by the cdutte sums confiscated then being
deposited for the benefit of the Treasury. The legal provisions on seizure and freezing do not require
notification prior to a first request for freezing or segwand the information provided by the authorities
indicates that this is the practice

47. C. 4.3 Article 102 of the AML/CFT Law provides that judgments ordering the liquidation or
confiscation of assets may in no case affect the rights of third partjesed in good faith. In addition,

the Tunisian authorities have indicated that Article 100 of the CPP protects bona fide third parties by

al | o vanympersoriiwho claims to be entitled to items under criminal justice control may ask the
investigatingjud e f or restitution thereof and upon the |
shall rule on the matter upon a simple request made.t@it Par agraph 2 states th
nevertheless have three years from the order or judgment to k&itarn before it finally becomes State

property

48. C. 4.4: Article 67 of the 2003 Law stipulates tiiihe court must order the confiscation of the
property and the income generated directly or indirectly by the offense of money launderiitg) and
liquidation for the benefitdhe State 6 The aut horities haveurrenttynoessed,
mechanism for managing frozen, seized, or confiscated assets but that this issue will be addressed in the
draft of the new Code of Criminal Procedurereutly being prepared

Weighting and Conclusion

49. The AML/CFT Law and the Criminal Code establish a satisfactory system of freezing, seizure,
and confiscation of assets. But the new Code of Criminal Procedure will need to implement an effective
mechanisnior management of frozen asséianisia is largely compliant with Recommendatiord.

Recommendation 29 Financial Intelligence Unit

50. C. 29.11 The Tunisian Financial Analysis Commission (CTAF) was created by the 2003
AML/CFT Law. Decree 2004.865 of Augst 11, 2004, as amended by Decree 2084 of February 3,

2011 establishes the structure and operating methods of the CTAF and implements the legislative
arrangements. The CTAF is responsible for the following tasks: formulating general directives to guide
the subject professions in detecting suspicious operations; collecting and processing reports on suspicious
or unusual operations and transactions, and notifying the action taken on them; collabaorstutdies
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on AML/CFT strategies; taking part in reseh, training, and studies; and representing the various units
and agencies involved in AML/CFT activities at the national or international level, and facilitating
coordination among them. It has national jurisdiction.

51 The unitis located at the CentBdnk of Tunisia, where it has its head offices. The CTAF consists

of a steering committee, an operational unit, and the General Secretariat (Art. 79 of the Law and Article
6 of the Decree). The Central Bank provides its secretariat. The Governor of tred Bank appoints

the Secretary General of the CTAF from among executives of the Central Bank (Art. 14 of the Decree of
August 11, 20043.The makeup of the CTAF is established by the Law (Article 79) and includes the
BCT Governor (Chair), a senior magae, a representative of the Ministry of the Interior and Local
Development, a representative of the Ministry of Finance, a representative of the Directorate General of
Customs, a representative of the Financial Market Board (CMF), a representativéNafitmal Post

Office, a representative of the General Insurance Committee, and an expert specialized in measures to
combat financial offenses, that is, nine persons and the SeeBsagral. Members continue to have ties

with the Ministry to which theyra attached but, by law, they must still perform their tasks independently

52.  The Steering Committee of the CTAF, chaired by the Governor of the Central Bank or his deputy
(Article 8 of the Decree), is in charge of defining general policy (Article 7 dDduweee). It is responsible

in particular for preparing general directives to guide the subject professions in detecting suspicious
transactions and reporting them, collaboratingstudies on AML strategies, taking part in research,
training, and draftingooperation agreements between the CTAF and its counterparts

53. The operational unit, for its part, presents proposals to the CTAF for following up on the reports
after they have been analyzed. In its operational setting, the CTAF as defined in Arolth&.aw
meets on an aseeded basis (Article 3 of the Decree), with a quorum of at least six members. The
decisions are adopted by a ttfords majority of members actually attending the meeting (Article 4
The General Secretary is in charge of suis@n of the operational unit, of receiving the STRs and
of notifying the decisions taken on them, of the administrative, financial and technical management
of the unit, of preparing decisions and ensuring the implementation thereof, and of prepathéon of
annual report (Article 13 of the Decjee

54, C.292(a)According to Articl e the OTABisresporisible fédtheL / CF T
following duties:
- Formulating general directives to guide the persons referred to in Article 74 of this Law inrdptect
suspicious operations and transactions and reporting them,
- Receiving and processing the suspicious operations and transactions repomstédpichg the
decision taken on them:;
- Collaborating in the study of programs that will be implemented to abiftibit financial channels,
terrorist financing, and money laundering,
- Participate in research, training and study activities, and in general any activity related to its area
of responsibility,
- Ensuring that the different departments and bodieswe¢bin this field are represented at national
and international level, and facilitating communication between thém

44According to Article 79 of Law No. 20035 as amended by Law No. 2069, members of the CTAF are
not representative of the position of a particular institution. They are chogeeir capacity as experts, and to
ensure their independence from the Ministry to which they are attached
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55.  Article 74 of the AML/CFT Law covers all regulated persons as recognized by the FATF. The
professions concerned (including lawyers, rieircertified public accountants, and real estate agents)

are not mentioned as such but they are subject to regulation because of their processing or carrying out
of transactions under the Law.

56. C. 29.2 (b) According to Guidance No. 201211 to licensed intermediaries,licensed
intermediaries must report to the BCT foreign banknote transactions the value of which is equal to or
greater tham 5,000. The BCT receives this information through its informasioaring system platform,

to which the CTAF has dict access. Although this mechanism allows the CTAF to review this
information, it is not the recipient and centralizing agency in the first instance of this information

57.  C. 29.31 Under Article 81 of the AML/CFT Law, as amended by Law 266%f August12,
2009, the CTAF may, in carrying out its duties, request assistance from the administrative authorities
responsible for the enforcement of the law and the persons referred to in Article 74 of this Law. The latter
are required to disclose to it the infoation needed to analyze operations and transactions that are the
subject matter of reports collected within the legal timeframe. Professional secrecy is not, in this case,
binding on the CTAF and the custodians of such secrets cannot be prosecuesdith®bany disclosure
made by them
In addition, the Tunisian authorities have indicated that in the course of carrying out its duties and in
particular analyzing the STRs, the CTAF has access to different sources of information. Access is
direct and idlirect
- Direct access to sources of information: the Commercial Register database, the database of the
Directorate General of Customsdé reports of fore
information clearinghouse, the FACTIVA/Dow Jonesataise
- Indirect access to sources of information: this stfemformation obtained from queries and redate
to information held by different public authorities and administrations, including the Land Registry
(cadastre), the Mines Department (vehigdgistration), the Tax Audit Administration, criminal
investigation officers, and the General Directorate of Customs

58. C. 29.4 (a) The CTAF has the powers usually assigned to bodies of this type, beyond its
operational functions of receiving and procegsi®TRs, facilitated by its multidisciplinary,
interministerial structure. In particular, it has a right of communication (Article 82), being authorized to
share information with foreign counterparts without excessive constraints. It has a coordinating role
the arrangement, with clear duties to define general strategies, conduct analysis, compile overviews of
money laundering and terrorist financing, and review the effectiveness of the overall arrangements. It can
also formulate instructions and thus leadecisive role in adapting the legal, regulatory, or technical
framework to changes in money laundering or terrorist financing schemes antosisver, section 1

1 of t he De the oparaticndl anit examineshha teporis received by the=Ghd proposes
follow-up action to be taken by.itd6 Accor ding to Regul atory Decisio
operational unit includes three units: centralization of financial information and cooperation unit;
database management unit, and finanniastigations unit. The CTAF has powerful computer tools and

is currently working on redesigning its global information system covering the electronic receipt,
processing, analysis, and classification of suspicious transaction reports and any othérfeeques
information submitted to it nationally or internationally

59. C. 29.4 (b) As regards strategic analysis, the CTAF provides insights into AML{/€Rfed

typol ogies and trends from STRs received and pr
reports, downloadable online, and are presented as part of training provided by the CTAF. According to

the authorities, training actions have targeted customer relationship officers and compliance officers of
credit institutions
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60. C.29.5 AccordingtoArtt | e 89 of t h & anaA\ydes £oGfienT suspicidns reldied to

the operation or transaction dealt with in the report, the Tunisian Financial Analysis Commission shall
without delay send its findings to the public prosecutor of Tunis as well aglatgdr documents in its

possession in order to determine the action to be taken in relation thereto, and notify the person making

the report. The public prosecutor must decide what action to take no later than five days after receiving

the information anchotify its decision to the author of the report and the CTAF Accor di ng t c
authorities, the case is handed over directly to the office of the public prosecutor. All information is sent

by letter delivered personally by bearer in sealed and confitlentialopes to the authority requesting

it, in return for a receipt from said authority

61 C. 29.6 (a) and (b) By Office GuidanceNo. 1/2011 of October 21, 2011, the CTAF adopted
internal regulations governing the functioning of its bodies and its grofes ethics. Thiguidancealso

outlines a manual of procedures and a skills and competencies book setting out rules on security,
confidentiality, allocation of duties, access to information, archivingrecatd keeping

62. The authorities have also stdtthat members of the CTAF identified in Article 79 of the
AML/CFT Law should meet to decide on the action to be taken regarding proposals made by the financial
analysts of the operational unit concerning suspicious transaction reports processed.nfFites se
members are in due course recovered and stored in the vaults of the CTAF. They are not authorized to
take any documents concerning STRs records outside the premises of the CTAF. Viewing the information
stored in the database is reserved only foryataivho access it through an access code and an individual
password

63. Exchange of information with foreign counterp
website. This exchange of information with national authorities is carried out by letteeredli
personally by bearer in sealed and confidential envelopes to the authority concerned

64. Each member of the CTAF staff has a copy of the internal regulations, the skills and competencies
book, and the procedures manual. Currently, according to theidrduthorities, the organization of
tasks, processing of fileeecord keepingand access to databases are made pursuant to Giiidence

No. 1/2011

65. C. 29.6 (c) The CTAF has an autonomous information system completely independent of that of
the BCT, with its own procedures regarding the receipt, centralization, and processing of infarmation

66. C. 29.7 (a) Thehead office of the CTAIS located in the premises of t8entral Bank of Tunisia
with the latteracting as secretaridin accordance witirticle 79 of theAML/CFT Law, the CTAF
membersare designateds expertsvho performtheir dutieswithin the Commissiorindependently ofhe
Ministry to which they are attache@hanges have beenmadeas wellsince the last assessm@n2006
to strengthe the powerand capacity othe CTAFto freely exercisés functions, includindpy removing
the provision grantinghe President of thETAF, alsoGovernor of the BCTthe casting voten case of
a tied voteHenceforththenewArticle 4 of the2004 Deceeas amendeih 2011provides in itssecond
paragraphhatCommission decisions are taken by a-thinpds majority of members present

67. Indeed the CTAF has a separate wing at the headquarters of the Central Bank which is exclusively
reserved for it. Thisving includes offices and equipment necessary for its operations. Access to this wing
is reserved solely for CTAF staff through personalized magnetic cards. The security of the wing is ensured
by surveillance cameras. Members not from the Central Bariktaggated into the CTAF according to

the process of secondment. The CTAF has a specific budget line within the Central Bank budget, which
is autonomous and separate from all government administrations
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68. C. 29.7 (b) The law empowers the CTAF to sign memmata of understanding (MOU) for the
exchange of information related to AML/CFT with foreigounterpartshat satisfythe followingtwo
conditions cumulatively (Article 82 of the AML/CFT Law

- The Foreign Financial Intelligence Units (FUmust, under rtonal law, be subject to
confidentiality obligations at least equal to that to which the CTAF is subject

- It shall be subject to the obligation not to transmit or use data and information for purposes other
than for combating and suppressing ML/TF

Similarly, the sending of information to the judicial authorities of the foreign FIU is subject to the
express prior authorization of the CTAF

69. These memoranda require no administrative formality and do not require the authorization or
prior consent of any dlority. They are signed by the President of the CTAF or by an authorized person
among the managers of the CTAF, following approval by the Commission

70. In terms of national cooperation, under Article 83 of the AML/CFT Law the CTAF is required to
give all information held in its database to the authorities responsible for enforcing the law. This takes
the form of informatiorsharingwith the units of criminal investigation officers, customs, and the National
Guard in particular. The Tunisian authorities hagain pointed out that bilateral meetings are often held
between the CTAF and these agencies to strengthen cooperation and the exchange of inférmation.

71 Finally, the CTAF also cooperates with other national authorities in giving its opinion on the rule
drawn up in connection with its functiarfs®

72 C. 29.7 (c) The CTAF is established in the Central Bank of Tunisia where it has its headquarters.
The main functions of the CTAF are clearly distinct from the function of the Central Bank of Tunisia as
set Dbrth in the laws on the boaks

73. C. 29.7 (d) Under Article 15 of Decree 200865, the CTAF is allocated the funds necessary
for the performance of its duties. It is the BCT
the CTAE

74. C. 29.8 The CTAF became a permanent member of the Egmont Group at the 20th plenary
meeting held in Saint Petersburg from July 9 to 13, 2012

Weighting and Conclusion

75. The CTAF has the usual powers of organizations of this type. However, the members of its
decisionmaking body are not integratedtinthe organization as futime permanent employees.
Although the law provides that members of the decismaking body of the CTAF carry out their duties
independently, in fact they continue to perform their duties in thésiynto which they are attached.

The result is a possible question about the decisiaking independence of the CTAFe system in

45The Tunisian authorities have informed the assessment team that for the ye2028,18ix meetings were held
with the authorities implememtj the law and four meetings with the senior management of associations and political
parties

4 ¢The authorities referred to the collaboration of the CTAF with the banking supervisory authority for the development
of Guidance201315 of November 7, 2013 oAML/CFT for credit institutions and with the General Directorate of
Insurance for development of the 2013 Regulations
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place in Tunisia concerning the Financial Intelligence Unit and the CTAF is largely in line with the
FATFOs Recosmmendati on

Recommendation 3D Responsibilities of law enforcement and investigative authorities

76. C. 30.1_Office of the Public Prosecutorinvestigations are the responsibility of the Public
Prosecutor and his deputies, and, when referred by a prosecutoigatirgiudges who are judges not
operating under the authority of the public prosecutor. The latter are responsible for investigating the
more complex cases, and, necessarily, crimes. Prosecutors, as well as inveftiggéiggolice or
customs offices with the status of criminal investigation officers, pursuant to Article 10 of the Code of
Criminal Procedure are in charge of investigations. Investigatitggestherefore direct the investigations
conducted by the criminal investigation officers amastéha significant role in supervising their work. In
Tunis, the Office of the Public Prosecutor consists of the Public Prosecutor, an assistant prosecutor, a
senior deputy, and 17 deputies. The Court of First Instance of Tunis consists of 16 invesgtidgdag

who are judges with a certain amount of seniority, with two specializing in terrorism, and three in
financial matters. There are no specialized jurisdictions under Tunisian criminal procedures for dealing
specifically with financial cases. Howevéhne Law of 2003 confers exclusive jurisdiction on Tunis in
cases of terrorism, terrorist financing, and money laundering (Articles 34, 35, and 90 of the Law of 2003),
without prejudice to other jurisdictions being able to carry out preliminary proceduaasmergency

77.  The Suldirectorate for Economic and Financial Investigations of the Ministry of the Interior is a
specialized unit responsible for conducting investigations into economic and financial crimes. It conducts
investigations of money laundegmffenses under the supervision of the judicial authority, and under the
instructions of the public prosecutor or the mandate of the investigating judge. If there is sufficient
information on the existence of money laundering suspicions this unit camitife public prosecutor
and open an investigation
A central directorate for investigation of terrorist crimes has also been created within the Ministry of
the Interior (2013) with a specialized unit within the Directorate General of the National. Guard

78. Police: The Criminal Investigation Directorate is organized ifilce suldirectorates:(1)
Economic and Financidhvestigations (2) Narcotics Operations, (3)o8al Protection(4) Criminal

Affairs, and(5) Research anlllonitoring However, each suliredorate has aesearch andhonitoring

unit. Specialized unitsuch aghe subdirectoratef economic affairhiavenational jurisdictonT uni si a0 s
security structure is unique, and is centralized withirMhméstry of the Interior. Its level of organizatio

is noteworthy, and it has powerful analysis and statistical.tools

79. Customs:Customs comes under the Ministry of Finance. There is a Customs Code containing
the applicable legislation. The activities of the Customs Department cover the entire natidoay.t

The total number of customs employees is 7,415, of whom 6,723 work in the Customs Department. There
are 786 senior officers, 2,152 junior officers, 3,785 assistant officers, and 692 auxiliary staff. Customs
officials have the status of criminahvestigation officers for the identification of customs offenses
(Article 10 of the Code of Criminal Procedure). In that context, they are subject to the oversight of the
Public Prosecutors.

80.  The Customs Investigations Directorate, which is responsiblaafatling complex investigations

that may involve organized crime, is subdivided into two subdirectorate
- The investigations subdirectorate is subdivided into a customs operations unit (inspection of
industrial and agricultural products, economic regnand tax benefits), a unit handling violations
of the foreign exchange law (responsible for violations involving precious metals, AML/CFT
offenses, and control of customs operations), and a special affairs and drug trafficking unit (in charge
of combatirg contraband, smuggling of products under government control, and drug trafficking).
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- The subdirectorate of intelligence, documentation, and court proceedings is subdivided into an
intelligence and documentation unit, an international administrativetaassssunit organized to
monitor relations with Arab countries, the European Union, and other countries, and a court
proceedings unit responsible for monitoring proceedings, especially in the judicial phase, as well as
statistics and records

-The Customs Gard Directorate, with the authority t@mbat throughout the customs territory as
regards its economic and security mission, against contraband and the transfer of funds, and organized
crime, comprises two subdirectorates: the diebtorate of Customs perations and the
Suldirectorate of Intelligence. Operational control is performed by seven units spread over the
national territory, as well as a marine unit and a specialized unit (scanner angl.canine

81  The Ministry of the Interior is constantly engagdedntelligence activity in the area of terrorism
and terrorist financing. It closely monitors associations and their financing, and is especially vigilant in
uncovering misappropriation of funds in that sector

82  C. 30.2 According to the Tunisian authags, if the infringements detected by the investigation

are not mentioned in the public prosecutoros i ni
prosecutor to extend the investigation to new facts discovered by the investigation. The psibatiatpro

may also refer the matter to an investigating judge to investigate the new developments if the interests of

the investigation so require. The investigating judggy himself conduct the entire investigation or

entrust all or part thereof to anothestity that will ensure the completion of investigations regardless of

the place where the predicate offense occurred (Articles 51 and 57 of the Code of Criminal Procedure)

83. In the same vein, a Judicial Financial Um#s created in January 2012 by ni@igl decision. It

has ten investigating judges and five deputy public prosecutors, and became operational in September
2012. The law officers of the financial and legal division have participated in several training sessions on
economic and financial eries, and training sessions specifically on combating ME/TF

84.  The financial division was established by adopting administrative regulations, and it functions de
facto in the Tunisian legal system. The Tunisian authorities have only indicated that #wraft
establishing the financial and legal division was reviewed in June 2013 by an interministerial council and
was the subject of a recommendation to enlarge the division to extend it to the entire criminal justice
system. Likewise, they indicated that tbeganization of the division will be done by enacting
implementing regulations under the Law after they have been approved by the Parliament. The draft law
will facilitate the creation of this body of persons ready to assist the courts (financial analysts
specialists in taxation, customs, financial market, banks, and the stock market, etc.) who can be called
upon to assist law officers of the division in their wbfk

85. C. 30.3 Under Article 40, at any stage of a case the investigating judge may loedsgizure of
movable or real property and financial assets of an accused person ex officio or at the request of the public
prosecutor, and may establish modalities for their administration while the case is being investigated or
order that they be sequestd, where applicable. There is also a seals unit at each court. Sums of money
that have been seized are deposited and blocked at the Deposit and ConsignmenCéatecdes

dépbts et consignationgOwing to the legal inaccessibility of assets in divsence of a final decision,

they cannot at this stage be transferred to the Government. Law2@08vides for specific procedures

to be followed in the case of terrorism with a view to improving the organization of judicial referrals
(Articles 3437, especially regarding the exclusive jurisdiction of Tunis) in these matters, and redefining

4 "Response to the sedsessment questionnaire

48dem
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the circumstances in which seizure is possible (Article4®8Thus, the investigating judge is required
to confiscate arms, ammunition, explosives, and other ralsteas well as documents used to commit
the offense or to facilitate the commission of the offense

86. Furthermore, the CTAF is authorized under Article 87 of the AML/CFT Law to order the author

of the suspicious transaction report to proceed to tempprfeeize the funds covered by the report.

Should analysis confirm the suspicions, the CTAF shall forward its findings to the public prosecutor
within five days of receiving the freeze order. The prosecutor must within five days decide on what action
totak concerning the CTAFO0s report. Commencing a |
unless the judicial authority to which the matter was referred decides otherwise

87. The Tunisian authorities have also indicated that th&iSdiorate for Eanomic and Financial
Investigations (cf. C. 30.1) may also, in investigations and with reference to search operations and field
investigations, seize all materials connected to the crime (the tools used, cash, or financial securities) to
prove and establisthe offense by evidence

88. C. 30.4 Under Aticle 37 ofLaw N0.94/1170f November 14, 199dn the reorganization ¢iie
financial marketthe Financial Market Board (CMIE empowered to
i [ €2] Blocksecurities andlocumentsuspected to birged ornot conforming tahe standards
and rulesin force evenin the hands othe holder Blockeddocuments andssets aréeft in the care
of their holderunder the termsf Articles 97 98and 100 of th&Code of Criminal Procedure
3- Makeall the necessaryrfdings compel productio on first demandand withoutthe need for an
on-site visi® of documents ancecords irrespective of thenedium on which they are stored, well
as the rgistersneeded to conduct the review and make observations as well asopiéethereof
4. - Obtain delivery with acknowledgment of recejmif documents andecordsreferred to in the
preceding paragraphwhich are necessary for the performanad its dutiesor pursuit of the
investigation 0

89. Article 43 of the Law providethat At he President of the First |
request made with supporting reasbgghe Chairman of the Financial Market Board (CMF), make an

order in summary proceedinf@ the direct seizure, of monies, assets, securities, or mflgsrsons

indicted by it, affixing a seal thereto, where applicable. The President of the Court may, under the same
conditions,odera t empor ary disqualification from practici

90.  The Tunisian authorities have not stated thaB@& or the CGA have similar powers

91. C. 30.5 Created byDecreeLaw 120 of November 14, 2011, the National A@trruption
Agency [nstance Nationale de Lutte Contre la CorruptitdlLCC] is responsible for investigating
corruption committed by public orprivate legal or natural person or any organization or association,
and for verifying the accuracy of the information and documents collected and presented to the Office of
the Public Prosecutor. It is authorized to conduct searches and to seize doamth@aisonal property

at any location. Moreover, Article 33 of the declae allows it to have recourse to any competent
authority (CTAF or judicial authorities) to request the freezing of assets

Weighting and Conclusion

92 Tunisia is compliant with Recommendation30.
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