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PREFACE - INFORMATION AND METHODOLOGY USED FOR THE
EVALUATION OF SUDAN

1. The evaluation of the anti-money laundering (AML) and combating terrorism financing
(CFT) regime of the Republic of Sudan (Sudan) was based on the Forty Recommendations 2003 and
the Nine Special Recommendations on Terrorism Financing 2001 of the Financial Action Task Force
(FATF), and was prepared using the AML/CFT Methodology 2004'. The evaluation was based on the
laws, regulations and other materials supplied by Sudan and information obtained by the evaluation
team during its on-site visit to Sudan from 18 to 29 December 2011 and immediately thereafter.
During the on-site visit, the evaluation team met with officials and representatives of all the relevant
government agencies in Sudan and the private sector. A list of the bodies met by the evaluation team is
set out in the annexes to the mutual evaluation report.

2. The evaluation was conducted by an assessment team, which consisted of experts in criminal
law, law enforcement and regulatory issues. The team included: Mr. Hussam Imam, Senior Mutual
Evaluation Officer in MENAFATF Secretariat, Mr. Suliman Alzabin, ME Officer in MENAFATF
Secretariat in addition to the following assessors: Mrs. Noora Bahar (Section Head, Qatar Financial
Information Unit -QFIU) as legal expert, Mr. Saud Youssef Al Sanei (Chief Prosecutor at the Public
Prosecution in the State of Kuwait) as legal expert, Captain Abdullah Al Alawi, Head of Legal Affairs
and International Cooperation Division of the FIU in the Sultanate of Oman as a law enforcement
expert, Mr. Raed Rawashdeh (Senior Internal and International Cooperation Officer, Internal and
International Cooperation Directorate at Anti Money Laundering and Counter Terrorist Financing Unit
(Jordanian FIU) as financial expert, Mr. Hesham Mohamed Samy (Assistant Director of Examination
and Investigation department at EMLCU- Egypt) as financial expert and Mr. Hisham Al Hawdi (An
official from the AML Central Service at Bank Al Maghrib) as financial expert. The evaluation team
reviewed the institutional framework, the relevant AML/CFT laws, regulations, guidelines and other
requirements, and the regulatory and other systems in place to deter Money Laundering (ML) and
Financing of Terrorism (FT) through financial institutions and Designated Non-Financial Businesses
and Professions (DNFBPs), as well as examining the capacity, the implementation and the
effectiveness of all these systems.

3. This report provides a summary of the AML/CFT measures in place in Sudan as of the date
of the on-site visit or immediately thereafter. It describes and analyses those measures, sets out
Sudan’s level of compliance with the FATF 40+9 Recommendations (See Table 1), and provides
recommendations on how certain aspects of the system could be strengthened (See Table 2).

4, The evaluation team would like to thank H.E Mr. Badr El-Din Mahmoud Abbas, Deputy
Governor of the Central Bank of Sudan and H.E Mr. Esssam Eddine Abdul Kader Al Zayn, Under
Secretary of Ministry of Justice and President of the AML/CFT Administrative Committee, and Mr.
Khaled Abdul Kader Al Amin, Head of FIU and his team as well as all the concerned Sudanese
authorities and private sector agencies for assisting the team in performing its task.

" As updated in February 2009.



EXECUTIVE SUMMARY
Background Information

1. This report provides a summary of the AML/CFT measures in place in the Republic of
Sudan as at the date of the on-site visit or immediately thereafter. The report describes and analyzes
these measures, and specifies the levels of Sudan’s compliance with the FATF 40 Recommendations
and 9 Special Recommendations (see the attached table about ratings of compliance with FATF
Recommendations)

2. Despite enjoying tremendous and diverse resources, Sudan is not considered one of the
financial hubs in the region due to several reasons that largely prevented the development and
expansion of the financial and non-financial sectors over the past years. Sudan suffers from an array of
internal and external circumstances that increase risks of ML/TF activities. However, limited
transactions using foreign currency, the focus on local clients in the financial sector, the weak growth
of some sectors such as insurance and stock companies may reduce the importance of these risks
especially in large-scope misuse of the financial sector in ML operations.

3. Sudan criminalized ML as of 2003 without being effective enough. With regard to the
financing of terrorism, it was criminalized under the AML/CFT Law for 2010. The 2010 Law included
a main AML/CFT framework whether in developing a basis for preventive measures for the financial
and non-financial institutions for AML/CFT in the financial and non-financial sector or in establishing
a regulatory and supervisory framework to ensure compliance with applying requirements of
international standards in this field. In the same area, the law is supported by an array of instructions
and regulations issued by supervisory entities as per the law requirements. By virtue of 2010 Law, a
Financial Information Unit (FIU) was established to assume assigned tasks and duties. It was
separated from the high administrative committee in charge of developing public AML/CFT policies.

4, On the other hand, the AML/CFT regime in Sudan seems to be in need for more
coordination and regulation by achieving integration between the law and regulatory tools issued to
ensure its implementation so that an appropriate basis is available enabling the financial and non-
financial institutions to perform their role in this regard in an acceptable way and to enable competent
authorities, especially law enforcement authorities, to perform their assigned tasks in tracing and
preventing the misuse of these institutions in financial criminal activities. Competent authorities also
need to provide an adequate environment allowing the provision of accurate and clear data,
information and statistics in most of the sectors especially authorities concerned with international
cooperation. Moreover, the financial and non-financial institutions need more awareness, human and
financial resources and training to develop their efficiency and upgrade their readiness to deal with
ML/FT risks in Sudan.

Legal System and Related Institutional Measures

5. Sudan criminalized the ML act by virtue of “AML/CFT Law for 2010”. The law included
the criminalization of some financial elements of the money laundering crime that are stipulated in
Vienna and Palermo conventions. The law did not stipulate the prerequisite of passing a judgment or
conviction of predicate offence when proving that the properties are the proceeds of a crime. While the
Sudanese law defines proceeds in a wide manner, however such definition does not cover the
documents that appear in electronic or digital form. The law adopted the wider approach in
determining the predicate offences of ML crime; however, there are several specified crimes that have
not been criminalized under the Sudanese law such as trafficking in humans and immigrant
smuggling, illicit trafficking in goods, corruption and terrorist financing as required by the
international conventions. The Sudanese law criminalized the ancillary offences of the ML crime such
as criminal attempt, collaboration, participation and assisting. It stipulated a sanction equal to that of
the predicate offence. The law authority also extends to include crimes yielding proceeds for all the



crimes whether they occurred inside or outside Sudan. Legal persons are subject to ML criminal
liability. The law stipulates that financial and non-financial institutions are subject to administrative
and civil liability, but does not stipulate that all legal persons are subject to administrative liability.
The Sudanese law punishes the ML crime for a natural person by imprisonment for a period not
exceeding ten years and a fine not exceeding double the amount of funds subject of the crime, whereas
a legal person is punished by a fine not exceeding double the amount of the proceeds.

6. The Sudanese law also criminalized the financing of terrorism in the “AML/CFT Law for
2010” and partially covered the international requirements. It criminalized direct and indirect forms of
collection and provision; however, the definition of a terrorist act does not fully conform to the
international convention as well as the definition of terrorist organizations. Moreover, the Sudanese
law has not defined the terrorist and there is no explicit provision associating the actual use or nonuse
of funds with the terrorist act. Additionally, the law did not include a provision to apply the law
regardless of location of the person suspected of committing the crime inside or outside the country or
whether the terrorist act occurred in another country. On the other hand, the law stipulated that the
legal person shall be subject to criminal liability. The Sudanese law punishes TF crimes by sanctions
such as the sanctions that were previously mentioned in the money laundering crime; however no
conviction was issued for these crimes.

7. Sudan has a system covering the confiscation of proceeds and instrumentalities used and
intended to be used in committing a ML/TF crime. The law also allows the confiscation of properties
of correspondent value while there is no system covering the confiscation of funds resulting from the
predicate offences or offences involving money in general. Funds were defined in the Sudanese law to
include income, profits or interests. The Sudanese law stipulated some provisional measures such as
retention. Sudan applies civil seizure procedures in criminal procedures whereby these procedures do
not allow taking ex-parte measures or without prior notice, while the law allows the affected party or
bona fide third parties to appeal and file a complaint to the Minister of Justice about these procedures.

8. Sudan does not have laws for freezing terrorist funds or assets belonging to persons
designated by the 2 Security Council Resolutions. However, the authorities informed that there is a
coordinating body for the purpose of following up and implementing Security Council Resolution no.
1371, but this agency lacks the procedures necessary to execute the requirements of this Resolution. It
is noteworthy that the FIU issued the freezing, seizure and confiscation regulation regarding the
Security Council Resolutions by virtue of Article 37 of the law. The law did not indicate the powers of
the Unit in this regard.

9. The FIU was established on 10/1/2010 as an independent unit under the supervision of the
Central Bank of Sudan. It assumes the responsibility of receiving, analyzing and disseminating STRs
to the competent prosecution. The Central Bank provides the Unit with financial and logistic support.
The Unit receives STRs from financial and non-financial institutions. It is noteworthy that the law
stipulated reporting ML/TF transactions only and does not cover terrorist acts, terrorist organizations
or terrorist financers. The Unit issued a regulation on the investigation procedures as well as a number
of circulars related to the reporting manner. It is noted that these circulars were addressed to a number
of entities that are not bound by the law provisions as no decisions were issued to add these activities
to the list of non-financial institutions2.The Unit has the right to access information from the financial
and non-financial institutions via a written letter. There is no direct method to obtain this information.
The Unit also has the right to request additional information from the reporting entities. It is worth
mentioning that the Unit has not joined Egmont Group and no periodic reports have been issued about

% A decision of the Minister of Finance was issued after the onsite visit on subjecting these non-financial institutions to the
provisions of law. See Section 2: Recommendation 26.



its activities. In general, the Unit lacks the operational and legal autonomy to perform its functions
effectively.

10. The public and specialized prosecutions affiliated with the Ministry of Justice supervise all
the investigation procedures in all crimes including ML/TF crimes. These prosecutions exercise their
powers in arresting, searching and interrogating witnesses, seizure and other powers. These
prosecutions do not have financial investigators but hire independent financial auditors. It is
noteworthy that Sudan does not have a competent prosecution to investigate ML/TF crimes.
Moreover, the number of cases that were investigated by the police and prosecutions remains very
limited. In general, the effectiveness of the law enforcement agencies in investigating ML/TF crimes is
still poor in comparison to the number of investigations conducted by entities in predicate offences.

11. The customs disclosure system of cross-border cash transportation was launched in
December 2011. The law authorized the Central Bank to request from any person upon entering or
departing the country to disclose cash or any bearer negotiable instruments to the customs authorities.
The Unit issued the customs disclosure regulation although it is not competent to do that. It is noted
that the customs disclosure system applies to travelers only without explicitly referring to carriers,
mail or shipments in containers. Due to the recent application of the system, it is still ineffective.

Preventive Measures — Financial Institutions

12. The AML/CFT Law for 2010 covers a number of obligations of financial institutions in
relation to preventive measures with regard to exerting due diligence to identify the identity of
customers and beneficial owners, classifying clients according to degree of risk of occurrence of
ML/TF transactions and accurate and ongoing follow up of transactions conducted by customers in
addition to notifying the Unit about suspicious transactions. Moreover, the regulations issued by the
supervisory authorities (the Central Bank, Insurance Authority and KSE) cover other aspects of these
obligations.

13. However, the framework governing the preventive measures that must be taken by financial
institutions did not completely fulfill some of the obligations. The regulations issued for the stock
companies and insurance companies neglected the obligation to verify the customer identity using
original documents or data from objective and reliable sources. They also did not include enhanced
due diligence measures for customer categories, business relationship or high risk transactions.
Moreover, there was no presence of actual application of many of the obligations related to the
measures verifying whether any person claiming to be acting on behalf of the client is authorized to do
so while identifying him and verifying the legal status of the legal person or legal arrangement. It was
also noticed the presence of clear weakness at the financial institutions in dealing with some concepts
such as the beneficial owner and risks classification due to low level of awareness on AML/CFT
requirements.

14. Additionally, the regulations and circulars issued for the financial institutions did not
consider the requirements set out in Recommendation 6 with regard to PEPs. It was also noticed that
the financial institutions have no sufficient awareness of the type and nature of business relationship
with regard to those persons. The financial institutions deal with this category as normal clients
without the existence of clear business measures taking into account ongoing follow up of the
transactions they carry out and classifying their risks. Banks, currency exchange companies and
money transfer companies deal with correspondent institutions without verifying the reputation of
these institutions and the efficiency and effectiveness of the controls used by the correspondent
institutions. They only obtain the approval of the Central Bank of Sudan to deal with correspondent
institutions.

15. The regulations and circulars did not oblige the FIs to have in place sufficient policies and
take measures to prevent the misuse of technological developments in ML/TF operations and set



policies and procedures to deal with risks associated with non face to face business or transactions
such as request of official notarization of documents or relying on third parties to identify customers.

16. With regard to keeping all records on local and international operations and customer
identification records, FIs are required to keep all records and documents related to transactions
conducted by customers for at least five years as of date of transaction completion. FIs subject to the
Central Bank of Sudan are also obliged to develop an integrated information system to retain
documents and records enabling it to respond to the request of the FIU and competent authorities for
obtaining any data or information in real time. It is also noted that this obligation does not include all
FIs as insurance companies were not asked directly to comply with it.

17. With regard to wire transfers, FIs are required to obtain full information on the originator so
that the transfer includes all data related thereof. However, there is no obligation on banks, currency
exchange companies and beneficiary financial services companies to take measures to terminate
business relationships with the FIs that do not comply with SRVII criteria. It is also noted the absence
of effective supervision on activity of wire transfers to ensure that FIs performing this activity comply
with the relevant obligations as well as complete absence of awareness of currency exchange
companies and financial services companies of the imposed obligations in this regard.

18. With regard to unusual transactions, banks, currency exchange companies, financial services
companies and leasing companies are required to investigate as much as possible the background and
purpose of unusual transactions and keep records in relation thereto. However, the requirements of this
obligation were not imposed on insurance companies and companies operating in stock exchange. It is
also noted that FIs lack sufficient awareness on unusual activities or transactions in addition to the
absence of clear written policies and information systems to monitor and trace unusual transactions.

19. The AML/CFT regime in Sudan included the obligation for banks, currency exchange
companies, financial services companies and leasing companies to pay special attention to business
relationships and transactions performed with persons from or in countries that do not apply or
insufficiently apply FATF Recommendations. However, this obligation was not imposed on the
insurance companies and companies operating in stocks. Moreover, Sudan did not take any
appropriate counter-measures regarding countries that continue to apply or insufficiently apply FATF
Recommendations.

20. With regard to the reporting obligation, the AML/CFT Law for 2010 required FIs to notify
the FIU of transactions suspected of being associated with proceeds or terrorism financing. However,
there is clear inconsistency between what is imposed by the law from notifying the FIU about
suspicious transactions and what is imposed by the KSE (Khartoum Stock Exchange) regulation to
notify the AML/CFT Unit in KSE. Moreover, the reporting obligation does not include cases of
suspecting the occurrence of a connection or link between funds and terrorism or terrorist acts or that
they will be used by terrorist organizations or terrorist financers.

21. On the other hand, banks, exchange companies, financial services companies, leasing
companies and insurance companies were not explicitly required to establish an adequately resourced
and independent audit function. Insurance companies were not required to include all AML/CFT
requirements in their internal systems especially those related to due diligence, detection of unusual
transactions and record keeping.

22. There are procedures obliging FIs, except insurance companies, to apply AML/CFT
measures on foreign branches and affiliated companies; however, the requirement to pay special
attention regarding branches and affiliated companies in countries that do not apply or insufficiently
apply FATF Recommendations was not imposed.



23. It is worth mentioning that there is limited guidance addressed to the Fls especially insurance
companies with regard to the reporting, investigation and inspection procedures taken with regard to
transactions suspected of being connected to ML or TF.

24, Laws governing the activities of banks did not include explicit requirement to prohibit the
establishment of shell banks; but provisions mentioned therein should largely reduce that. Assessors
noted that inspection report forms concerning Fls did not include any findings regarding inspection on
the extent of banks’ compliance with regular assessment of their relationship with their
correspondents.

25. The AML/CFT Law designated the supervisory entities on FIs and their competencies. The
legislative framework governing the activities of these entities allow them to issue regulations, follow
up on the compliance of FIs and their fulfillment of the obligations stipulated by law and use of their
penal powers stipulated by law in cases where Fls violate their obligations. However, despite the
above, it was found that these entities do not have sufficient and adequate structures to exercise their
obligations in the AML/CFT field in comparison with the numbers of FIs supervising them as well as
the existence of some factors affecting the autonomy of some of them. This is notably evident in the
presence of some interference in the work of these entities and in particular between the Central Bank
of Sudan and the rest of supervisory entities. Moreover, the training provided to employees in some of
the supervisory entities was limited and the legal framework governing the recruitment of employees
in these entities is poor. It was also unclear the effectiveness by which these supervisory entities use
their powers in imposing sanctions against the FIs subject to their supervision in case they violate the
laws governing their activities in general, particularly in the AML/CFT field. The evaluation team
could not find evidence on imposing any sanctions in this regard by any of the supervisory authorities
with the exception of the Central Bank of Sudan.

26. The entities performing money transfer activities in Sudan are found in all banks, currency
exchange companies, financial services offices and Sudan Postal Services Co. Ltd (SudaPost). The
Central Bank of Sudan grants licenses to all these entities and the commercial registration department
affiliated with the Ministry of Justice assumes the tasks of licensing and registration. These entities are
subject to the supervision of the Central Bank. Based on the overall analysis of the quality of
supervision in this area, there appears to be a need for their support and working on increasing their
effectiveness. The assessors noticed that there is wide presence of money or value transfer service
providers from unregistered natural persons (equivalent currency exchange market — black market),
which entails working to find a mechanism that assists in placing transactions performed by these
persons under supervision, and increasing the inspection visits to entities providing money or value
transfer services in order to have this activity under full control.

Preventive Measures — Designated Non-Financial Businesses and Professions (DNFBPs)

27. The AML/CFT Law for 2010 did not differentiate between financial and non-financial
institutions including DNFBPs in any way in relation to the obligations they have to abide by, which
means that due diligence deficiencies apply to DNFBPs.

28. AML/CFT circulars were issued to the jewelers and gold dealers union, the public union of
Sudanese lawyers, real estate agents and Accountancy and Audit Profession Organizing Council
(AAPOC) by the Sudanese FIU bearing in mind that it is not the competent entity to issue such
circulars; which means that these circulars are not deemed enforceable means but rather tools to
increase awareness.

29. It was found that DNFBPs are not aware of their AML/CFT requirements with regard to
applying due diligence to identify and verify the identity of customers. Moreover, it was found that
these DNFBPs have no knowledge of the beneficial owner, Politically Exposed Persons (PEPs) or
requirements related to information technology and record keeping.



30. The Sudanese authorities subjected DNFBPs to the reporting obligation in the absence of
effective application of the conditions of submitting such reports bearing in mind that the FIU was not
notified of any STRs by this category. DNFBPs are not subject to any controls by any supervisory
authority authorized to ensure that requirements of Recommendations 15 & 21 are met.

31. The AML/CFT Law did not designate the supervisory entities that must ensure that DNFBPs
apply related requirements but it commissioned the Minister of Finance and National Economy to
designate the supervisory entities in this field, who has not issued a decision in this regard until the
time of the on-site visit. These DNFBPs follow self-regulatory organizations that exercise their powers
based on their articles of incorporation. It was not found that any enforceable rules or directions were
issued by these entities in the AML/CFT field. The FIU disseminated circulars to DNFBPs to impose
obligations in this field, but it was not clear for assessors the legal basis based on which the Unit
issued these directions to the DNFBPs. The evaluation team considered these circulars to be
guidelines. The Sudanese authorities informed the evaluation team, following the on-site visit, that the
Minister of Finance and National Economy issued a decision in April 2012 on adopting monitoring
and supervisory entities including some of the abovementioned self-regulatory organizations as
competent supervisory entities in relation to AML/CFT.

Legal Persons and Legal Arrangements & Non-Profit Organizations

32. The commercial registration department is one of the competent departments affiliated with
the Ministry of Justice. It is concerned with registering and following up companies according to the
Companies Law of 1925. The procedures related to company registration, information available in the
articles of association and the documents required by competent authorities are deemed sufficient to
obtain information on partners and shareholders in registered companies. However, as the competent
authorities in Sudan reported, there are no procedures taken by the Sudanese competent authorities
with regard to verifying that partners and shareholders in companies are the beneficial owners.
Moreover, the database of the legal person registrar does not contain any information related to the
beneficial owner from legal persons. Additionally, nothing revealed that the Sudanese competent
authorities have taken any measures with regard to preventing the misuse of bearer shares in ML/TF
operations.

33. Sudan passed the Organization of Humanitarian and Voluntary Work Act 2006 which listed
4 different types of non-profit organizations and granted the Humanitarian Aid Commission (HAC)
the responsibility to regulate and monitor this sector under the supervision of the Ministry of Welfare
and Social Security. However, the authorities have not reviewed the adequacy of laws and regulations
for non-profit organizations for the purpose of preventing the misuse of this sector in terrorism
financing. Moreover, no laws or requirements for combating the financing of terrorism were found
inside the sectors operating in the field of non-profit organizations although there is a large number of
national and foreign organizations operating in Sudan and the large size of the charity sector, but the
HAC did not use all available information on this sector or obtain information at the appropriate time.

National and International Cooperation

34. The AML/CFT administrative committee is the high administrative authority in this field. It
is in charge of developing public policies, facilitating the exchange of information with similar
authorities and coordinating among entities represented in the committee. It appears there is no
cooperation and coordination among representatives of the authorities at the operational and policy
levels as there are regulations and instructions issued by entities that are legally incompetent.
Cooperation among all entities must be developed and coordinated to achieve AML goals and
requirements; they must work together to develop and review regulations and circulars. Moreover, the
administrative committee must reinforce its role and execute its competencies and an AML/CFT
national strategy must be established.



35. Sudan ratified the United Nations Convention against Illicit Trafficking in Narcotic Drugs
and Psychotropic Substances (Vienna), the United Nations Convention against Transnational
Organized Crime (Palermo) and the International Convention for the Suppression of the Financing of
Terrorism (New York). However, it did not fully execute the provisions of these conventions due to
the presence of some deficiencies in the legislation and poor implementation.

36. The Extradition Act of 1957 and the criminal law govern international cooperation for the
Republic of Sudan. Authorities adopt diplomatic channels, through the Ministry of Foreign Affairs, for
cooperation according to bilateral, regional and international agreements that were signed or ratified
by Sudan in the fields of judicial assistance, exchange of information and criminal extradition. The
Ministry of Justice is concerned with, through the public prosecution or judiciary, looking into the
execution of these requests. It has a specialized department to receive and extradite criminals. This
department also processes the requests for exchange of judicial assistance. Despite the presence of
these legislations and agreements, there is lack of a legal framework governing mutual legal
assistance. The criminal extradition law stipulated provisions related to evidence and data required by
foreign judiciaries; moreover, the law did not identify the mechanism governing the processing of
legal assistance requests or an appropriate and prompt mechanism to ensure the execution of requests
incoming from foreign countries. Moreover, Sudan does not have laws providing mutual legal
assistance with regard to identifying, freezing, seizing or confiscating laundered properties or
properties intended to be laundered as well as the instrumentalities used in committing crimes and
confiscating properties of corresponding value.

37. With regard to criminals’ extradition, money laundering is considered one of the crimes
entailing the extradition of its perpetrators. Dual criminality is a prerequisite for responding to
criminal extradition requests. Criminal extradition requests are governed by the procedures mentioned
in the criminal extradition law as the suspect is brought over and interrogated by the competent judge
according to the criminal law. The judge examines the evidence submitted in this crime before the
Minister of Justice issues a decision to extradite or release the suspect. The effectiveness of the
criminal extradition system cannot be judged due to lack of requests or statistics in this regard.

38. With regard to other aspects of international cooperation, the FIU can automatically or
pursuant to request of equivalent units in other countries exchange information provided it complies
with the rules of secrecy and the principle of reciprocity. With regard to supervisory entities and other
competent authorities, there are no clear mechanisms for direct and technical cooperation except the
membership of Sudan in a number of international organizations such as the Common Market for
Eastern and Southern Africa (COMESA), World Trade Organization (WTO), the Technical Regional
Committee for Governors of Northern African Banks, the Near East — North Africa Regional
Agricultural Credit Association (NENARACA), International Monetary Fund (IMF), World Bank
Group and African Development Bank (AFDB) in addition to signing memorandums of understanding
between the supervisory entities in Sudan and a number of other countries. It does not seem that these
mechanisms allow direct cooperation at the technical level. Sudan does not have appropriate
mechanisms for automatic exchange of information among competent authorities or to conduct
inquiries or investigations on behalf of equivalent foreign authorities .In light of the above, the
evaluation team recommended to expand the scope of powers of other competent authorities related to
AML/CFT (other than the FIU) such as law enforcement authorities and prosecution entities to enable
them perform their role effectively in international cooperation.

Other Issues

In general, the competent authorities in Sudan need to be supported with appropriate financial and
human resources. They also need to be adequately qualified through training and necessary technical
assistance to be able to perform their tasks properly. Moreover, it should endeavor to provide an
environment allowing the provision of sufficient and useful statistics, data and information in all
sectors such as supervision on financial and non-financial institutions, law enforcement authorities and
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entities concerned with international cooperation. This should enable authorities to follow up on the
performance of AML/CFT mechanisms in Sudan and develop them as needed.
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Mutual Evaluation Report
1- General
1-1 General Information on the Republic of Sudan

1. Sudan lies in the northern-eastern part of Africa. The Nile dominates its geography as the
basin of the River Nile constitutes 67.4% of Sudan's area. Due to its geographic location, Sudan
remained a commercial and cultural crossing between North and South Africa as well as between the
Arabian Peninsula and Africa, especially west and east of Africa. According to 2008 estimates, Sudan
has a population of 30.9 million people’. Sudan overlooks the Red Sea between Egypt and Eritrea with
a total area of 1.882.000 km®. Sudan shares land borders (of total length 6.780 km) with seven
countries namely Egypt (1.273 km), Libya (383 km), Chad (1340 km), Central Africa (448 km), South
Sudan (1973 km), Ethiopia (727 km) and Eritrea (636 km) while its coastline on the Red Sea is 875
km. On 24 July 2011, Sudan issued a new version of its currency (Sudanese Pound/SDG) after the
separation of South Sudan and issuing an independent new currency. The exchange rate of the new
Sudanese pound, during the on-site visit, was about USD 0374.

2. Sudan gained its independence from the bilateral Anglo-Egyptian rule on 1 January 1956. One
year before independence, in 1955, Sudan witnessed the beginning of a war that lasted between the
central government and different groups in South Sudan which has been subject to geographic and
cultural isolation during the colonization period since early 1922. In addition to the natural factors,
South Sudan had relative privacy where a large sector of the intellectual elite had feelings of non-
belonging to their home country and military rebellion against the central government. This war
continued non-stop except in the period during 1973-1983 which affected the political, economic and
social stability in the country and drained its human and financial resources and weakened the country
for over half a century, the duration of its independence. A series of talks were held between the
government and the rebel movement since November 1989 in a number of African capitals. In 2002, a
final round of negotiations started aiming at stopping the war and reaching fair and comprehensive
peace between the central government and the South rebels. In 2005, it led to a comprehensive peace
agreement putting an end to the war and giving the southern the right of self-determination by the end
of a transitional stage stipulated by the agreement. By virtue of the agreement, on 9 January 2011, a
free referendum was held where citizens of South Sudan voted for separation from the home country
and establishment of the independent state of South Sudan, whereby the State of Sudan witnessed the
stage of the second republic in its history starting as of 9 July 2011.

Type of Government

3. The government in Sudan is a democratic government elected since April 2010. The
governance is presidential. The President of the Republic and governors of the states are elected by
direct free voting. Elections for the Federal Parliament and parliaments of states take place through a
system that is a mix between direct free voting and proportionate representation.

Administrative Division

4, Sudan is divided into 17 states (Wilayat) ruled by elected governors. Each state has a
parliament elected through a mixed system (direct free/proportionate representation). Each state is
further divided into a number of districts and each district is headed by an appointed person and has an
elected parliament. (There is another suggested state called West Kurdufan State). Number of districts:
176 districts.

3 Total population in 2008 was 39.2 million people; 30.9 million are in the Northern States and 8.3 million in the Southern
States which later became the Republic of South Sudan.
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Constitution

5. The Constitution (2005) established the basic principles governing the structure and
performance of the governance institutions and set out the duties, rights and freedoms of the citizens.
The Constitution stipulated the charter of rights as a pledge between all citizens of Sudan and the
Government of Sudan. It stressed the obligation to respect human rights included in the international
agreements, pledges and charters ratified by the Government of Sudan as an integral part of the
Constitution’s charter.

6. It stipulated that the Islamic Sharia’a and consensus are the source of legislations. Regarding
religious rights, the Constitution stipulated the right of worship for all the Sudanese and Arabic as the
official language of the country. It also stipulated that citizenship is the basis of rights and duties,
granting personal freedoms and equality before the law, prohibition of torture and the right of every
individual in fair trial, free expression in the media, organization, movement and residency. It also
stipulated the protection of the state to motherhood and childhood and protecting women against
injustice and granting equality between men and women and reinforcing the role of women in family.
In public life, the Constitution set out in detail the institutions of the State and their competences
(Presidency of the Republic, legislative authority, judicial authority, governments of the states).

Executive Authority:

7. The national executive authority consists of the Presidency of the Republic and Council of
Ministers. The President of the Republic is the Head of State and Government representing the will of
the people and authority of State. He is elected for a five-year renewable term only once. The Council
of Ministers is formed by the President of the Republic after consulting the Presidency of the
Republic. It is in charge of planning in the state and initiating bills, national budget, international
treaties and agreements and checking and reviewing the executive performance in the state.

Legislative Authority:

8. The national legislative authority consists of two councils: The National Council and States
Council. The Sudanese Parliament (National Council) consists of 354 seats (60% of members are
elected through geographic districts, 15% of members through lists of proportionate representation and
25% are seats for women through a list of proportionate representation (quota). The same division
applies to the state legislative authorities. The States Council: It consists of 34 seats with two
representatives from each state elected through the legislative council of the State (the State
Parliament).

Constitutional Court

9. It was established by virtue of the Constitution. It has 9 judges and it is independent from the
legislative and executive authorities and separated from the judicial authority. Its task is to protect the
Constitution, human rights and public freedoms and settle the constitutionality of laws and
constitutional disputes between the levels and bodies of governance. It has a criminal competence vis-
a-vis the President of the Republic, his Vice-President, and the Head of the National Legislative
Authority Council and judges of the Supreme Court.
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Judicial Authority:

10.  The judicial authority is independent from the executive and legislative authority. It also has
financial and administrative independence. The Chief Judge in the Republic is the President of the
Judicial Authority and President of the Supreme National Court.

. The Sudanese judicial body was founded in 1899.
e The judiciary presidency building was founded in Khartoum in 1908.

e Supreme National Court: It has 70 judges and issues its verdicts by the majority and its
judgments are not reviewed.

e Courts of Appeal (Cassation): They have 130 judges and are distributed among the states.
e Public Courts: A one-judge court. They are 133 courts.

e Summary Courts: Courts of (first, second and third) instance. They are primary courts
distributed throughout the State. They are 397 courts.

e Urban and Rural Courts: Popular courts made of citizens who are known by good reputation
and prominent figures in the community in Sudan. They are 1062 courts.

Economic Sectors and Activities:
Agriculture

11.  Agriculture represents the main sector of the Sudanese economy; therefore, most Sudanese
exports consist of agricultural products such as cotton, Arab glue, oil seeds, meats, etc. There are also
vegetables and fruits that are exported to the African and Arab countries. Agriculture contributes by
about 34% of the GDP.

Animal Wealth

12. The animal wealth sector occupies the second place in the Sudanese economy with regard to
importance. Sudan owns more than 130 million head of animal wealth and Khartoum owns over a
million head in addition to the fish wealth in the fresh water and the Red Sea.

Industry

13. Industry in Sudan focuses on conversional industries which rely on agricultural products. The
industry of cloth, sugar, oils and food industries are flourishing in Sudan in addition to other
conversional industries. One of the most important modern conversional industries in Sudan is ethanol
production from Kenana sugar plant. Accordingly, Sudan is the first Arab country to produce ethanol.
Moreover, many light and heavy industries have flourished in Sudan such as car manufacturing and
assembly of various kinds in Jiyad Plant in Al Jazirah State, aircraft manufacturing in Kerari, steel
manufacturing and many other light industries; thus marking a 23.9% contribution of this sector in the
GDP.

Oil

14. Sudan has not ceased to extract and use its oil reserve since half a century ago under the
occupation and during the national ruling with its various stages in cooperation with some foreign oil
companies. The heavy burden created by importing oil substances under the Sudanese expenditure
budget which lasted for a long time was one of the main reasons that encouraged investment in the oil
field to reach its climax over the last ten years. The Government placed the oil among the main
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elements in its economic strategy and opened the field for investment with a number of international
companies operating in the oil industry. Sudanese oil is deemed one of the best materials in the Middle
East. Accordingly, Sudanese exports flourished due to oil.

Exports

15. The Sudanese exports largely rely on oil as Sudan recently made it to the list of countries
exporting oil in 1999. It exports most of the production while it refines some of it locally with the
purpose of self-sufficiency. In the past, Sudan relied completely on agricultural products in addition to
minerals. Cotton gets special attention from the State due to high demand in global markets as well as
the Arab glue as Sudan is the world's top country in producing Arab glue. It is exported to European
countries and the USA.

Economic Policy:

16. The Sudanese economy was restructured through a comprehensive program for economic
reform that consisted of the following objectives:

e Reducing the role of the State in economic work and production activity by following the
privatization policy and giving a chance to the private sector;

e Liberating foreign trade and encouraging exports;
e Liberating prices and ceasing the support of commodities and services;

e Achieving a standard budget, reducing deficit, controlling the volume of cash, reducing the
rates of inflation and achieving a reasonable amount of balance in the expenditure budget;

e Reforming the taxing system, reducing and keeping some direct and indirect taxes,
implementing the system of Value Added Tax (VAT) and revising the categories of tax tariffs
by exemption and reduction of tax fees;

e Increasing exports, diversifying their markets and expanding their base by introducing
commodities foremost among which are oil, gold and some industrial products;

e Accommodating high levels of direct foreign investment in the oil, mining, manufacturing,
agriculture and transportation industries;

e In the framework of the regional and international changes, the following was achieved:

¢ Sudan regained its membership in the IMF and started implementing its relationship
with other financing institutions;

e Sudan entered into the Common Market for Eastern and Southern Africa (COMESA)
and turned into a common market free of customs barriers. As of October 2000, it
implemented the zero customs fees;

o [t entered into the GAFTA (Greater Arab Free Trade Area) which leads to expanding
the foreign market circle;

e At the international level, it is preparing to join World Trade Organization (WTO) by
amending economic legislations and procedures especially the customs tax.
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1-2 General Situation of Money Laundering and Financing of Terrorism

17.  Sudan suffers from the presence of a number of ML predicate offences that yield proceeds that
can be laundered inside the country. On one hand, the size of drugs trafficking in Sudan is a source of
high concern for the competent authorities, especially with the increase of smuggling operations across
extended land and sea borders of Sudan. On the other hand, the Financial Sector Assessment Program
(FSAP) Report issued by the World Bank in April 2005 indicates the presence of large cases of
financial fraud annually which indicates in turn the imminent presence of laundering the proceeds
derived from this kind of economic crimes. Moreover, Sudan was ranked 172 (out of 178 countries) on
the Transparency International‘s 2010 Corruption Perceptions Index, a disturbing indicator on the
presence of a ripe environment for money laundering in the country. Despite ML criminalization
since 2003, the number of cases referred to investigation at the Public Prosecution in this field did not
exceed a mere of 3 cases as reported by the authorities; the competent court rendered in one of the 3
cases a judgment of non suit.

18.  According to the concerned Sudanese authorities, Sudan suffers from the presence of terrorist
movements working on destabilizing and shaking the security of the country either in the south or west
of the country. Historically, The UN Security Council applied sanctions on Sudan in 1996 (pursuant
to Resolutions 1054 & 1070) because of connections to terrorism. These sanctions were removed in
2001 (pursuant to Resolution 1372) after Sudan joined international agreements on combating
terrorism.

19.  In general, despite the presence of a number of measures taken by Sudan to reduce its risks, the
widespread transaction in unofficial exchange market is one of the general risks that might be related
to ML/TF operations. As a number of agencies state during the on-site visit, unofficial wire transfers
are also widespread, especially incoming ones, which leads to increasing ML risks in general and TF
risks in particular®.

1-3  Overview of the Financial Sector and DNFBPs

20. Following the separation of South Sudan on 9 July 2011, the Sudanese pound before the
separation of South Sudan was replaced by post-separation pound with the same value and
denominations during the period from 24/7 to 1/9/2011. The average monthly exchange rate by the
end of July 2010 amounted to 1.3711 pound/USD and the average annual exchange rate for 2011
reached 2.6881 pound/USD.

21.  Both financial and non-financial sectors rely on an Islamic approach with respect to the
products and services they offer to the public in particular, and all the transactions they conduct in
general. The financial sector in Sudan consists primarily of the banking sector (banks, exchange
companies and transfers) in addition to what are known as leasing companies (operating in the field of
renting out the premises to the tenant while the lease may end by owning the rented premises, which is
similar to financial leasing companies in other countries). The financial sector also includes the
insurance sector and stock exchange sector. To elaborate, there are 33 banks in Sudan (between
commercial and specialized, national and foreign) that have nearly 600 branches throughout Sudan.
There are also 19 exchange companies in Sudan. (They all perform money transfer transactions).
There are 4 financial service companies (that perform money transfers only) and Sudan Postal
Services C. Ltd (SudaPost) which opens accounts and performs transfers and other financial
transactions.

* The Sudanese authorities informed that this issue is tackled through several channels including bilateral agreements with
several countries such as Saudi Arabia and UAE and internally through the economic security law and the Regulation on
dealing in foreign exchange issued by the Central Bank of Sudan.
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22. A number of leasing companies operate in Sudan; they are subject to the supervision of the
Central Bank of Sudan. Officials at the Central Bank informed that these companies perform asset
leasing operations only and assets are not ultimately owned by the tenant because such activity is
suspected to be in violation of the Islamic Sharia’. On the other hand and despite the above, the
regulation for leasing companies (the leasing FI regulation issued in 2004) stipulates that the activities
that can be performed by these institutions include “leasing to ownership”. There are 2 leasing
companies in Sudan, the National Leasing Company with a capital of SDG 21.810.000 and the Arab
Leasing Company with a capital of SDG 69.740.850.

23.  On the other hand, there are 14 companies in Sudan operating in the insurance and reinsurance
sector with more than 50 branches in addition to 6 companies operating in insurance brokerage with
over 1000 agents. There are 42 stock brokerage companies. Although KSE (Khartoum Stock
Exchange) was established in 1995, the number of companies listed therein is very small (only 56
companies) and the size of market and transactions therein remains limited. This might be the result,
among other reasons, of the manual trade in stocks (until end of 2011).

24.  With respect to the non-financial sector, most activities requiring international standards for
AML/CFT purposes are performed, such as real estate brokerage, law practice and auditing, dealing in
precious metals and precious stones and providing some of the companies' services (through lawyers).
There are 570 real estate brokerage offices throughout Sudan most of which (520) are in Khartoum.
There are over 22,000 lawyers one third of which (8,000) are licensed to authenticate the various civil
transactions including sale, purchase, agency, etc. There are around 196 accountants licensed to
practice the profession of auditing according to the concerned authorities®. There are 50 dealers of
precious metals and precious stones (jewelers) according to the Sudanese Jewelers Union. Regarding
the provision of the companies' services, lawyers assist in establishing companies in the founding
stages, but they are not authorized to practice any administrative works in the companies outside the
framework of providing legal advice.

25. It is noted in general that there is no clear count of the number of companies practicing non-
financial activities in Sudan as company registrar officials informed that the current records of
companies do not categorize them by activity and that they include all the companies since the
creation of the companies register (in 1925) but without identifying the operating companies versus
dissolved or non-operating companies. It is noted that the companies’ registrar does not verify that the
companies practice their activities as declared in their by-laws as this is left to the relevant supervisory
entities. The Sudanese authorities informed that the role of the commercial registrar is restricted to
registering companies and tracking them to ensure that companies deposit the legal applications
required by the Companies Act 1925 as it is very difficult to track the activities of the companies and
this matter is left to the relevant supervisory entities. However, the Department conducts, through the
follow-up division, on-site inspection in the form of periodic campaigns to ensure they respect law
obligations and pinpoint any violations.

14 Overview of commercial laws and mechanisms governing legal persons and
arrangements

26. 4 primary laws regulate the legal persons in Sudan. They are concerned with establishing,
registering, licensing and tracing the activities of commercial legal persons. These 4 laws are:

> The Sudanese authorities provided after the Face- to -Face meeting held in September 2012 a text on a Shariaa Fatwa

issued by the Higher Shariaa Supervisory Board for banking and Fls dated 3 June 2009 stating that activities of “leasing
to ownership” are allowed provided that the leasing does not conceal sale.

% The WB Report for the Financial Sector Assessment Program in Sudan, 2005 indicates the presence of 13 accounting
companies. The authorities did not refer to this number during the on-site visit of the evaluation team.
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Companies Act 1925, Business Name Registration Law for 1931, Companies Registration Law for
1926 and Commercial Agents Registration and Regulation Law for 1971.

217. According to the Companies Act 1925, there are several types of companies and commercial
entities in Sudan. They are:

a. Private companies.

b. Public companies.

¢. Charity companies.

d. Branches of foreign companies.

28.  The commercial registration department of the Ministry of Justice is concerned with registering
and tracing the companies according to the Companies Act for 1925.

29. The procedures of companies’ establishment include: (1) Application addressed to the
commercial register containing the original and copy of the proposed names of the company. The
application should be submitted by a lawyer or a person with a legal capacity authorizing him to do so,
(2) The company’s articles of incorporation, (3) In case the founder is foreigner, the company is
prohibited from operating in the field of import and export, public trade and press publishing. After
initial approval: (1) Prepare the company premises and put a sign with the accepted name in a clear
place on the premises, (2) Provide three printed booklets of the company’s articles of incorporation
subject to the conditions set out in the initial approval, (3) Fill out an application about the capital to
be printed and signed, (4) Fill out an application about the declaration to be printed, signed by the
applicant and authenticated by another lawyer, (5)Print the judicial application, (6) The previous
documents must be stamped by the taxation and Zakat departments with the necessary legal stamps.
After review: (1) The final fees for the company registration shall be paid, (2) the company shall be
registered in the registrar and assigned a final number, (3) The certificate of establishment shall be
printed in Arabic and English; once signed, and the company shall have a legal person. The applicant
shall submit the certificate of establishment in Arabic and English and two authenticated booklets of
the company’s certified articles of incorporation.

30.  The registration procedures of foreign company branch require that the registration application
is submitted by a lawyer or a person with a legal capacity authorizing him to do so. It must include the
following: (a) Articles of incorporation of the parent company, (b) Certificate of registration or deed of
establishment of the parent company, (c) List of the Board of Directors of the parent company, (d)
Authorization of a notary from the company to a person residing in Sudan to receive judicial notices
and another to a person usually residing in Sudan to represent the company in Sudan, (e) Decision of
the Board of Directors of the parent company to open a branch in Sudan. All the previous documents
must be stamped by the company’s seal and authenticated by the Ministry of Foreign Affairs of the
registering country and the Sudanese embassy in that country: If the original is not in the Arabic
language, then it must be translated by a certified agency.

31. It is noted that the law allows the existence of bearer shares in Sudan without the possibility of
identifying the person to whom the ownership is transferred (See section 5 of this report). Yet, the
Sudanese authorities indicate that KSE Act requires public shareholding companies or any entity
issuing securities or their agents to register the ownership of such negotiable securities that are sold or
bought or to transfer or move ownership in the market without any condition despite the content of the
related law or by-laws or articles of association or the applicable Companies’ law or any other law or
regulations.
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32. Mechanism of tracking the companies’ activities: Due to the lack of means, according to the
Sudanese authorities, the commercial registrar conducts, from time to time, on-site visits to the
premises of the companies to ensure that they carry out the deposits required by the law.

33. Statistics: The number of the companies operating in each category of the companies'
categories present in Sudan according to the Sudanese authorities is as follows’:

1-  Number of business names 77852
2- Number of partnerships 16271
3- Number of registered companies40729

1-5 Overview of strategy to prevent money laundering and terrorist financing

1-5-a  AML/CFT Strategies and Priorities

34.  During the on-site visit, officials in the administrative committee, which is the supreme entity
concerned with the AML/CFT affairs in Sudan, informed that the committee adopted, few days before
the visit, a five-year work strategy (2012-2016). The evaluation team was able to view this draft
strategy after the on-site visit.

1-5-b AML/CFT Institutional Framework

35. The AML/CFT institutional framework consists of a number of concerned entities, whether at
the level of drafting public policies, law enforcement or the regulatory and executive levels.

The Administrative Committee:

36. Both AML Law for 2003 and AML/CFT Law for 2010 stipulated the establishment of an
administrative committee. The committee, according to the formation set out in 2010 law, includes
representatives from concerned entities (Ministry of Justice — Central Bank — Ministry of Finance and
National Economy — Ministry of Foreign Trade — Ministry of Foreign Affairs — Ministry of Investment
— Different Departments from the Ministry of Interior — Taxation Chamber